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ABSTRACT

The development of a pan-European public E-Procurement system is an important target
of the European Union to enhance the efficiency, transparency and competitiveness of pub-
lic procurement procedures conducted within the European single market. A great obstacle
for cross-border electronic procurement is the heterogeneity of national procurement sys-
tems in terms of technical, organizational and legal differences. To overcome this obstacle
the European Commission funds several initiatives that contribute to the aim of achieving
interoperability for pan-European public procurement. Pan European Public Procurement
OnLine (PEPPOL) is one of these initiatives that aims at piloting an interoperable pan-
European E-Procurement solution to support businesses and public purchasing entities from
different member states to conduct their procurement processes electronically. Its second
work package develops a solution to achieve cross-border data exchange of business docu-
ments between the actors of the public procurement process. This includes the development
of a common data format, the so called Virtual Company Dossier (VCD), that serves as
an electronic document container, as well as a supporting IT system. With the need for
an interoperable IT architecture, the question for suitable implementation technologies and
infrastructure components arises. As interoperability and inter-connection of distributed het-
erogeneous information systems are the major requirements in the European procurement
domain, and the VCD sub-domain in particular, service-oriented architecture (SOA) seems
to provide a promising approach to realize such an architecture, as it promotes loose coupling
and interoperability. This master thesis therefore discusses the SOA approach and how its
concepts, methodologies and technologies can be used for the development of interoperable
IT systems for electronic public procurement. This discussion is enhanced through a practi-
cal application of the discussed SOA methodologies by conceptualizing and prototyping of
a sub-system derived from the overall system domain of the Virtual Company Dossier. For
that purpose, important aspects of interoperability and related standards and technologies
will be examined and put into the context of public electronic procurement. Furthermore,
the paradigm behind SOA will be discussed, including the derivation of a top-down devel-
opment methodology for service-oriented systems. During the practical part, this top-down
approach will be applied, including an analysis and design of the target domain as well as
the implementation and deployment of corresponding software applications and technical
infrastructure components. The results are primarily relevant for the ongoing work of the
PEPPOL project, but can be transferred to any similar problem domain that deals with the

development of distributed IT systems.
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ZUSAMMENFASSUNG

Die Entwicklung eines IT-gestiitzten europdischen Systems zur offentlichen Auftragsverga-
be ist ein wichtiges Ziel der EU um die Effizienz, Transparenz und Wettbewerbsfahigkeit im
offentlichen Beschaffungswesen des europdischen Binnenmarktes zu verbessern. Ein grof3es
Hindernis fiir die grenziiberschreitende elektronische Abwicklung der Beschaffungsprozesse
ist die Heterogenitit der nationalen Beschaffungssysteme in Bezug auf technische, organi-
satorische und rechtliche Unterschiede. Zur Uberwindung dieses Hindernisses finanziert die
Europiische Kommission einige Initiativen, um grenziiberschreitend Interoperabilitét der 6f-
fentlichen Beschaffungssysteme zu erreichen. Pan European Public Procurement OnLine
(PEPPOL) ist ein solches Projekt, das die Pilotierung eines interoperablen pan-européischen
Systems zur elektronischen Unterstiitzung der 6ffentlichen Beschaffungsprozesse als Ziel
hat. Unternehmen und offentliche Beschaffungsorgane aus verschiedenen Mitgliedstaaten
sollen dabei unterstiitzt werden, ithre Beschaffungsprozesse elektronisch durchzufiihren. Ar-
beitspaket 2 des PEPPOL Projekts entwickelt eine Losung fiir den grenziiberschreitenden
Datenaustausch von Geschiftsdokumenten zwischen den Akteuren im 6ffentlichen Beschaf-
fungsprozess. Dies beinhaltet die Entwicklung eines gemeinsamen Datenformats, dem so
genannten Virtual Company Dossier (VCD), sowie einem unterstiitzenden I'T-System. Mit
der Notwendigkeit einer interoperablen I'T-Architektur stellt sich die Frage nach Technologi-
en und Infrastruktur-Komponenten, die zu deren Umsetzung geeignet sind. Interoperabilitét
und Vernetzung von verteilten, heterogenen I'T-Systemen sind zwei wichtige Anforderungen
im Kontext der europdischen Beschaffung und des VCD. Service-orientierte Architekturen
(SOA) scheinen einen vielversprechenden Ansatz fiir die Realisierung solch verteilter Ar-
chitekturen zu liefern, da sie die lose Kopplung und Interoperabilitit zwischen Systemkom-
ponenten fordert. Diese Masterarbeit diskutiert daher das SOA-Konzept und die Fragestel-
lung, wie seine Konzepte, Methoden und Technologien fiir die Entwicklung von interope-
rablen I'T-Systemen fiir die elektronische Vergabe offentlicher Auftrige verwendet werden
konnen. Diese Diskussion wird durch eine praktische Anwendung des diskutierten service-
orientierten Ansatzes erweitert, in dem die Konzeption und prototypische Implementierung
eines Teilsystems der VCD Domine durchgefiihrt wird. Zu diesem Zweck werden wichtige
Aspekte beziiglich Interoperabilitit und damit verbundener Standards und Technologien un-
tersucht und im Kontext der offentlichen Auftragsvergabe betrachtet. Dariiber hinaus wird
der SOA Ansatz diskutiert und ein top-down-Ansatz fiir die Entwicklung service-orientierter
Systeme abgeleitet. Im praktischen Teil wird dieser top-down-Ansatz angewandt, einschlie3-

lich der Analyse und Modellierung von Komponenten der Zieldoméne. In einem weiteren
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Schritt wird die Installation der technischen Infrastruktur und die Implementierung der ent-
sprechenden Software-Anwendungen durchgefiihrt. Die abgeleiteten Ergebnisse sind in ers-
ter Linie fiir die laufenden Arbeiten des Projekts PEPPOL geeignet, konnen aber auf dhnliche
Problemstellungen, die sich mit der Entwicklung von verteilten I'T-Systemen beschéftigen,

ibertragen werden.
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Chapter 1

INTRODUCTION

The modernization of the European government sector through a sophisticated use of in-
formation and communication technology (ICT) for the provision of Pan-European eGov-
ernment Services (PEGS) is an important target of the European Union in order to enhance
government services provided to both citizens and enterprises throughout the European sin-
gle market. With governments being the largest buyer in the EU, the electronic support
of pan-European public procurement procedures is of great interest to increase "Europe’s
competitiveness" and create "new opportunities for EU businesses" [European Commission,
2009a].

Driven by the opportunities arising from the electronic support of procurement processes,
such as cost savings as well as improved competition and efficiency, the European Commis-
sion promotes further development of public electronic procurement in the European Union.
With the Directives 2004/17/EC and 2004/18/EC, the legal framework for public procure-
ment has been modernized in 2004, which also includes regulations on the usage of electronic
means in procurement procedures. Accompanied by an action plan for the implementation of
electronic procurement, the Commission provides a framework for electronic procurement
in the EU that is conducted in an open, transparent and non-discriminatory way [European
Commission, 2004]. Furthermore, several initiatives funded by the European Commission
are concerned with the development of frameworks, standards and pilot solutions to achieve
interoperability between national procurement systems. The project Pan European Public
Procurement OnLine (PEPPOL) is one of these initiatives targeting the development of an
interoperable pan-European e-procurement solution. This shall support enterprises and pub-
lic purchasing bodies from different member states to conduct their procurement processes

electronically.

1.1 Problem Scope

A key aspect of the PEPPOL project is to improve the electronic exchange of documents

within the procurement processes between enterprises and government agencies from differ-
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ent EU member states. For this purpose, work package 2 of the PEPPOL project deals with
the development of a Virtual Company Dossier (VCD) that serves as an electronic container
for documents being exchanged within the awarding process of public contracts. Companies
participating in this process are obliged to provide various attestations and certifications in
order to prove their compliance with certain qualification and selection criteria defined by
public procurement agencies. The Directive 2004/18/EC provides a legal framework at Eu-
ropean level defining a number of such criteria. This directive has been implemented by the
different member states in accordance with their national legislation. As a result, differences
between individual member states both in terms of required certificates as well as their na-
tional public procurement systems exist. For this reason, there is a need to create a unified
system that integrates the diverse national systems at European level to achieve cross-border
interoperability. Besides the VCD, which provides a common data format for electronic
document exchange, the overall VCD system has to identify and specify a technical infras-
tructure consisting of several technical and software components that support companies
and public agencies to conduct their procurement procedures electronically and to achieve

pan-European interoperability.

1.2 Objectives

The overall objective of this master thesis is to examine and analyze the suitability of Service-
oriented Architecture (SOA) for the previously described problem domain. On the one hand,
this requires an analysis of relevant aspects related to the public procurement domain and
interoperability. On the other hand, the underlying approach of SOA as well as related stan-
dards, methodologies and technologies have to be examined. A sub-system of the aforemen-
tioned VCD system will be identified, for which the service-oriented approach discussed in
the foregoing theoretical analysis is applied in a practical context. The main outcome will be
the identification of a set of modeling notations, technical standards, implementation tech-
nologies and infrastructure components suitable for the development of a service-oriented
architecture and its transfer to the VCD domain. The conceptualization and development of
a prototype for the identified sub-system following the service-oriented approach will serve

as the proof of concept.

1.3 Structure

The content of this text is grouped into two parts: Part I (chapters 2-5) provides the theoret-

ical foundation covering important and relevant topics for this master thesis. Starting point
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is Chapter 2 which will provide a discussion on electronic procurement and its role for elec-
tronic government. The main focus is on the legislative framework of public E-Procurement
in the European Union and the procedures of public contract awarding in particular. With
interoperability being a major requirement in the context of public E-Procurement, chapter
3 will examine important interoperability issues and deals with important standards as well
as technologies and describes relevant activities in the field of European E-Government and
electronic procurement. Chapter 4 comprises the main part of this master thesis. Besides a
general introduction to provide a basic understanding of service-oriented architectures, this
chapter will identify and describe important tasks of the design and implementation of SOA
solutions while taking relevant standards into consideration. A discussion about benefits,
challenges and the role of SOA in the context of public electronic procurement will com-
plete this chapter. Chapter 5 provides important and relevant information about the PEPPOL
project and work package 2. It is intended to be the transition to the practical part, which is
conducted in the context of work package 2. Part II (chapters 6-10) describes the practical
work conducted in the course of this master thesis. Chapter 6 first introduces the project
scope, implementation objectives and describes the implementation methodology. Chapter
7 describes the evaluation and selection of a set of implementation technologies, tools and
technical components used for the development of the prototype. Chapters 8 and 9 describe
the main outcomes of the analysis and design as well as the implementation phase. A critical
review, recommendations for further work and an examination of related work are part of

chapter 10.



PART 1

THEORETICAL FOUNDATION




Chapter 2

ELECTRONIC PUBLIC PROCUREMENT

The aim of this chapter is first of all to provide an introduction about electronic public pro-
curement. This will comprise a definition of the term itself as well as a description of im-
portant aspects of electronic procurement. Furthermore, it will highlight relevant parts of the
European policy program that aims at facilitating cross-border electronic procurement within
the European single market. As public procurement in the European Union is regulated by a
legislative framework, this chapter will furthermore discuss important legal issues. Finally,
different public procurement procedures and the use of electronic means within these will be

examined.

2.1 Introduction

2.1.1 Defining Electronic Public Procurement

The following definition of the term Electronic Public Procurement will be conducted by
stepwise defining its three elements. First of all, procurement can be defined as one of the

core functions of an enterprise comprising

all measures to supply a company with production factors that are not created

by the company itself. [Griin et al., 2009, page 90]'

Procurement accordingly means the purchasing of production factors including any material,
goods or services from suppliers. Concerning to Stoll [2007], procurement is part of the
enterprises’ supply system. Purchasing in this supply system includes several activities like
demand planning, tendering, selection of suppliers, contract awarding, ordering, distribution

and payment.

I Own translation from German.
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This definition can now be extended by the second element: Public procurement accord-

ingly is

"the supply chain system for the acquisition of all necessary goods, works and
services by the state and its organs when acting in pursuit of public interest.”
[Bovis, 2005, page 14]

This illustrates that the core procurement activities are also applied in the public sector where

governmental institutions purchase goods, works or services from suppliers.

By taking the third element into consideration, the term electronic procurement can be
defined as

"the connective processes between companies and suppliers that are enabled by

electronic communication networks." [Meier and Stormer, 2009, page 50]

Correspondingly, this means that the aforementioned activities between buyers and suppliers
are completed by using electronic means (e.g. Internet, personal computer, software, etc.).
Hence, the relevant activities depicted in figure 2.1 comprise the electronically supported

public procurement process [European Dynamics S.A., 2004, 2007a].

Electronic Public Procurement Process

Electronic publication of notices and documents to
- . . : i
c . . advertise and describe the intended purchasing
E Uil ol contract of a public authority.
e -
E Suppliers prepare bids and tenders as well as
a . additional documents for specific notices and send
eTendering
them to the buyer.
The public authority evaluates all tenders and awards
cAwardi the contract to the supplier with the most suitable
warding tender.
The public authority orders the required goods, works
En cOrderin or services from a specific supplier. This phase also
?u g includes order processing and distribution.
7
b7
o elnvoicing / Electronic submission of invoices and payment.
ePayment

Figure 2.1: Activities in electronic public procurement

The activities completed before the awarding phase are referred to as pre-awarding phases,

those completed thereafter post-awarding.
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2.1.2 Main Drivers of E-Procurement

Several issues drive the implementation of electronic procurement. This section will therefor
focus on the question why companies and public authorities are concerned with electroni-

cally supporting their procurement activities.

Basically, the drivers for conducting procurement electronically is increasing efficiency and
effectiveness of purchasing activities. This includes on the one hand the reduction of costs
(e.g. process, administrative and transaction costs) and on the other hand increasing the qual-
ity of the procurement process by avoiding the traditional paper-based manual processing
which is time-consuming, cost-intensive and error-prone. Many activities can be performed
faster or even can be automated by using electronic means, such as the electronic exchange
and processing of orders and invoices. This also lowers the administrative efforts and re-
duces errors as data can be processed easier with support of suitable software (cf. [Baily
et al., 2008; Stoll, 2007]).

Further reduction of transaction costs as well as process automation can be achieved by
connecting the information systems of buyers with those of suppliers. These connections
can vary in their intensity depending on the frequency of purchasing or the desired degree
of process automation. In loose connections a buyer can simply purchase goods via online
product catalogs or shops. A more sophisticated use of information technology may include
the electronic exchange of information (e.g. order information, electronic invoices, etc.) by

integrating the information systems (cf. [Schubert, 2002] and [Chaffey, 2002, chapter 7]).2

Considering the public sector, additional political, legal, social and economic factors affect
the implementation of electronic procurement (see [Thai, 2009]). Hence enabling and mod-
ernizing cross-border and barrier-free procurement supported by electronic means within the
single market of the EU shall increase "Europe’s competitiveness" and create "new opportu-

nities for EU businesses" [European Commission, 2009a].

Driven by the aforementioned benefits, a policy program targeting the usage and successful
implementation of Information and Communication Technology (ICT) in public services and
particularly in public procurement has been developed by the European Commission. This

ICT strategy will be part of the next section.

2 This is referred to as Enterprise Application Integration. Important aspects will be further discussed in
section 3.1.3 on page 22.
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2.1.3 E-Procurement within the European E-Government Strategies

The implementation of electronic public procurement in the European Union is part of an
overall strategy concerning the use of Information and Communication Technology (ICT) in

government and public services (i.e. electronic government):

"eGovernment is about using the tools and systems made possible by Informa-
tion and Communication Technologies (ICTs) to provide better public services
to citizens and businesses. [...] Implemented well, eGovernment enables all cit-
izens, enterprises and organisations to carry out their business with government

more easily, more quickly and at lower cost.” [European Commission, 2010a]

These objectives are incorporated into the EU policy framework i2010 eGovernment Action
Plan to modernize the European public sector. One major target of the action plan is the
implementation of electronic public procurement in order to reduce overall costs, improve
efficiency and remove trade barriers. The overall target aims at making 100% of procurement
activities electronically available within Member States by 2010 [European Commission,

2009a; European Communities, 2006].

As for the overall E-Government agenda, the strategy for electronic procurement is also
described in an action plan, which is topic of section 2.1.4 on the next page. The Commission
funds several initiatives as well as research and implementation projects that contribute to
the electronic public procurement strategy. The following list introduces three initiatives and
activities that are relevant for this master thesis as they deal with certain aspects that will be

recaptured and further discussed later [European Commission, 2008, 2009b]:

e The IDABC programme? is concerned with achieving interoperability in the deliv-
ery of pan-European E-Government services including electronic public procurement
by developing framework specifications and guidelines. The European Interoperabil-
ity Framework (EIF) is part of a set of activities within the IDABC programme that
provides recommendations for the implementation of electronic public procurement
within the EU.

e The CIP ICT Policy Support Programme” is concerned with implementing eGov-

ernment solutions to support the eGovernment ICT policy of the 12010 action plan and

3 The Interoperable Delivery of European eGovernment Services to public Administrations, Businesses and
Citizens (IDABC). Website: http://ec.europa.eu/idabc/en/home

* Competitiveness and Innovation Framework Programme (CIP). Website: http://ec.europa.eu/cip/ict-psp/
index_en.htm


http://ec.europa.eu/idabc/en/home
http://ec.europa.eu/cip/ict-psp/index_en.htm
http://ec.europa.eu/cip/ict-psp/index_en.htm
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funds several projects that aim at developing pilot solutions. One of these is the PEP-
POL project® that is concerned with developing a pilot solution for European cross-

border electronic procurement.

e The CEN/ISSS workshop on Business Interoperability Interfaces (CEN/ISSS WS/
BII)® aims at developing a framework for interoperability for electronic transactions in
European cross-border public procurement. The Business Interoperability Interfaces
(BII) provide a set of specifications of business transactions together with associated

data models that occur in electronic procurement.

2.1.4 The European Action Plan on E-Procurement

As mentioned in the previous section, the E-Procurement Action Plan proposed by the Com-
mission of the EU specifies the strategy for implementing electronic procurement. It ad-
dresses several important challenges related to electronic public procurement that have to be
realized and compliant with the European Procurement Directives [European Commission,
2004].7

The objectives pursued by the action plan first of all concern the basic principles of non-
discrimination, equal treatment and transparency. Put simply, this means that the implemen-
tation of electronic public procurement in the European Union shall lead to solutions that are
generally available, interoperable and barrier-free leading to an increased and fairer compe-
tition in the European market. Additionally, potentials of electronic procurement shall be
achieved leading to and increased efficiency through automation, accelerated procurement

procedures and cost reductions.

To achieve these objectives in the Internal Market it is necessary that Member States imple-
ment the Directives correctly in order to avoid market fragmentation and barriers in cross-
border procurement. This includes that appropriate electronic tools are used throughout the
stages of the procurements process. An example in this context is the electronic submission
and publication of notices to the Official Journal of the European Union (OJEU) in order
to reduce costs and avoid publication delays and errors of the traditional paper based publi-
cation. In case of the electronic submission of official documents, electronic signatures and
qualified electronic certificates have to be used and accepted by Member States. Another

important issue addressed by the action plan is standardization and interoperability: In order

> Pan European Public Procurement OnLine (PEPPOL). Website: http://www.peppol.eu/

® European Committee for Standardization/Information Society Standardisation System (CEN/ISSS). Web-
site: http://www.cen.eu/cen/Sectors/Sectors/ISSS/Activity/Pages/Ws_BIl.aspx

7 The legal framework will be discussed in more detail in the following section 2.2 on the following page.


http://www.peppol.eu/
http://www.cen.eu/cen/Sectors/Sectors/ISSS/Activity/Pages/Ws_BII.aspx
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to conduct procurement activities across Europe, it is necessary that national procurement

systems are compatible with each other on technical, organizational and legal levels.

2.2 Legislative Framework of Public Procurement

This section will now introduce the legal framework of procurement in the public sector
by describing the European procurement legislation as well as general principles and rules

applied in public procurement.

Part Three of the Treaty on the Functioning of the European Union (formerly Treaty estab-
lishing the European Community) defines, among other things, the establishment as well
as general principles (e.g. free movement of goods, capital, services and labor) of the Eu-
ropean internal market [European Union, 2008]. The completion of the European single
market includes the development of transnational business within the European Union (see
[European Commission, 2010b]). Hence, this Treaty is the foundation for the regulation
of public procurement within member states of the EU. Based on the Treaty’s fundamen-
tal principles, the two Public Procurement Directives specifically define rules concerning
procurement procedures and the award of public contracts (compare [Directive 2004/17/EC,
2004, recital 1 et seq.] and [Directive 2004/18/EC, 2004, recital 1 et seq.]). An overview on
these two directives will be described in the following section. The main focus will be on
Directive 2004/18/EC due to its relevance in the context of this master thesis (see section 1.1

on page 1).

2.2.1 European Public Procurement Directives

Originally, the rules for European public procurement have been defined by four directives.
In order to modernize, simplify and harmonize the existing public procurement legislation,
a revision came into force in 2004. This revision merges the former directives into two new

directives:®

1. Public Sector Directive 2004/18/EC for public works contracts, public supply contracts
and public service contracts, replacing the Public Supplies Directive (93/36/EEC),
Public Works Directive (93/37/EEC) and Public Services Directive (92/50/EEC),

2. Utilities Directive 2004/17/EC on the sectors of water, energy, transport and postal
services, replacing the Utilities Directive (93/38/EEC).

8 Detailed information about these directives and their development can be found in [Bovis, 2005].
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While Directive 2004/17/EC defines rules for procurement procedures in the water, energy,
transport and postal services sectors, Directive 2004/18/EC concentrates on the rules for the
award of public works, supply and service contracts. Concerning the intended moderniza-
tion, the directive defines a new awarding procedure, the so called competitive dialog and
furthermore promotes the use of information technology in electronic procurement proce-

dures.

All Member States had to implement the Directives according to national legal constraints by
January 31st 2006 [Directive 2004/18/EC, 2004, Article 80]. The German legislation of the
awarding of public contracts is currently defined by several laws and regulations as depicted

in figure 2.2 [Leinemann, 2010].

z' ~
Antitrus Act
Gesetz gegen Wetthewerbsbeschrankungen - GWB (Teil 4: Vergabe offentlicher Auftrage)
-
e ~
Regulation on the award of public contracts
Verordnung tiber die Vergabe offentlicher Auftrdge (Vergabeverordnung - VgV)

J

4 N/ N (" sekvo )

VOF

VOB/A VOL/A SektVO
Regulationon the Regulation on the Regulation on the Regulationon
award of public award of supply award of procurement
works contracts contracts professional procedures in the
services field of transport,
Vergabe-und Verdingungs- water supply and
Vertragsordnung ordnung flir Verdingungs- energy
fir Bauleistungen Leistungen ordnung fiir
(vOB/A) (VOL/A) freiberufliche Sektorenver-
Leistungen (VOF) ordnung (SektvO)

N . N\

Figure 2.2: Current German legislation of the awarding of public contracts

The arrows illustrate the hierarchical relationship between the different laws and regulations.
The German antitrust act (Gesetz gegen Wettbewerbsbeschriankungen (GWB)) contains over-
all principles and definitions concerning public procurement. § 97 (6) enables the govern-
ment to further specify certain aspects such as awarding procedures in another enactment,
which is realized with the regulation on the award of public contracts (Vergabeverordnung
(VgV)). This in turn refers in §§ 4 - 6 to the three regulations on the award of public
works contracts (Vergabe- und Vertragsordnung fiir Bauleistungen (VOB/A)), on the award
of supply contracts (Verdingungsordnung fiir Leistungen (VOL/A)) and on the award of pro-

fessional services (Verdingungsordnung fiir freiberufliche Leistungen (VOF)), which define
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rules for different works, supply and services contracts. The regulation on procurement pro-
cedures in the field of transport, water supply and energy (Sektorenverordnung (SektVO))
additionally defines rules for public contracts in the specific sectors of water, energy and

transportation (the so called "Sektorentatigkeit").

In order to provide an overview about the important and relevant aspects of the European

directive, the following sections will deal with some provisions and rules in more detail.

2.2.2 Public Contracts

As mentioned before the topic of interest of the Public Sector Directive is the regulation of
the awarding of public contracts. It only applies to contracts that exceed certain thresholds
as defined in Article 7, which are revised every two years by the Commission [Bovis, 2005].
Public contracts that are subject of the Directive are generally defined as contracts between
economic operators and contracting authorities. The objective of such contracts is either
the execution of work, the supply of products or the provision of services in return for a
payment. As the definition is very general, Annex I and II further specify the characteristics

of contracts being classified as public contracts.

2.2.3 Contracting Authorities and Economic Operators

As previously mentioned, the Public Sector Directive defines two main parties that are in-
volved in the awarding of public contracts: Economic operators representing the supply side

and contracting authorities representing the buyer side.

With respect to simplification, the term economic operator is used to cover every supplier or
service provider that offers the execution of work, products or services on the market. An
economic operator which was invited by a contracting authority to submit a tender is called
a candidate, one that already submitted a tender is called tenderer [Directive 2004/18/EC,
2004, Article I (8)].

Contracting authorities can be any governmental procurement entity (e.g. procurement of-
fices), regional or local authorities (e.g. municipal authorities) as well as bodies governed
by public law. The latter one is used as a general clause for entities that are influenced by
the government, that have a legal personality or that are financed by the state or other public
authorities (see [Directive 2004/18/EC, 2004, Article I (9)] and [Arrowsmith, 2009, p. 260]).
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2.3 Awarding of Contracts in Public Procurement

2.3.1 Fundamental Principles of Contract Awarding

The awarding of public contracts is bound to general principles. Article 2 defines the princi-
ples of non-discrimination, equal treatment and transparency. Non-discrimination and equal
treatment refer to the obligation that all economic operators participating in the awarding
of public contracts shall have the same chances. This means for example that a contracting
authority has to act on the basis of defined selection and qualification criteria which have to
be applied equally to all participating economic operators (see following section). The prin-
ciple of transparency is achieved by provisions on the publication of notices, through which
the awarding of public contracts above certain financial thresholds is advertised (see Articles
35 et seq.) [Arrowsmith, 2009; Bovis, 2007]. Further details about the qualitative selection

criteria and publication of notices will be described later in this section.

For the awarding of public contracts above the financial thresholds, contracting authorities
have to use specific award procedures. As the Directive is concerned with the award of public
contracts, the regulations cover the pre-awarding phases of the procurement process (see
section 2.1 on page 6). In general the so called Open Procedure or the Restricted Procedure
have to be applied. Under specific circumstances contracting authorities may also use the
Competitive Dialogue or the Negotiated Procedure [Directive 2004/18/EC, 2004, Article
28]. The following sections will first introduce these four types of awarding procedures as
defined by the Procurement Directive. Afterwards, certain aspects will be described in more
detail.

2.3.2 Different Types of Award Procedures

Open Procedure Public contracts awarded in an open procedure are addressed to an unlim-
ited number of economic operators. The procedure’s starting point is the publication of a
contract notice in the Official Journal of the European Union by a contracting authority (no-
tification phase). Any interested economic operator may then prepare and submit a tender
regarding the specifications of the contract notice and contract documents (tendering phase).
After the deadline to submit tenders is reached the contracting authority evaluates and checks
all tenders and finally awards the contract to the selected economic operator (awarding phase)
[Arrowsmith, 2009; Directive 2004/18/EC, 2004].

Restricted Procedures are similar to open procedures except that only a limited number
of economic operators is invited to submit a tender. Any interested economic operator may

request to participate but only those invited by the contracting authority may submit a tender.
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For this first selection the contracting authority applies selection criteria as indicated in the
contract notice. The number of invited candidates generally shall be "sufficient to ensure
genuine competition"”, the minimum number shall be at least five (see [Directive 2004/18/EC,
2004, Article 44(3)] and [Arrowsmith, 2009]).

The Competitive Dialogue has been introduced in 2004 with the new Public Sector Direc-
tive. The competitive dialog can only be used in specific cases (see [Directive 2004/18/EC,
2004, Article 29]), for example for complex contracts, in which the contracting authority
has difficulties in defining technical, financial or legal aspects (e.g. for an information tech-
nology system). This procedure also begins with the publication of a contract notice, which
contains information about the needs and requirements. After selecting candidates that have
requested to participate the contracting authority conducts discussions with invited candi-
dates through dialogs in order to develop solution alternatives that meet the requirements. In
the last stage, candidates submit their final tender and the contracting authority selects the

award winner [Arrowsmith, 2009].

Negotiated Procedures may be used by contracting authorities in special cases (see [Direc-
tive 2004/18/EC, 2004, Articles 30, 31]) to negotiate the terms of a contract with economic
operators. There are two types of negotiated procedures, one with publication of a con-
tract notice and one without. In the first case, after the publication of a contract notice, the
contracting authority invites economic operators, which have requested to participate, to ne-
gotiations and finally selects the award winner. As in the other procedures a candidate is
selected according to the selection criteria as defined in the contract notice. In the specific
cases of Article 31 a contract authority may renounce to publish a contract notice and only

negotiate with a selected economic operator [ Arrowsmith, 2009].

2.3.3 Publication of Contract Information

As means of advertising the procurement activities of contracting authorities four types of
notifications may be published in the Official Journal of the European Union (OJEU) re-

spectively its supplement for public procurement notices [Bovis, 2007].

The Contract Notice serves as an advertisement to announce a procurement project and is
published by a publication body like the Official Journal of the European Union (OJEU).
It contains general information about the contract and specifies the criteria of qualitative
selection as well as award criteria that will be applied by the contracting authority.® The Call

for Tender relates to a specific Contract Notice and serves as an invitation for an economic

9 See next section for more information about these criteria.
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operator to participate in the awarding procedure. Additionally to the information from the
Contract Notice it contains further technical or legal contract documents. Once a contract has
been awarded a Contract Award Notice containing information about the selected tenderer
and the reason for its selection is published. The third type of notice is a prior information
notice which contains estimations about the total value of contracts intended to be awarded

by a contracting authority during a specific time period'’

2.3.4 Criteria for Qualitative Selection

The "criteria for qualitative selection" are defined in Articles 45-50 of the Public Sector
Directive. Economic operators that do not meet these legal and professional requirements
are excluded from the awarding of a public contract. These criteria include for example
requirements on the personal situation of an economic operator such as not being convicted
by legal judgment as well as its technical and professional ability to pursue the work and its
financial standing. Every economic operator participating in an awarding procedure has to
provide the corresponding official documents and attestations for the aforementioned criteria.
According to Article 51, economic operators may be asked to provide additional documents

or information to supplement or clarify the submitted certificates [Frenz, 2007].!!

In order to support contracting authorities in the evaluation of these selection criteria, mem-
ber states may establish official lists of approved economic operators or certification of eco-
nomic operators by certification bodies (Article 52 (1)). Such lists or certificates prove that

economic operators meet the criteria defined in Articles 45-50 [Bovis, 2007].

The aforementioned criteria are used for a preselection of economic operators within the
award procedure. The final awarding of a contract is based on certain award criteria de-
fined in Article 53 of Directive 2004/18/EC. Accordingly, a contracting authority may either
choose the cheapest or the economically most advantageous tender. In case of the latter one,
each tender will be evaluated on the basis of specific weighted criteria (e.g. quality, price,
costs) [Frenz, 2007].

10 Apnex VII A of the Public Sector Directive contains further information about the contents of the different
notices.

11 See pages 867 et seq. for more information of the different selection criteria as well as the corresponding
certificates and attestations.
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2.3.5 Electronic Means Used in the Pre-Award Procedures

Electronic means can be generally understood as the use of information technology (e.g.
personal computer, software, Internet) to store, process and transmit data (cf. [European
Commission, 2005] and [Directive 2004/18/EC, 2004, Article 1 (13)]).

The main aspects of the usage of electronic means covered by the Directives concern on the
one hand general obligations on electronic communication and exchange of information. On
the other hand, the Dynamic Purchasing System (DPS) and electronic auction are introduced
as specific electronic purchasing techniques. Additionally, several electronic tools exist that
support the different phases of the awarding process. As this master thesis mainly focuses on
the pre-awarding phases and the awarding itself, the following list contains important tools

used in the notification, tendering and awarding phases.

eNotification refers to electronically supporting the first phase of the procurement process,
in which contracting authorities advertise their purchasing activities by publishing contract
notices. All notices and additional contract documents are published in the Official Journal
of the European Union respectively its electronic version Tenders Electronic Daily (TED).'?
To support the publication of notices in TED, two services have been established:!* eNotices
provides an online tool supporting the preparation of notices, eSenders allows direct submis-
sion of notices in a structured format such as XML [Anghelakis et al., 2007]. Additionally to
TED, equivalent national procurement platforms exist in different member states, for exam-
ple the German platform e-Vergabe through which the submission of tenders can be carried

out electronically.'*

eCatalogues support the electronic tendering phase of the procurement process. Electronic
catalogues basically are documents prepared by an economic operator describing its prod-
ucts and prices as well as additional tender information. Thus, eCatalogues may constitute
tenders and support a contracting authority in the collection and evaluation during the pre-
awarding phase. However, eCatalogues can furthermore be used to support the electronic
ordering and invoicing during the post-awarding phases. To support electronic processing of
eCatalogues, they can be provided in a standardized Extensible Markup Language (XML)
based format such as Universal Business Language (UBL)" [European Commission, 2005;

European Dynamics S.A., 2007a].

12 Url: http://ted.europa.cu/
13 See also: SIMAP-Portal, Url: http://simap.europa.eu/index_en.htm
14 Utl: http://www.evergabe-online.de/

15 For more information on UBL see section 3.2.1 on page 25. Detailed information on eCatalogue standards
can be found in [European Dynamics S.A., 2007b].
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eCertificates or eAttestations refers on the one hand to the electronic submission of certifi-
cates and attestations by economic operators that contracting authorities use to evaluate the
criteria of qualitative selection. On the other hand it includes the electronic issuing and col-
lection of these attestations from authorized certification bodies. This is a very challenging
aspect in European cross-border procurement as it is influenced by various legal, organiza-
tional and technical issues (e.g. mutual recognition of certificates, interoperable data formats,

data security and protection) '¢ [Siemens and Time.Lex, 2008].

Electronic auctions can be used in the awarding phase after candidates have already been
selected. Throughout the auction, candidates are asked to submit values for defined criteria
such as price or other quantifiable variables depending on the award criteria applied. Candi-
dates are then automatically ranked based on their submitted values. The best tender in this
final ranking will be the award winner [European Commission, 2005; European Dynamics
S.A., 2005].

A Dynamic Purchasing System (DPS) may be established by contracting authorities for
repetitive purchasing over a certain time period (usually four years). The awarding of con-
tracts under this system is solely based on electronic means [Directive 2004/18/EC, 2004,
Article 1(6), 33(2)]. Using a DPS leads to a simplified award procedure: On the one hand,
contracting authorities only need to publish a simplified contract notice. On the other hand,
the qualification of economic operators is omitted in case they are already registered in the

DPS [European Commission, 2005; European Dynamics S.A., 2005].

2.4 Summary

Figure 2.3'7 visually summarizes the key aspects discussed in the previous sections. The
implementation of the EU Procurement Directives in the different Member States lead to a

heterogeneous legal and technical procurement environment in the Single Market.

Although the Directives aim at harmonizing public procurement in Europe by defining com-
mon rules for cross border procurement, the transformation into national law had to be in ac-
cordance with the legal systems and individual requirements of each Member State. Hence,
achieving interoperability between the different national systems is a great challenge in re-
alizing European-wide electronic procurement. As mentioned in section 2.1.4 a major issue

in this context is the electronic exchange of attestations and certificates which economic

16 Work package 2 of the PEPPOL project develops a digital document container, the so called Virtual Com-
pany Dossier (VCD), that enables the electronic collection and submission of certificates. Hence, chapter 5
on page 60 will provide further information.

17 Own figure.
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Figure 2.3: Implementation of the legal framework for public procurement

operators have to collect and submit within the tendering phase. In order to facilitate an
interoperable IT infrastructure for electronic public procurement processes, the European
Commission funds several initiatives and projects that are concerned with elaborating spec-
ifications and technical solutions. Section 2.1.3 introduced three important initiatives: The
European Interoperability Framework (EIF), the CEN/ISSS workshop on Business Interop-
erability Interfaces (CEN/ISSS WS/BII) and the PEPPOL project.

Hence, the two main topics of interest for this master thesis are derived from the aforemen-

tioned discussion:

1. Interoperability in European electronic public procurement.

2. Electronic collection and submission of certificates.
The electronic collection and submission of certificates is subject of the development of the
Virtual Company Dossier (VCD) within work package 2 of the PEPPOL project and will be

part of chapter 5. Important issues about interoperability including the EIF and BII will be
part of the next chapter.



Chapter 3

INTEROPERABILITY

As interoperability has been identified as a major topic relevant for this master thesis, this
chapter will now focus on important related issues. Starting with a definition of the term,
the following introduction will identify important aspects of interoperability and drivers for
achieving it. Afterwards, several technologies and standards will be described that support
the implementation of interoperable software systems. Finally, a discussion about two impor-
tant initiatives driven by the European E-Government strategies that are concerned with the
provision of so called Pan-European eGovernment Services (PEGS) and the standardization

of business transactions within public procurement will be conducted.

3.1 Introduction

3.1.1 Defining Interoperability

At first it is necessary to highlight what the term interoperability means. When talking about
interoperability of IT systems, the term should not be confused with Application Integration
(Al). Differences and similarities between integration and interoperability will therefore be

discussed in the following section.

Kosanke [2006] as well as Gottschalk and Solli-S@ther [2009] provide an overview of several
definitions of interoperability. They all agree upon basic characteristics of interoperability,
which is generally described as the ability of different ICT systems to communicate and

interact with each other as well as to exchange information.

19
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A suitable definition is provided by Sturm [2007]:

"Interoperability is the ability of independent, heterogeneous information and
communication systems to co-operate seamlessly and without format disconti-

nuities. Two inter-operable systems are also called compatible.” [Sturm, 2007,

p. 123] !

Mertins et al. [2008] extend this rather technical view on the level of ICT systems by a more

general organizational viewpoint. The authors state that interoperability is

the ability of a system or an organisation to work seamless with other systems

or organisation without any special effort. [Mertins et al., 2008, page v]

In the narrow sense, interoperability accordingly is a technical characteristic or ability of
information systems to exchange information with each other seamlessly and not requiring
any special efforts or adjustments of the involved systems. In a broader sense, interoperabil-
ity also refers to the ability of organizations to co-operate, i.e. by means of inter-operable
processes, business rules and agreements. A fundamental condition thereby is that the inter-

connected systems may maintain their independence from each other.

3.1.2 Levels of Interoperability

According to the common understanding, interoperability can generally be achieved on three
levels (cf. [BMI, 2008; IDABC, 2004; Laskaridis et al., 2008; Mondorf and Wimmer, 2008;
Sturm, 2007]): On the technical level it is necessary for the correct data interchange between
systems that common protocols (e.g. SOAP, HTTP, FTP) and data formats (e.g. XML) are
supported. The protocols on the one hand ensure that data can be exchanged over the net-
work that links the systems (e.g. the Internet). Data formats provide a common syntax that
both systems understand. Technical interoperability also refers to automatic invocation or
sharing of specific software functionality between different software applications. On the
semantic level it has to be ensured that the data being exchanged is understandable so that it
can be processed correctly within different information systems. Hence, a commonly defined

semantic is required additionally to a common syntax in order to specify the meaning of the

"' Own translation from German: "Interoperabilitit ist die Fihigkeit von unabhiingigen, heterogenen
Informations- und Kommunikationssystemen zur moglichst nahtlosen, medienbruchfreien Zusammenar-
beit. Zwei miteinander interoperable Systeme werden auch als kompatibel bezeichnet."
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data. Finally, on the organizational level business goals and processes have to be interop-
erable between entities (e.g. enterprises, government agencies) so that information can be

exchanged, understood and used within business processes across organizational boundaries.

According to IDABC [2008], the organizational level can be extended by the legal level,
especially in the government context. Legal interoperability refers to the ability of legal sys-
tems of different countries (e.g. Member States of the EU) to inter-operate. One example in
this context is the Public Procurement Directive 2004/18/EC that has been implemented ac-
cording to national laws and requirements in each Member State leading to a heterogeneous
legal environment for pan-European public procurement. As a result, achieving interop-
erability on this level between different national legislations requires, for instance, mutual
legal recognition of information and documents being exchanged. All of these levels are
embedded in the political context, which means that different Member States agree in their
visions, intended goals and strategies to develop interoperable systems [IDABC, 2008]. The
Procurement Directives and the E-Government action plan are examples for such common

EU policies (cf. section 2 on page 5).

Figure 3.1 summarizes the aforementioned interoperability levels?.

Cooperating partners having compatible visions, and focusing on the

same things. Political Context

The appropriate synchronization of the legislation in the cooperating Legal Interoperability
MS so that electronic data originating in any given MS is accorded to

proper legal weight and recognition wherever it needs to be used in

other MS.

ganisation and Process Alignment

Semantic Alignment

Syntax, Interaction & Transport

Figure 3.1: Interoperability levels of the European Interoperability Framework (EIF)

2 Graphic taken from [IDABC, 2008, p. 32].
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3.1.3 Interoperability, Integration and Coupling

As mentioned in the previous section, interoperability and integration should not be used
synonymously. As stated in IDABC [2008], "Interoperability is not Integration, which is a
means of changing loosely coupled systems to make them into more tightly coupled systems"
[IDABC, 2008, p. 5]. This already clarifies the main difference: Integration of IT systems
requires adjustments of the involved loosely coupled IT systems in order to create a more
tightly coupled composite IT system. As the previous section showed, interoperability means
the ability of IT systems to interact without such additional effort. However, integration also
aims at connecting different IT systems or software applications (referred to as Application
Integration (AI)), that need to be inter-operable. Similarly, Scholl and Klischewski [2007]
state that integration is "the forming of a larger unit [...], temporary or permanent, for the
purpose of merging processes and/or sharing information." [Scholl and Klischewski, 2007,
p. 897], whereas interoperability is defined by the authors as the technical capability for the
interoperation of independent or heterogeneous information systems that are controlled by

different entities in a predefined way.

But what exactly is integration, and where are the connecting points to interoperability?
According to the numerous definitions that exist, Application Integration can be described
as follows (cf. BSI [2004]; Linthicum [2001, 2003]; Ruh et al. [2001]; Schubert [2003]):
Al is a strategic approach to bind different heterogeneous application systems together so
that information can be exchanged and shared seamlessly between them. Conducted inter-
nally within an organization, this is referred to as Enterprise Application Integration (EAI).
External integration moreover aims at enabling efficient inter-operation and collaboration
between several business partners, e.g2. a company and its suppliers, customers and partners
across organizational boundaries, which is referred to as Business to Business Application
Integration (B2BAI). Hence, achieving interoperability on the technical as well as semantic
and organizational levels is an integral part of Application Integration. Whereas interop-
erability enables the inter-operation of independent software systems, integration leads to

composite systems with stronger dependencies and inter-relations.

The term coupling has already been used at the beginning of this section. In the context
of Al it "defines the degree of integration" and "measures the level of interdependency"” of
the connected software and information systems, ranging from loose to tight coupling [Ruh
et al., 2001, p. 21]. Tight coupling of different software applications leads to a composite
overall software system with strong interdependencies. Loose coupling of software systems
may increase flexibility and autonomy of the involved systems as changes in one system have
a minor impact on the connected systems. On the other hand, loose coupling may require the
usage of additional software components that mediate and establish communication links

between the connected software components (so called middleware). This may increase
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maintenance and implementation efforts as well as costs for the technical infrastructure.
Hence, finding an optimal balance between loose and tight coupling is an important issue in
Application Integration projects (cf. Roshen [2009]; Schwinn and Winter [2007]).

Summing up, Application Integration and especially B2BAI is a rather holistic strategic and
operational approach to bind several existing information systems and business processes to-
gether, thus forming a more tightly coupled consolidated system, which requires adjustments
and refinements of systems in order to make them interoperable. Two application systems
that are already interoperable usually do not require greater additional integration effort.
Furthermore, the degree of integration and interdependencies between different software ap-
plications may vary from tight to loose coupling. Concerning the technical and semantic
level (data exchange, data formats, software applications, etc.) several standards and tech-
nologies exist that support interoperability and integration of software applications, some of
them promoting loose coupling of information systems. Some important of these standards

will be discussed in section 3.2 on the following page.

3.1.4 Drivers for Achieving Interoperability

The overall driver for achieving interoperability is to ensure efficient collaboration among or-
ganizations or business partners, both within the enterprise and government sectors. A major
challenge arises from the fact that different IT systems are characterized by heterogene-
ity because they have been developed to match individual requirements of an organization
or specific functional domains. Efficient collaboration between organizations requires con-
nectivity of distributed heterogeneous information systems and seamless information flow

between them [Kalfoglou, 2010; Lam and Shankararaman, 2007].

Application Integration is an approach to bind existing stand-alone information systems to-
gether internally (EAI) as well as externally (B2BAI), which requires interoperability on
the previously described levels. This enables companies to provide for example increased
customer services as well es efficient collaborations with business partners. By automating
interconnected business processes, processing times, processing errors and costs can be re-
duced. Through automated data exchange it is furthermore possible to realize a consolidate
access to information that can be used and processed throughout the connected information

systems (cf. [Lam and Shankararaman, 2007; Schwinn and Winter, 2007]).

The drivers for achieving interoperability in the government sector are quite similar to those
of the enterprise sector, aiming at realizing the same benefits such as increasing efficiency
of service delivery, speeding up processes and reducing costs through interoperable pro-
cesses and information systems [Sturm, 2007]. In the EU, the need for interoperability is

manifested in the European ICT-Strategy of developing efficient E-Government services (cf.
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section 2.1.3 on page 8 and European Interoperability Framework (EIF) in section 3.3.1 on

page 28). As stated in [Commission, 2003], interoperability is

"a fundamental requirement, from both economic and technical perspectives, for
the development of efficient and effective eGovernment services at both the na-
tional and pan-European levels, including the regional and local ones." [Com-
mission, 2003, p. 5]

The development and provision of E-Government services covers all the relationships in
which government entities interact with citizens (Government to Citizen (G2C)), businesses
(Government to Business (G2B)) as well as other governmental agencies (Government to
Government (G2G)), both at national and international levels. The aforementioned hetero-
geneity is a great challenge in these wide ranging relationships: Many differences between
information systems as well as semantic and organizational disparities in terms of national
laws, regulations, citizen services, processes and languages exist [Klischewski, 2003]. In
the context of electronic public procurement, an interoperable E-Procurement infrastructure
is expected to guarantee equal treatment, non-discrimination and transparency and facilitate
fairer and more effective competition in the European single market. Currently, achieving
these goals is challenging as E-Procurement infrastructures in the Member States of the EU
are characterized by a high market fragmentation and heterogeneity [Mondorf and Wimmer,
2008].

Achieving interoperability on the five aforementioned levels is therefore essential to over-
come this heterogeneity and fragmentation of national and international government sys-
tems, and E-Procurement systems in particular. Thus, sharing of information, cooperation
among administrative processes as well as provision of government services can be ensured
in the G2B, G2C and G2G sectors [Commission, 2003].

3.2 Interoperability Standards and Technology

Several technologies and standards that support and enable interoperability between organi-
zations, business processes and the supporting software applications have been developed.
Many of these standards and technology are used within EAI or B2BAI projects to achieve
ex-post interoperability of existing software systems. However, some of these can be used
to achieve ex-ante interoperability when developing ICT-systems. Due to the scope of this
master thesis, this section will only deal with the most relevant standards and technologies
that support inter-connecting software systems and data interchange. The underlying concept

of electronic exchange of documents and information is Electronic Data Interchange (EDI),
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that refers to the exchange and processing of documents in a standardized format between
IT systems [Zimmermann, 2007]. Some aspects concerning standardized data formats are

relevant in this context and will be introduced in the following section.?

3.2.1 Data Formats

An important prerequisite for the exchange of data between different software applications
is that it needs to be in an standardized and structured format that is commonly understood
and can be automatically processed by software systems. Some of these data standards will

be described in the following.

Extensible Markup Language (XML)

The Extensible Markup Language (XML) provides a standardized and platform-independent
syntax to structure and exchange data between software applications. Due to its simplicity
and flexibility, XML has become very popular and is a frequently accepted data format in the
context of electronic data exchange between software applications (cf. [Ciganek et al., 2007,
Linthicum, 2003; Ruh et al., 2001]). The basic syntactical component of an XML document
is an element that represents a specific data field in the document and can be defined both in
a flat and hierarchical structure. Additional metadata can be defined for an element by using

attributes.

XML documents can be created and accessed within software applications by using XML
processors, that provide means to validate and parse XML documents in order to edit or
read the contained data elements. Processing XML documents may furthermore require
transformation from one XML document to another. This is necessary especially if two
applications need to exchange data that exist in different XML based data formats. XSL
Transformation (XSLT) processors provide required means to transform XML documents to
other XML documents or to create PDF or HTML documents (cf. [Harold and Means, 2007;
Linthicum, 2003]).

Due to the popularity of XML, many other data formats that are based on XML have been
developed by multinational consortia to provide exchangeable data formats and define com-
monly agreed semantics of XML data elements. Two of them, the Electronic Business
Extensible Markup Language (ebXML) and Universal Business Language (UBL), will be

described in the following.

3 For further information on EDI see [Zimmermann, 2007] and [Stoll, 2007, chapter 4].
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Electronic Business Extensible Markup Language (ebXML)

ebXML is more than just a data format. It is an initiative of the United Nations Centre for
Trade Facilitation and Electronic Business (UN/CEFACT) and the Organization for the Ad-
vancement of Structured Information Standards (OASIS) to "provide an XML-based open
technical framework to enable XML to be utilized in a consistent and uniform manner
for the exchange of electronic business (eb) data in application to application, application
to human, and human to application environment" [UN/CEFACT and OASIS, 2001c, p.
7]. ebXML provides a holistic framework to facilitate electronic data exchange between

ebXML-compliant trading partners.

The standard defines three main components that address organizational and process issues
between different trading partners: The so called Collaboration Protocol Profile (CPP),
Collaboration Protocol Agreement (CPA) and the Business Process and Information Meta
Model. A CPP is a document that contains information about a company such as supported
business processes and details about technological capabilities of exchanging business in-
formation. A CPA is the "intersection of two CPP’s" and serves as an agreement for a spe-
cific business collaboration between several companies [UN/CEFACT and OASIS, 2001d,
p. 16] . The ebXML Business Process and Information Meta Model provides a model-
ing methodology that allows business partners to specify their collaboration scenarios and

business transactions.

The ebXML Core Components represent information objects and are the basic building
blocks of information used in business processes and can be expressed in an XML syn-
tax. ebXML provides a hierarchical approach that aggregates several Core Components of
a specific Context into a Business Document [UN/CEFACT and OASIS, 2001b,d] >. A con-
crete implementation of these core components is the Universal Business Language (UBL),

which will be described in the following section.

Universal Business Language (UBL)

The UBL is an XML-based document standard developed by the Organization for the Ad-
vancement of Structured Information Standards (OASIS) and defines XML representations
of business documents (e.g. purchase orders or invoices). Therefore, it provides data schemata
and defines a data dictionary containing several data elements to facilitate a common syntax

for electronically exchanged business documents. It is furthermore designed for usage within

4 XML example documents for both CPP and CPA are available at http://www.ebxml.org/specs/cpp-example.
xml and http://www.ebxml.org/specs/cpa-example.xml.

5 A set of Core Components is provided in [UN/CEFACT and OASIS, 2001a].
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a business framework such as ebXML and is an implementation of the previously mentioned
ebXML Core Components Specification. The basic information components of the UBL are
so called Business Information Entities, which comprise specific documents such as Orders
or Invoices [OASIS, 2006].

UBL was developed to solve the disadvantages resulting from the existence of multiple
industry-specific data formats. For instance, adapters and tools that support all the vari-
ous formats are required in order to enable the electronic exchange of documents leading
to greater efforts and higher implementation costs to conduct business relationships. UBL
is designed to overcome these disadvantages by defining a common vocabulary and generic
business documents that can be used in multiple business contexts and are not tied to specific

industries or sectors.

3.2.2 Web Services

The World Wide Web Consortium (W3C) defines web services as "a software system de-
signed to support interoperable machine-to-machine interaction over a network. It has an
interface described in a machine-processable format (specifically WSDL). Other systems
interact with the Web service in a manner prescribed by its description using SOAP mes-
sages, typically conveyed using HTTP with an XML serialization in conjunction with other
Web-related standards." [W3C WSA Working Group, 2004a]. The web service technology
provides platform independent means based on open standards to expose and use system
functionality over the Internet. Furthermore it achieves interoperability and loose coupling
between service providers and consumers [McGovern et al., 2006]. As web service are the
core components of a Service-oriented Architecture (SOA), this topic will be recaptured and
further discussed in chapter 4 on page 34. At this point it is sufficient to state that SOA
and web services together enable loosely coupled connections between software systems
and thus "achieve interoperability without forcing integration" [Gottschalk and Solli-Sather,
2009, p. 139].

3.2.3 Middleware

If software applications are not able to communicate directly with each other, for example
by using web service interfaces or a common data format, additional software is required
that establishes connections among several software applications or databases. Such soft-
ware is referred to as middleware, which is independent software that routes data from one
application or database to another and is responsible for transforming different data formats

where required [Ruh et al., 2001]. Concerning to this understanding, middleware may be
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any software establishing links between software systems. Hence, many different types of
middleware exist that can be grouped into two main categories: Point-to-point middleware
establishes connection between two applications, many-to-many middleware inter-connects
several applications [Linthicum, 2003]. With the number of applications being linked to-
gether, the implementation effort of establishing point-to-point connections rises, as specific
middleware components are required for every link. Many-to-many middleware reduces the
number of single connections by providing a communication gateway to establish links be-
tween several applications. Due to the higher complexity, such middleware has to provide
additional services to ensure that information can be exchanged correctly between target
and destination applications. This includes for example handling and routing of messages
from a source to the desired destination or transformation between different data formats if
necessary [Ruh et al., 2001; Serain, 2002].

The need for more flexible and easier ways to inter-connect several software systems through
middleware lead to the development of middleware types that promote loose coupling. As-
sembling a so called Enterprise Service Bus (ESB) is such an approach [Chappell, 2004],
that provides a platform for connecting a large number of distributed software systems. Sim-
ilar to the aforementioned middleware, an ESB also supports messaging, routing and data
transformation. But it adds value by being a standards-based approach that includes web ser-
vices and provides the implementation backbone for an SOA, thus promoting loose coupling

of connected software systems.

3.3 Interoperability in European E-Government

After the discussion of important aspects of interoperability, this section will now focus
on two concrete artifacts that have been elaborated within the European E-Government
strategies to facilitate interoperability (cf. 2.1.3 on page 8): The European Interoperability
Framework (EIF), which provides a multilateral European framework for interoperability,
and the Business Interoperability Interfaces (BII), which provide specifications of business
processes and information content for the awarding processes of European public procure-

ment.

3.3.1 The European Interoperability Framework

Background The European Interoperability Framework (EIF) is being developed within
the IDABC program. Its first version was published in 2004. Due to continuous refinements
and extensions, a draft for version 2 of the EIF has been published for external review in
2008 [IDABC, 2004, 2008].
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The EIF is one of a set of documents, studies and activities conducted within the IDABC
program to support and establish interoperability, such as the European Interoperability
Strategy (EIS), the specification of architecture guidelines and the promotion of open docu-
ment formats.® As a multilateral European framework, the EIF is intended to specify policies,
guidelines and recommendations for the delivery of E-Government services in the European
Union, so called Pan-European eGovernment Services (PEGS). The provided guidelines and
specifications aim at facilitating cross-border interoperability of PEGS within the European
Union, between government entities (G2G) as well as between the government and citizens
(G2C) or businesses (G2B). Member States should adapt the guidelines of the EIF for their
national interoperability frameworks according to national requirements and circumstances
in order to make them compatible, thus facilitating interoperability both on the national as

well as the European level.

Proposed recommendations for the interoperability levels The EIF proposes several
guidelines and recommendations for the implementation of PEGS in the EU according to
each of the interoperability levels described in section 3.1.2 on page 20 (legal, organizational,
semantic and technical interoperability) [[IDABC, 2004, 2008].

On the legal level, achieving cross-border interoperability faces the challenge of heterogene-
ity and that PEGS provided in one country have to be compliant with legislations of other
countries. European as well as national legislation therefore should support interoperability
and provide a common legal basis accepted in all member states. Examples therefore are
harmonizing the legislation of specific sectors (e.g. Public E-Procurement sector, cf. sec-
tion 2.2.1 on page 10) or establishment of frameworks for specific domains or sectors that

contain sets of the strictest legal provisions that are applicable across all member states.

The main interoperability aspect on the organizational level is the adjustment and harmo-
nization of business processes between actors within and across country borders. To achieve
interoperability on this level, cooperating partners should specify agreements on the inter-
action within business processes that have to be interconnected. Adjusting and harmonizing
business processes should furthermore be realized by analyzing and establishing a common
understanding of the relevant processes in order to decompose them and to identify common
sub-processes that can be interconnected. Additionally, the EIF proposes agreements on nec-
essary Business Interoperability Interfaces (BII) that support the inter-operation of business

processes at pan-European level.’

6 See http://ec.europa.eu/idabc/en/document/5317/5883 for a list of IDABC studies and documents.

7 Such BII have been established by the European Committee for Standardization/Information Society Stan-
dardisation System (CEN/ISSS) to facilitate interoperability in public procurement processes, which will be
discussed in section 3.3.2 on the next page.
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The semantic level of interoperability refers to the establishment of a common understanding
of the meaning of data being exchanged. As proposed in the EIF, this can be achieved by
establishing sectoral communities, e.g. for the E-Procurement sector, that create and agree
upon common sets of data structures, data elements as well as the corresponding meaning
of information. Multilateral mapping tables can furthermore be used to transform certain
data elements used in one domain or country to the corresponding data elements of other

domains.

In order to resolve the issues of interoperability on the technical level like connecting soft-
ware systems as well as data presentation and exchange, the recommendations of the EIF
foresee a distinction between the presentation of data and the interconnection of software and
data exchange between information systems. Data presentation should be realized through
portals that are accessible to citizens and businesses over the Internet and provide an aggre-
gated view on the data that may have been collected from several sources. An important
aspect for data presentation is the design of user interfaces to enable accessibility, usability
and multilingualism of portals. In order to collect and share data among several sources,
software systems have to be interconnected and data interchange between applications has
to be established. Correct exchange of data should be realized by using common XML or
EDI based data formats. To establish links between loosely coupled software applications,
appropriate middleware that connects and mediates between software systems may be used.
Web services are furthermore a promising way to make distributed software applications

interoperable and to share data and functionality between them.

3.3.2 Business Interoperability Interfaces

Background The Business Interoperability Interfaces (BII) have been developed by the
European Committee for Standardization/Information Society Standardisation System (CEN/
ISSS), in particular by the workshop on Business Interoperability Interfaces (CEN/ISSS
WS/BII). Driven by the existence of different standards for electronic information exchange
in public procurement processes, the BII aim at supporting the implementation of interoper-
able public procurement systems in member states of the European Union by standardizing
the electronic business transactions between business partners [CEN/ISSS WS/BII, 2009b].
The core elements are so called profile descriptions, each being a "specification of how
one or more Business Processes are executed by specifying the business rules governing its
business collaborations and the information content (data model) of the electronic business
transactions exchanged" [CEN/ISSS WS/BII, 2009a, p. 5].

The overall goal is reducing implementation costs of procurement systems and minimizing

the effort of concluding business agreements between trading partners. The profiles of the
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BII act as agreements that organizations can implement in order to be compliant to them,
thus minimizing the need for further business agreements. Compliance to a profile is thereby
expressed by requirements for software solutions implementing a profile. Software solutions
compliant to a profile therefor need to support the business rules, the business transactions
as well as the data content specified by a profile [CEN/ISSS WS/BII, 2009c].

Profile descriptions As previously mentioned, each profile description consists of a spec-
ification focusing on the following aspects [CEN/ISSS WS/BII, 2009a]:8

e Choreography of business processes, specifying the roles of different participants,

tasks and activities of a specific business collaboration.

¢ Electronic business transactions, specifying the sequence of electronic transactions

(i.e. the exchange of business documents) that are part of a business process.

e Business rules, specifying rules and constraints that govern the execution of a business

process, business transactions and information elements.

¢ Information content, specifying the content and data model of business documents

exchanged in electronic business transactions.

It should be noted, that the specification primarily address the organizational and semantic
interoperability levels. The specification of data models is syntax-neutral only focusing on
defining necessary data elements as well as their meaning and cardinality that comprise a
specific business document. However, the CEN/ISSS WS/BII also provides a specification
of how specific data elements may be mapped to existing syntax standards such as UBL
[CEN/ISSS WS/BII, 2009a].

The profile descriptions are aligned to the different awarding processes of public procure-
ment as defined by the Public Procurement Directives and are separated into pre-award and
post-award profiles [CEN/ISSS WS/BII, 2009c]. Each of these two main areas of procure-
ment processes is further broken down into specific business processes that consist of differ-
ent business collaborations. The corresponding profiles are then defined for each business

collaboration.’

8 All profile descriptions and corresponding transaction data models specified by CEN/ISSS WS/BII are avail-
able at http://spec.cenbii.eu/Profiles/IndexWG1.html.

9 An overview on the hierarchical relationships is illustrated in [CEN/ISSS WS/BII, 2009c, pp. 16, 34].
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3.4 Summary

This chapter defined the term interoperability and discussed relevant issues related to the
role of interoperability in the enterprise and public sector as well as major technical aspects.
Interoperability accordingly basically is a characteristic of software systems being able to
exchange information without the need for further refinements. As expressed by the differ-
ent interoperability levels, achieving interoperability requires that issues on the technical,

semantic, organizational, legal and political levels have to be considered.

Interoperability on these levels is crucial in order to realize efficient and effective collab-
orations between business partners. In the public sector, interoperability is seen as a fun-
damental requirement for the development and provision of E-Government services in re-
lationships between different government institutions (G2G) as well between government
institutions and businesses (G2B) or citizens (G2C). A great challenge in the context of pan-
European E-Procurement is the heterogeneity of national procurement systems throughout
the European Union, which currently hinders achieving the goals of fairer competition, equal

treatment, transparency and non-discrimination.

Enterprise Application Integration (EAI) and Business to Business Application Integration
(B2BAI) have been introduced as holistic approaches to bind existing information systems
together internally and externally in order to achieve ex-post interoperability. Both are re-
lated to a high effort as existing organizational structures, business processes and software
applications have to be adjusted. Integration projects usually lead to tightly coupled com-
posite IT systems of several collaborating business partners, resulting in a high degree of

dependencies of the connected software systems.

Several technologies and standards exist that support interoperability of software systems,
some of them promoting loose coupling. Applied in the development of IT system to achieve
ex-ante interoperability, these technologies and standards help minimizing the need for fur-
ther refinements and adjustments. Standardized data formats like XML or the XML based
Universal Business Language (UBL) provide means for technical and semantic interoperabil-
ity. The Electronic Business Extensible Markup Language (ebXML) furthermore provides a
framework supporting technical, semantic and organizational interoperability between trad-
ing partners. Web services are a promising technology to exchange information and share
functionality between different information systems based on open standards (HTTP, SOAP,
WSDL). As the core building block of an Service-oriented Architecture (SOA), loosely cou-
pled connections between several software systems can be achieved without the need of
high integration efforts. Middleware is another technology used when connecting IT sys-
tems with each other in order to achieve electronic exchange of information. An Enterprise

Service Bus (ESB) is a specific kind of middleware providing an approach based on web
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services and open standards that can be used as the implementation backbone for an SOA,

thus promoting loose coupling of connected software systems.

In the context of E-Government and public E-Procurement, two initiatives exist that address
the implementation of interoperable E-Government services and E-Procurement systems:
The European Interoperability Framework (EIF) is an overall framework of the European
Commission providing a set of guidelines and recommendations for the aforementioned in-
teroperability levels in order to support the implementation of Pan-European eGovernment
Services (PEGS) in the European Union. The CEN/ISSS workshop on Business Interop-
erability Interfaces (CEN/ISSS WS/BII) specifically addresses interoperability in European
public procurement by providing specifications of business processes, business transactions
as well as corresponding data models expressed in so called profile descriptions. These
profiles aim at standardizing the exchange of business documents in European public E-

Procurement thus supporting the implementation of interoperable E-Procurement systems.



Chapter 4

SERVICE-ORIENTED ARCHITECTURE

After the discussions about electronic procurement and interoperability, this chapter will
describe the paradigm of service-oriented architectures that provides an approach to design
and realize IT system architectures through which the requirement of interoperability and
loose coupling of information systems can be achieved. After a comparison of existing
definitions of the term SOA, the key building blocks of a service-oriented architectures will
be identified and described. On that basis, a general discussion about important phases of
the SOA implementation process will be conducted. Finally, the last section will provide
an examination of benefits and challenges, and furthermore put SOA in context with the

foregoing discussions about interoperability and public E-Procurement.

4.1 Introduction

4.1.1 Defining Service-oriented Architecture

Because one single definition of a Service-oriented Architecture (SOA) does not exist, this
section starts with a comparison of three exemplary definition approaches that cover the main
characteristics and concepts of an SOA mentioned in literature. The following paragraphs

highlight the core elements as well as differences and similarities of the chosen definitions.

SOA as a paradigm for organizing distributed capabilities The OASIS SOA Reference
Model Technical Committee ! has developed a reference model for service-oriented architec-
tures 2, that aims at defining "the essence of service oriented architecture, and emerge with a
vocabulary and a common understanding of SOA" [OASIS, 2006, page 4]. In this reference

model, service-oriented architecture is defined as

! Established by the Organization for the Advancement of Structured Information Standards (OASIS)
2 Approved as an OASIS Standard in October 2006

34
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"a paradigm for organizing and utilizing distributed capabilities that may be
under the control of different ownership domains." [OASIS, 2006, page 8]

This abstract definition generally describes SOA as an organizational paradigm. The central
concept is a capability, which is basically the ability to solve a business problem. Such capa-
bilities may be distributed among different ownership domains. Necessary means to organize
and utilize these capabilities are provided by the SOA paradigm. The reference model uses
concepts to specify these means. The core concept of an SOA is a service, through which
a capability is made accessible. Within an SOA, services are provided by service providers
to service consumers. An important concept of a service is a service description. Such a
description provides, for example, information about the service location, the functionality

it provides and the interface through which the service can be accessed.

SOA as a software architecture based on key components Krafzig et al. [2005] follow a
different approach to defining what a service-oriented architecture is. They provide a rather

detailed definition, stating that a service-oriented Architecture is

"a software architecture that is based on the key concepts of an application front-
end, service, service repository, and service bus. A service consists of a contract,

one or more interfaces, and an implementation.”" [Krafzig et al., 2005, page 56
ff.]

Contrarily to the rather abstract OASIS definition, this definition introduces SOA as a con-
crete software architecture that is based on the mentioned components. However, both def-
initions agree upon the role of services as being the fundamental building blocks which
provide a solution for a specific business problem. The service contract specifies the pur-
pose, functionality and interfaces of the service. Such a contract comprises a service along
with its implementation and physical interfaces through which service consumers can access
the functionality. Additionally to services, the authors introduce further crucial components
of an SOA, which are application frontend, service repository and service bus. Application
frontends enable users to interact with the system through graphical user interfaces. A ser-
vice repository is described as a central database holding information required to discover
and use services, such as the physical location of a service, the provider of a service, usage
fees or technical constraints. Finally the service bus establishes connections between the
different components of an SOA, for example the invocation of a service by other services

or application frontends.
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SOA as a model to decompose automation logic Erl [2005] provides another definition
that will be used to add certain aspects appropriate to extend the comparison of different

SOA definitions conducted so far. The author introduces Service-oriented architecture as

"a term that represents a model in which automation logic is decomposed into
smaller, distinct units of logic. Collectively, these units comprise a larger piece
of business automation logic. Individually, these units can be distributed." [Erl,
2005, chapter 3.1]

Similar to the paradigm described in the OASIS definition, the author considers SOA to be a
model rather than a concrete architecture or technology. The general approach in this model
is to decompose business automation logic into smaller units of logic which are called ser-
vices. Within SOA, services exist autonomously and can evolve independently from each
other. Although being distributed and independent, they are not isolated from each other be-
cause several services are intended to comprise a larger piece of business logic. The author
further describes that the aforementioned business automation logic is typically the imple-
mentation of a specific business process. Decomposed into smaller units, each service then
encapsulates logic for a specific task of the process. Several of such services may interact
with each other thus comprising other services. The enabling concepts to achieve service in-
teraction are service descriptions and messages (cf. OASIS [2006] and Krafzig et al. [2005]).
Service descriptions are required for services to be aware of and interact with each other. The
interaction and communication between services is in turn achieved through the exchange of
messages. Concerning the implementation the author specifically introduces the Web Service
technology as a suitable technology platform to build service-oriented architectures (Web

Services will be described in more detail in section 4.1.3 on page 39).

All in all, some aspects are described in this definition which are not specifically covered by
OASIS [2006] and Krafzig et al. [2005]: The decomposition of logic of business processes
into smaller units leading to services that encapsulate logic for single tasks or the composi-
tion of several services that encapsulate logic of a sub-process. Furthermore, web services

are an implementation technology suitable to build an SOA.

Baseline for understanding SOA As a baseline for understanding service-oriented archi-
tectures, the three definitions described before can be summarized as follows: First of all,
SOA is not a specific technology but rather a design paradigm to realize distributed informa-
tion systems and to reach a better alignment of business processes and supporting software
systems. The fundamental building block of an SOA is a service. Such services encapsulate
logic of business processes that is made available through a standardized interface. Further-

more, service descriptions are required to discover and access services. The interaction and
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communication with and between services is achieved through the exchange of messages. A
key characteristic of SOA identified in the definitions is that services may be distributed. So
called service consumers can access any service provided by a service provider. Concerning
the implementation of services, a suitable technology is the Web Service technology.’> An
SOA furthermore consists of important additional components: Application frontends enable
user interaction, for example to start or interact with a business process. Service repository

and service bus provide technical means to discover, access and connect services.

According to (Open Group SOA working paper, page 8) the "principle of service orientation
can apply throughout the enterprise architecture, but is most commonly applied to the orga-
nization of the software that supports the enterprise’s business operations." This statement
clarifies that SOA is both Enterprise Architecture (EA) and Software Architecture (SA).

Hence, these topics will be discussed in the following section.

4.1.2 SOA, SA and EA

As the term Service-oriented Architecture implies and as the previous definition shows, SOA
is an approach to realize a specific kind of software architecture. However, SOA also ad-
dresses issues of enterprise architecture. This section therefore will put SOA in the context

of Software Architecture and Enterprise Architecture.

According to [Hofmeister et al., 2000], a software architecture describes the structure of the
elements and components of a software system as well as their functionality and interconnec-
tions, hence representing a design model of the system. Classical architectures decompose
a system into the main components servers, which provide specific functionality through
interfaces, and clients, which access these interfaces. The system is additionally sliced into
three main layers: The presentation layer providing the interface to system users, the appli-
cation logic layer provides the business logic and functionality and the database layer finally

consists of the systems data storage (cf. [Dunkel et al., 2008; Lassmann, 2006]).

The basic two-tier client/server architecture basically consists of clients, that provide the user
interfaces and implement all the application logic, which are connected to a single or several
different servers. This architecture can be extended by one or more application servers that
provide some or all of the business logic as well as additional functionality such as load
balancing and queuing of database requests. (cf. [Dunkel et al., 2008]) This leads to 3- or

N-tier software architectures. A basic 3-Tier architecture is depicted in figure 4.1.%

3 More information about web services and service-orientation principles are part of section 4.1.3 on page 39

* Own figure
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Figure 4.1: Basic 3-tier software architecture

The Internet and web services enable an evolution and further extension to this architecture,
leading to what Erl [2005] calls a Distributed Internet architecture. The core aspect of this
architecture type is that business logic can be shared among several distributed servers by
exposing functionality through web service interfaces. This enables software to access and
reuse functionality that is distributed among several servers. Such point-to-point connections

between different application servers are shown in figure 4.2.

Application Server A Application Server B
Web service Web service
interfaces interfaces

Figure 4.2: Sharing business logic through web services

As the author states this is simply "a distributed Internet architecture that uses Web services"
and "in this manner does not qualify as a true SOA" [Erl, 2005, ch. 4.3.4.]. Hence, SOA is

not only the sharing and reusing of distributed business logic but moreover aims at loosely

> Own figure
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coupling of software systems and composing services into business processes. Rosen et al.
[2008] clarify: "The real value of SOA comes when reusable services are combined to create

agile, flexible, business processes." [Rosen et al., 2008, p. 33].

This is where the alignment of IT and business processes, and business goals respectively,
comes into play, implying that the SOA approach is furthermore an issue of the overall Enter-
prise Architecture. According to Minoli [2008], Enterprise Architecture (EA) is a "blueprint
for the optimal and target-conformant placement of resources in the IT environment for the
ultimate support of the business function" [Minoli, 2008, p. 9]. The purpose of an EA is
to describes an enterprise and its I'T environment (hardware and software systems) that sup-
ports the conducted business and the overall business vision in terms of components and
their relationships among each other. It also provides a strategical planning for the devel-
opment and evolution of the IT environment. As a part of the overall EA, the IT systems
architecture provides a view on the software systems as well as a strategy for the develop-
ment of software systems within the organization to support the overall business functions
and processes [Barry, 2003; Lawler and Howell-Barber, 2008; Minoli, 2008]. A Service-
oriented Architecture is an approach to realize such an IT systems architecture, that consists

of services as the core building blocks as well as further architectural components.®

After defining SOA and putting in into the context of the enterprise IT strategy, the next sec-
tion will now provide a closer discussion about services, which are the fundamental building
blocks of an SOA.

4.1.3 Introducing Services

According to the previous definition of an SOA, the core component is a service that encapsu-
lates business functionality implemented as a specific software component. As summarized
in the following list, a service consists of three basic sub-components (cf. [Brown, 2008;
Krafzig et al., 2005; OASIS, 2006; Rosen et al., 2008]).

Implementation The business functionality the service provides. It consists of a set of
operations that are executed when the service is invoked through its interface.

Interface Enable service consumers to access the functionality and operations provided by

the service.

Contract Description of the service specifying its purpose, functionality and interfaces. In

addition to these more technical parts, a contract can furthermore contain organiza-

6 More information on SOA components will be given in section 4.2.1 on page 43.
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tional, legal and commercial aspects, such as quality of service, access constraints or

usage billing.

Concerning to the context of a service, several service types can be identified. Independent of
its type, the idea behind a service is exposing its business functionality that can be accessed in
standardized ways over a network (e.g. Internet). The functionality thus can be reused within
automated business processes or by other services. The different types of services will be
discussed in the following section. Afterwards an overview on different characteristics and
service design principles will be provided, followed by an introduction of web services,
which comprise a suitable technology platform to implement services in an SOA because

they embody the aforementioned design principles.

Service types

A general classification distinguishes between atomic and composite services [Newcomer
and Lomow, 2004]. Atomic services do not use other services whereas composite services
rely on other services by accessing their functionality. These can be other atomic or compos-
ite services that are used within business processes, hence providing more value by combin-
ing different functionalities. Both [Krafzig et al., 2005] and [Rosen et al., 2008] undertake a
more detailed classification that additionally to atomic and composite services distinguishes

between the following types:

Basic / foundation services provide basic functionality similar to the above mentioned
atomic services. In terms of utility services they provide functionality that can be used
across an organization whereas the functionality of domain services is only relevant

within a specific business domain.

Intermediate / business services are composite services that utilize the functionality of

other services, hence providing a higher business value.

Process-centric services are similar to intermediate services, with the difference that they

take control of a business process and are able to maintain the state of a process.

Public enterprise / external services are implemented to provide interfaces to share func-

tionality across organizational boundaries.

These different classifications show, that services can be used within different contexts, either
to provide basic functionality or to add additional value by combining other services. Hence
they can be used to share functionality between different software systems or utilize it within

business processes both within a single organization or across organizational boundaries.
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Service design principles and characteristics

[Bean, 2010; Newcomer and Lomow, 2004] both define a list of service characteristics de-
scribing important aspects of services in an SOA. [Erl, 2008] also provides such a list, calling
it service design principles. All of them describe the foundational concepts of services and
service-oriented architectures through which flexibility and interoperability of IT systems
can be achieved, hence the following list will summarizes these principles and characteris-
tics [Bean, 2010; Erl, 2008; Newcomer and Lomow, 2004].

Standards-based refers to the use of open standards, thus promoting interoperability and

independence of specific technologies.

Service contracts are formal definitions of a service and its functional purpose as well as

interfaces through which the functionality can be accessed.

Loose coupling refers to the degree of inter-dependencies between services. In an SOA,

services are built to interact without tight dependencies.
Reusability is the ability to reuse the functionality that a service implements.

Composability is related to reusability. It refers to the composition of services to form a

composite service that provides higher business value.

Discoverability is the ability to find services by their descriptions allowing service con-

sumers to utilize a service.
Autonomy refers to the independent development and maintenance of services.

Abstraction means that services hide their internal implementation logic from the outside

world and only exposing the provided functionality through the service contracts.

In order to support the understanding of service-oriented architectures and to complete this
introductory section, the next section will now give a brief overview on SOA maturity models

as they identify important characteristics of SOA solutions.

4.1.4 SOA Maturity Models

Generally speaking, maturity models intend to provide a structural model to identify in-
cremental stages of maturity of a concrete SOA solution. These models have been devel-
oped with a focus on the transformation of existing systems towards sophisticated service-
orientated architectures and help to identify general requirements for the further development

of an SOA, starting from its current maturity towards higher maturity levels [IBM, 2010].
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Important aspects of three exemplary maturity models will be described in the following (cf.
[IBM, 2010; Rathfelder and Groenda, 2008; Sonic Software Corp. et al., 2005; The Open
Group, 2009]).

Although the examined maturity models differ in the number and names of their levels, they
all have in common that the maturity of an SOA ranges from a very basic and experimental
service-orientation to more sophisticated levels that promote service composition and or-
chestration, finally leading to flexible IT systems that support dynamic business processes
and a high degree of interoperability. Along with the maturity levels, the models define
several dimensions in order to describe important characteristics of each level, covering for
example technical, architectural and organizational issues. The Open Group [2009] provide
the most detailed model consisting of seven levels. The lowest maturity level describes silos
of monolithic IT systems limiting interoperability and flexibility of business processes and
supporting software systems. Loosely coupled software components and services increase
flexibility and interoperability on higher levels. The greatest amount of agility and interop-
erability is achieved by the ability to orchestrate and automate business processes, and to
discover and access services dynamically, in order to provide composed business services.
Sonic Software Corp. et al. [2005] as well as Rathfelder and Groenda [2008] both define
five maturity levels starting with initial services that provide basic service orientation and
integration of legacy applications. Greater alignment of these services to business processes
is achieved through service orchestration on the more mature SOA levels. Further support
for interoperability, loose coupling and automation of collaborative business processes is

achieved on the highest maturity stages with the provision of business-centric services.

In conclusion, SOA solutions can range from basic service orientation with a focus on in-
teroperability and reusability of business logic within organizations, to sophisticated SOAs
that allow orchestration and reorganization of business processes within and across organi-

zational boundaries and support both flexible EAI and B2BAI.

4.2 Designing and Implementing an SOA

After elaborating a basic understanding of what SOA is, this section will now focus on the
general development process of a service-oriented architecture, thereby concentrating on ser-
vice design and implementation aspects. Issues related to enterprise architecture are omitted
as they are beyond the scope of this master thesis. After identifying the core components
of an SOA, a top-down approach to identify and implement services will be described, also

taking important modeling and implementation standards into consideration.
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4.2.1 Components of an SOA

As mentioned before, an SOA is neither a single technology nor a product, but a paradigm
to design and implement the architecture of an IT system. To identify different components
of an SOA, it is useful to draw a conceptual architecture model. Liebhart [2007] provides a
layered model of an SOA that will be taken as the basis for a further discussion of impor-
tant components, also including further literature that provide similar models [Bieberstein
et al., 2006, 2008; Krafzig et al., 2005; McGovern et al., 2006; Minoli, 2008; Rosen et al.,
2008; Woods and Mattern, 2003]. Figure 4.3 illustrates this model and the major technical

components that are attached to each layer.’
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Figure 4.3: Conceptual model of an SOA

The presentation layer enables system users to access the system functionality, for example
to start or interact with business processes or to access business services that expose their

functionality to users. This is achieved through Graphical User Interfaces (GUI) or portals.

The process layer consists of the business processes an organization executes internally or in

collaboration with external business partners. This includes on the one hand the automation

7 Own figure
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and execution of business processes with a business process runtime engine. On the other
hand, the analysis, design and modeling of business processes as well as the identification
of relevant services provides a detailed understanding of the different processes. In this
context, orchestration and choreography are two important concepts: Orchestration refers
to the ordering and arrangement of process tasks that are executed from an initiating to
a terminating event. Choreography refers to the sequence and constraints of interactions
(e.g. exchange of messages) between collaborating peer services [OASIS, 2006; W3C WSA
Working Group, 2004b].

The services layer comprises all services that have been identified and implemented to pro-
vide a specific functionality. Composite services may be composed of several basic services
in order to provide a desired business value or may be orchestrated to a sequence of tasks
within a business process. Other services may be used by applications, or the other way
around, may expose specific application logic for external usage. In order to manage and
find services, a service registry contains information (i.e. the service contracts) of all ser-

vices that may be discovered and accessed by service consumers.

The integration layer serves the need for integrating software components and data within
an organization or with external business partners. These software components may be ex-
isting legacy applications or services. An Enterprise Service Bus provides necessary means
on this layer, for example message queuing and routing, adapters to integrate legacy appli-
cations, integration of process engines to orchestrate services, data format transformations
or monitoring tools (cf. [Chappell, 2004]). An ESB is primarily suitable for large SOA sys-
tems. In smaller environments it may be sufficient to renounce such integration middleware

so that services interact directly with each other.

The application layer includes all software applications, for example existing legacy appli-
cations or new web or other applications. These applications may access other services or

expose internal logic through services.

4.2.2 A Top-Down Approach to Identify and Implement Services

This section will now expand the previous discussions about aspects of an SOA by providing
a general approach for the development and realization of a service-oriented architecture,
focusing on the tasks required to design and implement services. The basis is a top-down
approach starting from the analysis and design of the business domain and processes that
is decomposed into smaller sub-domains and components. The aim is to identify reusable

software components that can be implemented as services for later orchestration within new
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business functions and processes. Figure 4.4% illustrates the main tasks to identify, implement
and assemble services within a service-oriented architecture and outlines some important

artifacts and standards that are produced and used during the phases.

Service identification Service assembling |
Phases

Analysis Design Implementation Deployment
. Process models, use cases, Reusable software components,
Artifacts . .
domain and service models executable process
Standards BPMN, UML, SoaML BPEL, Web services

Figure 4.4: General Tasks for service identification and implementation

It should be noted, that a standardized or common development process for service-oriented
architectures does not exist. However, the development of SOA solutions also requires tech-
niques and methodologies known from software engineering and software development, such
as requirements engineering, analysis, design and implementation. A crucial task in the con-
text of SOA is the identification of services, based on the analysis and design of the target
domain. Hence, this section will concentrate on the identification of services followed by an
introduction of how the identified services can be assembled. An elaboration of a complete

SOA development process is out of scope of this master thesis.

The following sections will describe the general tasks depicted in figure 4.4, introducing a
set of modeling notations and standards that can be used for the identification and imple-
mentation of services. The purpose of this section is not to provide an overview of existing
modeling languages, standards or products, but rather to examine a subset to form a suitable
and consistent package of modeling and implementation standards focusing on the processes

and services layer depicted in figure 4.3 on page 43.°

4.2.3 Service Identification

The phase of service identification mainly consists of an analysis of the business domain and
the modeling of business processes in order to decompose them into sub-processes, tasks

and business functionality that can be encapsulated by services. Artifacts of this phase are

8 Own figure

9 References to further information on other standards will be given when appropriate.
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domain as well as business process models (cf. [Bieberstein et al., 2008; Brown, 2008; Deeg,
2009; Erl, 2005; Hoernes, 2007]). These describe

e business processes, workflows as well as relevant data objects,
e business use cases,

e participants and their relationships (i.e. possible service consumers and providers),

functional components, services, service interfaces and

information objects.

In the SOA context, a set of standards that is suitable to specify the above mentioned mod-
eling artifacts consists of the Business Process Modeling Notation (BPMN), Unified Model-
ing Language (UML) and Service oriented architecture Modeling Language (SoaML). The
following sections will discuss these notations, highlighting important aspects as well as

advantages of their usage in the context of SOA design and analysis.

Business Process Modeling Notation (BPMN)

The Business Process Modeling Notation (BPMN), currently under the responsibility of the
Object Management Group (OMG), is a standard modeling notation for business processes.
The current version 1.2 has been published in January 2009. A beta version of BPMN 2.0
has been published in August 2009 and is currently in the finalization process and extends
the former specification with several new notational and structural elements [Object Man-
agement Group, 2009a]. It should be noted, that although several other process modeling
notations such as Event-driven Process Chains (EPC), Petri Nets or Workflow Nets exist,
BPMN has become a widely accepted standard for business process modeling and SOA.
One major advantage of BPMN is the ability to model both high-level organizational as well
as detailed technical processes, thus enabling analysts and developers use and understand
BPMN (cf. [Brown, 2008; Cummins, 2009; Weske, 2007]). BPMN furthermore provides
a mapping to the Business Process Execution Language (BPEL), enabling process models
being transferred into an executable format. The following sections will introduce important

aspects of both BPMN versions, a further discussion about BPEL will follow later.!”

10 For more information on the other notations see for example [Weske, 2007].
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Use of BPMN The Business Process Modeling Notation allows modeling of both intra-
organizational and inter-organizational interactions (processes and collaborations). The pro-
cess diagrams are intended to provide means of communicating information about processes
while being easily understandable by various stakeholders, like business analysts, technical
developers and business users. Primarily, BPMN is a graphical modeling notation, however,
in order to support both business process design and process implementation, BPMN pro-
vides means to map the design elements of a diagram to an execution format such as the

Business Process Execution Language (BPEL).!!

BPMN elements The notation provides four categories of graphical elements, which will

be described in the following. The basic elements are illustrated in figure 4.5'2.
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Figure 4.5: Basic elements of BPMN

Flow Objects define the behavior of a business process: Events happen during a business

! Detailed information and examples on the mapping of BPMN to BPEL can be found in the specification
documents as well as in [White, 2005] and [Ouyang et al., 2009]

12 Own figure
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process and can have a trigger and a result. Activities are used to visualize the work that is
performed within a process, whereas Gateways split or merge the flow of a process based
on the split type and condition. Sequence Flows are used to model the process flow whereas
Message Flows are used to visualize message exchanges between two participants of a pro-
cess. Associations are used to attach Artifacts to Flow Objects. Pools are graphical containers
which represent actors and participants of collaborative business process. Pools can only be
connected to each other by Message Flows. A Pool can be further partitioned into several
Lanes, each representing a specific department of the organization. Data Objects visualize
additional information such as documents or messages that are among flow objects. To im-
prove readability, Group Boxes can be used to logically group several objects, whereas Text

Annotations can express additional information.

Extensions of BPMN 2.0 Version 2.0 of the BPMN specification defines several exten-
sions of the current notation. The major novelties concern graphical elements and diagram
types [Object Management Group, 2009a]: Extensions of graphical elements, for example,
allow modeling of specific task types, which further specify the action that is performed,
such as Manual Tasks or Service Tasks, which can be used to model execution of web ser-
vices or automated applications. Extensions of diagram types are used to visualize so called
Choreographies and Conversations. Choreography Diagrams specifically allow visualizing
details about the coordination of interactions and information exchanged between organiza-
tions. The basic shape used in Choreography Diagrams is a Choreography Task as illustrated

in figure 4.6'3.
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Figure 4.6: Modeling choreographies with BPMN
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A Choreography can be modeled as a stand-alone diagram or in between two pools of a
collaboration process. It consists of several Choreography Tasks as well as Events, Gate-
ways and Artifacts. Conversation diagrams provide an abstract view of the conversations
illustrating communications and message exchanges between several participants. Hence,
a Conversation Diagram provides a general overview about participants an communication
links between them in a specific domain. Whereas a Choreography Diagram can be used to
model the detailed behavior and message exchange sequences of a Conversation. The gen-
eral flow of tasks within a collaborative business process can be modeled with the common

process diagrams.

Unified Modeling Language (UML)

The Unified Modeling Language (UML) is a specification developed by the Object Manage-
ment Group providing several kinds of diagrams to visualize the architecture, structure and
behavior of software systems. In the context of SOA design, some of these diagrams a suit-
able to model both structural and behavioral system aspects such as use cases, interactions
between participants as well as internal structures of system components. The following will

give a brief overview of these diagrams and how they can be used for SOA design.'*

Use case diagrams allow modeling of the usage of a system and the involved actors that
use the system’s functionality. Use case diagrams are suitable to identify and provide an
overview of the functionality of a specific business domain, including the participants that

provide and use the functionality.

Activity diagrams are used to model the behavior of a system focusing on the execution
and flow of activities and performed actions. Activity diagrams are suitable to orchestrate
and model the control flow of tasks within business processes or detailed workflows, either

performed by one actor or by several participants.

Sequence diagrams visualize the sequence of messages exchanged between different par-
ticipants. Messages represent the invocation of specific functionality along with business
objects and data. Hence sequence diagrams allow the specification of interactions and chore-

ographies expressed as a sequence of transactions between the participants.

Composite structures diagrams provide a high level structural model of a system and sys-
tem parts that are connected to each other. Furthermore, it can be used to model the roles of

system parts in specific collaborations to accomplish specific tasks.

14 For a complete listing and further details see [Grissle et al., 2005; Object Management Group, 2009c¢; Pilone
and Pitman, 2007].
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Component diagrams enable the decomposition of software systems into smaller subsys-
tems, so called components as well as their relationships and interfaces through which inter-
nal component functionality can be accessed. Component diagrams therefore provide means

to model reusable software components that can be implemented as services.

Class diagrams are used to model the structure and relationships of object classes and their
interfaces in a system. In the context of SOA design, class diagrams can be used for the

structural modeling of business objects, their provided interfaces and relationships.

Service oriented architecture Modeling Language (SoaML)

SoaML has originally been developed by a consortium of several companies and organiza-
tions, until it has been adopted by the Object Management Group (OMG) in 2009. Based
on the view on SOA as being an architectural paradigm, the Service oriented architecture
Modeling Language "provides a standard way to architect and model SOA solutions using
the Unified Modeling Language (UML)" [Object Management Group, 2009b, p. 14]. Pro-
files are part of the UML specification enabling the development of UML based stereotypes
for the use in specific contexts - within SoaML, this context is the modeling of services and
service-oriented architectures. In particular, SoaML specifies notational elements that allow
analysts to model services, service providers and consumers as well as service contracts.
The focus thereby is on the business and architectural view of an SOA, implementation de-
tails of services are out of scope [Casanave, 2009; Deeg, 2009]. An overview of the major
stereotypes defined in SoaML will be given in the following, briefly describing the specific

purposes of each stereotype. '

Participants are the actors (e.g. people, organizations, software components), either pro-
viding services as providers or consuming services as consumers. ServicePoints and Re-
questPoints specify that a participant provides a specific service (ServicePoint) or accesses
a service provided by another participant (RequestPoint). The functionality and ability of
services is specified by Capabilities. Rules on how service consumers and providers have
to interact are described by Servicelnterfaces. A Servicelnterface specifies for example the
service name and its functional purpose, information exchange and protocols or rules for us-
ing a service. Two participants that interact have to agree on ServiceContracts, that define
terms and conditions as well as interfaces required to enact a service. The aforementioned
Servicelnterafaces thereby specify the role of each participant. The ServicesArchitecture is

used to model the relationships among participants that provide and consume services thus

15 The full specification as well as examples can be found in [Casanave, 2009; Object Management Group,
2009b].
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providing a high-level view on the scoped business domain.

4.2.4 Service Assembling

Based on the developed design models, this phase consists of the implementation and de-
ployment of services, their composition into software components as well as orchestration
and execution of business processes (cf. [Bieberstein et al., 2008; Brown, 2008; Erl, 2005;
Margolis and Sharpe, 2007]). Accordingly, this section will focus on the implementation of
services as web services and the orchestration and execution of business processes using the
Web Services Business Process Execution Language (WS-BPEL) and will introduce some

important related standards.

Service implementation with Web services

As already mentioned, a promising and common implementation technology for services
in an SOA is provided by web services. Section 3.2 on page 24 already introduced web
services. The following list shall recapture the basic definition of a web service. Afterwards,
the important standards on which web services base will be introduced. According to section
3.2 (cf. [Sherif, 2010; W3C WSA Working Group, 2004a]), a web service

is a software system;

supports interoperable machine-to-machine interaction over a network;

has an interface that is described in a machine-readable format (WSDL);

interacts with other systems by exchanging SOAP messages over HTTP.

Web services are based on three important standards: Web Service Description Language
(WSDL), Simple Object Access Protocol (SOAP) and Universal Description, Discovery and
Integration (UDDI) (cf. [Cerami, 2003; McGovern et al., 2006; W3C WSD Working Group,
2007]). WSDL provides an XML grammar to describe the interface of a web service. It con-
tains information about the operations the service provides as well as data types and message
formats of service requests and responses. Furthermore, information required to access the
service, such as location and transport protocols, is provided by a web service description.
SOAP is a protocol for exchanging XML messages that can be delivered via a network pro-
tocol (e.g. HTTP). SOAP messages are used to deliver the request and response messages
when communicating with a web service. UDDI provides a standard for registering and

searching web services in a service directory. It provides information about registered web
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services such as the service provider, the web service description, location and interface. Ser-
vice consumers can search in a UDDI directory and locate and access appropriate services
based on the aforementioned information. These three core components are part of a basic

web service architecture as depicted in figure 4.7.1¢
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Figure 4.7: Basic web service architecture

This basic web service architecture illustrates that it embodies several of the service design
principles and characteristics described in section 4.1.3 on page 39, such as reusability, com-
posability and discoverability. Moreover, many standards have been developed around web
services that address specific purposes and extend the basic purpose of SOAP and WSDL.
Some of these cover aspects like security, reliable messaging or service discovery. One
such standard, Web Services Business Process Execution Language (WS-BPEL), will be
described in the following section, because it addresses the orchestration of web services

within business processes.!’

Process orchestration with the Web Services Business Process Execution Language
(WS-BPEL)

As mentioned before, one purpose of identifying and implementing services is the reuse and
orchestration to flexibly develop and execute business processes. As the previous section

already stated, web services are a common and suitable implementation technology for ser-

16 Own figure, based on http://www.w3.0org/TR/2002/WD-ws-arch-20021114/Triangle.png

17 For further information about different web service standards see http://www.soaspecs.com/ws.php, http:
/Iwww.oasis-open.org/specs/ and http://www.w3.0rg/2002/ws/
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vices in an SOA. This section will now focus on the Web Services Business Process Execu-
tion Language (WS-BPEL) as it provides a standardized XML based language to orchestrate
web services within business processes. The major advantage of WS-BPEL is its support for
web services and the relationship to BPMN, as this standard provides the ability to translate
BPMN processes models into WS-BPEL [Chang, 2006].

The Web Services Business Process Execution Language (WS-BPEL), or BPEL in short, de-
veloped by the Organization for the Advancement of Structured Information Standards (OA-
SIS), provides a standardized process orchestration language to describe executable business
processes based on web services: "WS-BPEL defines a model and a grammar for describing
the behavior of a business process based on interactions between the process and its partners.
The interaction with each partner occurs through Web Service interfaces" [OASIS, 2007, p.
8]. Accordingly, a WS-BPEL process composes several partner services and furthermore
acts as a composite process service itself, as it is started by invocation through another ex-
ternal service, that may be part of another BPEL process itself [Juric, 2006]. A process
defined in WS-BPEL consists of several files: On the one hand, the BPEL file defines the
activity sequences, partner links, variables as well as fault and event handlers. On the other
hand, WSDL documents are required to specify the web service interfaces and the message
exchanges between partners. [Havey, 2007]. To execute a process, the process definition
file and the WSDL documents are deployed on a BPEL execution engine that is capable of

managing the activity invocations and message exchanges of the process [Vasiliev, 2006].

As WS-BPEL processes consist of message transactions between web services it is not pos-
sible to include human interaction into a BPEL process. The OASIS WS-BPEL Extension
for People (BPEL4People) specification addresses exactly this need and provides an exten-
sion to WS-BPEL to support involvement of people and human interaction within business
processes [OASIS, 2010b]. Many of the concepts of BPEL4People are derived from the

WS-HumanTask specification, for example tasks, notifications and roles.'®

4.3 The use of SOA for Public E-Procurement

This section will now examine the use of service-oriented architectures in the domain of
public E-Procurement. Based on the previous definition and discussion about important
aspects of an SOA, the following section will first examine general benefits and challenges

related to the SOA approach. In the second section, a closer look on the suitability of service-

18 WS-HumanTask is another OASIS specification providing an abstract definition of human interaction with
business processes. For more information see [OASIS, 2010a].
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oriented architectures in the government and public procurement domain will be provided,

while also taking existing research in this field into consideration.

4.3.1 SOA Benefits and Challenges

The SOA-approach promises a set of benefits through which organizations can improve their
business operations and supporting Information Technology. However, these benefits are
related to several challenges that have to be addressed in order to achieve the desired im-
provements. Major benefits and challenges will be discussed in the following, summarizing
important issues according to discussions in [Bean, 2010; Beinhauer et al., 2007; Bieberstein
et al., 2008; Endrei et al., 2004; Juric et al., 2007; Richter et al., 2005; Rosen et al., 2008;
The Open Group, 2007].

Leveraging the potentials of a service-oriented architecture enables organizations to benefit
through a set of different technical, organizational and economic advantages. Some impor-

tant and major benefits are illustrated in figure 4.8.

Benefits
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R | business )
— T ! alignment J
Loose coupling | —
R Increased agility Support for EAI
and flexibility /o and B2BAI
Service reusability I T
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efficiencyin -
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Figure 4.8: Benefits of Service-oriented Architecture

The core benefit is that SOA enables organizations to build an agile and flexible IT archi-
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tecture so that software applications as well as business processes can be reorganized and
adapted to changing environmental conditions. Enabling aspects are interoperability, loose
coupling and service reusability: Interoperability refers to the platform independence of SOA
and the use of several standards, such as web services and related standards, enabling data
exchange between independent IT systems. Loose coupling and reusability both enable the
flexible orchestration and composition of existing services into new business services and
processes. To achieve this, the SOA approach strictly promotes a better alignment of the
business operations of an organization to the supporting information technology as reusable
software components are orchestrated to provide greater business value. With a higher SOA
maturity, the interoperability spreads beyond organizational boundaries enabling the creation
of distributed IT systems that support collaborative business operations. This is supported
by an Enterprise Service Bus as the integration platform of an SOA, that enables integration
of services and legacy applications both internal and external to an organization (EAI and
B2BAI). Finally, cost reduction and increased efficiencies in the development of services and
the IT infrastructure can be achieved by loose coupling and reusing existing services as well

as a common SOA infrastructure through which services can be provided and accessed.

To achieve these benefits, several challenges have to be resolved in order to leverage the

potentials of an SOA. Major challenges are illustrated in figure 4.9.

Although interoperability is one benefit of an SOA, this is mainly achieved on the technical
level. Semantic interoperability still remains a challenge due to the different vocabularies
that are used within business units or collaborating organizations. The same challenge exists
with organizational interoperability. Hence, the development of a common semantic model
and adjustments to business processes are required to realize the full interoperability poten-
tials of and SOA. This can be achieved for example by using standards like ebXML, UBL or,
in the public procurement context, the CEN/ISSS BII that both provide means for achieving
semantic and organizational as well as process interoperability. In the government context,
further legal and political issues affect the interoperability of IT systems. As discussed in
chapters 2 and 3, differences between national legislations intensify the heterogeneity of
government services, hence impeding interconnections and data exchange of systems that
need to be interconnected across borders. Political and legal frameworks such as the Eu-
ropean Interoperability Framework and the European public procurement directive are two
examples of additional prerequisites for a successful SOA implementation. Another aspect
is the need of a correct understanding of what SOA is and how it can be implemented. A
common definition of SOA, services, service characteristics and a standardized development
approach is still missing, which may lead to misunderstandings of the value and capabilities
of the SOA paradigm. Therefore it is necessary to understand both business and technology

dimensions (enterprise architecture and software architecture). This furthermore enables an
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Challenges
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Figure 4.9: Challenges of Service-oriented Architecture

organization to develop an overall long term SOA strategy. Such a strategy has to provide a
view on all levels of an SOA, such as business, processes, information, services, applications
and technology. Additionally, the SOA strategy has to specify a concrete implementation
strategy that follows a top-down approach starting form modeling business requirements and
processes and decomposing them into services. This can be supported by the selection of
modeling techniques such as SoaML or BPMN. The technical basis has to be provided by an
appropriate selection of an implementation methodology and technical infrastructure com-
ponents, such as web services, Enterprise Service Bus and business process engines. Hence,
a sufficient alignment of businesses and IT can be achieved. However, the implementation
of an SOA strategy usually requires a transformation of existing architectures which implies
wide ranging changes and adjustments of an organization’s existing IT and business archi-
tecture. SOA maturity models support organizations in identifying and specifying required

transformation phases to realize sophisticated SOA systems.
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4.3.2 SOA in the Context of Public E-Procurement

As discussed at the beginning of this master thesis (see chapters 2 and 3), interoperability is
a fundamental requirement in the context of electronic government and in the provision of
Pan-European eGovernment Services (PEGS). This spreads across several domains in which
G2G, G2C and G2B collaborations and interactions occur. As this chapter showed, service-
oriented architecture is a paradigm to build interoperable and flexible IT infrastructures,
making it a suitable approach to achieve interoperability for the provision of PEGS, and

cross-border electronic public procurement in particular.

Web services as the implementation platform for services have already been declared suitable
for interoperable processes and electronic document exchange (cf. [Anghelakis et al., 2007;
European Dynamics S.A., 2007b; Klischewski, 2004]). According to [European Dynamics
S.A., 2005], SOA is a potential strategy to realize interoperable E-Procurement systems, as
independent services can be combined to form higher level business processes. Laskaridis
et al. [2008] furthermore specify the so called "CCIGOV "' generic interoperability platform
that is achieved with the SOA approach in order to enable government organizations deliver
e-services to international businesses, with public procurement being a relevant domain of
G2B interactions within the CCIGOV platform.

In their report for the IDABC Programme "European Interoperable Infrastructure Services:
Study on potential reuse of system components”, Declercq et al. [2009] specifically state
that the SOA paradigm is suitable in the context of reusable components and for the de-
velopment of interoperable IT infrastructures and that it furthermore addresses the need for
interoperability in heterogeneous E-Government environments. Based on a maturity model
consisting of five stages and ranging from initial services to optimized business services,
the authors present implementation phases for the development of a technical SOA infras-
tructure to reach the highest maturity level. The core infrastructure component is an ESB
that connects the different information systems, services and data sources with each other.
Services are incrementally integrated into the infrastructure, ranging from basic authentica-
tion services and service registry to collaborative and optimized business services such as

document management and orchestration services.

In conclusion, the characteristics and benefits of service-oriented architectures address the
needs for interoperability, loosely coupled integration and reusability in government and
public procurement domains. The aforementioned examples show the awareness of the po-
tentials and benefits of the SOA approach and emphasize its application in the context of

electronic government and electronic public procurement.

19 CCI = Chambers of Commerce and Industry; GOV = Government
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4.4 Summary

This chapter defined service-oriented architecture as an approach to develop distributed IT
system architectures. The core concept in this approach is the provision of capabilities en-
capsulated by services, that describe their purpose in a service contract and expose their
functionality to consumers by service interfaces. Each service within an SOA is based on
specific principles and characteristics, that promote for example loose coupling, interop-
erability, reusability, composability and autonomy. Hence, service-oriented architectures
enable the composition of existing services into new business services and processes and
facilitate interoperability of distributed and heterogeneous software systems that retain their
autonomy and independence. Another important aspect is the alignment of business pro-
cesses and software systems. This refers on the one hand to the identification of services
based on an analysis of the targeted business domain and processes. On the other hand, ex-
isting services which provide specific units of business functionality can be composed and

orchestrated into new business processes.

A set of standards has been identified for the identification and assembly of services. These
provide means for business analysts and developers to model the business domain, iden-
tify services and implement these as reusable software components that can be orchestrated
within executable business processes. Although the SOA approach is independent to a con-
crete implementation technology, Web services provide a suitable implementation platform
for services. Additionally to services and processes, an SOA consists of several other com-
ponents: Application GUIs providing access to software applications, that in turn provide
the business functionality. An Enterprise Service Bus represents the core technology back-
bone of large SOA systems, enabling the integration and interconnection of several software

systems.

The discussion about benefits and challenges of SOA showed that organizations can enhance
their flexibility and agility as business processes can be adjusted to changing requirements.
Moreover, SOA supports the integration of software systems within an organization (EAI)
and between several collaborating organizations (B2BAI). However, despite all promises
about potential benefits, a successful implementation of an SOA is related to a set of chal-
lenges, including the need of a common understanding of SOA and the definition of a long
term strategy. In order to leverage its full interoperability potential, a great challenge is
related to the heterogeneity of organizational structures, requiring a great effort to achieve
semantic and organizational interoperability. To overcome this challenge, existing data stan-
dards and frameworks have been developed to realize interoperability on the technical, se-
mantic and organizational level (e.g. UBL, ebXML, CENN/ISSS BII).

The promises of SOA concerning interoperability and flexibility makes this architecture in-
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teresting for large heterogeneous and distributed system environments. In the E-Government
context, and in the provision of PEGS in particular, as well as public E-Procurement, several
initiatives and research is conducted concerning the application of the SOA approach, each
stating that it is suitable to realize interoperability, which is the most important requirement

in the E-Government domain.



Chapter 5

PEPPOL WORK PACKAGE 2: THE
VIRTUAL COMPANY DOSSIER

The project Pan European Public Procurement OnLine (PEPPOL) provides the practical
background for this master thesis. In particular, the conceptualization and development of
the prototype conducted within this master thesis is based on and related to the ongoing spec-
ifications of work package 2 of the PEPPOL project, that is concerned with the development
of a so called Virtual Company Dossier (VCD). The next section will first provide a brief
introduction to PEPPOL and its work packages. Afterwards, work package 2 and relevant

aspects for the implemented prototype will be described in more detail.

5.1 The PEPPOL Project

5.1.1 Motivation, Vision and Objectives

The motivation of the PEPPOL project is to contribute to the targets of the eGovernment
Action Plan of making 100% of procurement activities electronically available within the
Member States of the European Union by 2010 (cf. sections 2.1.3 on page 8 and 2.1.4 on
page 9). The main objective of the PEPPOL project thereby is the development of an interop-
erable environment for public E-Procurement to achieve electronic data exchange between
companies and governmental procurement institutions throughout the entire procurement
process. The pilot solution of the PEPPOL project will be built upon the existing national
procurement systems and provides a European layer that facilitates interoperability between
the national systems throughout the European Union. In result, this pilot will be a pan
European electronic procurement system that supports companies to conduct procurement

processes with any government in the European Union electronically.!

I See http://www.peppol.eu/About_PEPPOL (11.06.2010)
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5.1.2 Overview of the PEPPOL Work Packages

The project is divided into eight work packages, each addressing specific domains of the
public procurement domain as well as tasks of the project work. Figure 5.1 illustrates the
main work packages (highlighted by a red border) that are directly concerned with public
procurement domains.? Each work package, including the two not depicted in the figure will

be briefly described in the following.

eProcurement process (fully electronic)

: eAttestation I ~Key

eArchiving

| Solutions architecture, design and validation I

Figure 5.1: PEPPOL work packages within the E-Procurement process

WP1 - eSignature is concerned with specifying and piloting an interoperable eSignature so-
lution that allows economic operators from any Member State to electronically sign procure-
ment documents when submitting them to a contracting authority.> WP2 - Virtual Com-
pany Dossier is responsible for the development of a digital document container (i.e. the
Virtual Company Dossier (VCD)) that enables economic operators to electronically collect
certificates and attestations from corresponding issuing bodies and to submit them as a VCD
package to any public awarding entity in the European Union.* WP3 - eCatalogue envisions
a solution to use electronic catalogues in procurement procedures. Economic operators will
be able to provide information about their products and prices that can be utilized in the pre-
and post-awarding phase.” WP4 - eOrdering aims at implementing a so called European

Ordering (EOI) framework facilitating electronic exchange of order documents (e.g. order

2 Graphic adapted from http://www.peppol.eu/About_PEPPOL

3 WP1 description: http://www.peppol.eu/work_in_progress/wp- 1-esignature (11.06.2010)

4 WP2 description: http://www.peppol.eu/work_in_progress/wp2-virtual-company-dossier (11.06.2010)
> WP3 description: http://www.peppol.eu/work_in_progress/wp3-eCatalogue (11.06.2010)
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notification, delivery information) across EU member states between awarding entities and
economic operators.® WP5 - eInvoicing is working on a solution that facilitates electronic
invoicing, so that economic operators are able to send invoices electronically to any awarding
entity throughout the European Union.” WP6 - Project Management is responsible for ad-
ministrating, managing and coordinating the PEPPOL project and its work packages.> WP7
- Dissemination, awareness and consensus building is responsible for project marketing.
This includes informing key stakeholders about the project and its progress as well as encour-
aging Member States to become members of the PEPPOL consortium.” WP8 - Solutions
architecture, design and validation is piloting a technical infrastructure for the electronic
exchange of documents between companies and governmental institutions involved in the
European public procurement process.'? This work package includes among other things the
specification of the technical infrastructure for transport of business documents (PEPPOL

e-business document transport infrastructure (PEDRI)).!!

Because this master thesis is written in context of work package 2, the next section will
provide more details about the Virtual Company Dossier by highlighting several issues that

are relevant for the practical work of this master thesis.

5.2 WP2: The Virtual Company Dossier

5.2.1 Introduction

Work package 2 of the PEPPOL project targets the development of a digital document con-
tainer, the so called Virtual Company Dossier (VCD) [Mondorf and Wimmer, 2009]. The
idea behind the VCD is the creation of an electronic information package that contains all
the documents an economic operator has to provide in the tendering phase to prove the eco-
nomic operator’s compliance with the qualification and selection criteria (see section 2.3.4
on page 15) claimed by a contracting authority. Furthermore, the VCD is accompanied by

a supporting IT system that enables the collection of these evidence documents from corre-

® WP4 description: http://www.peppol.eu/work_in_progress/wp4-eordering (11.06.2010)
7 WP5 description: http://www.peppol.eu/work_in_progress/wp5-einvoicing (11.06.2010)
8 WP6 description: http://www.peppol.eu/work_in_progress/project-management (11.06.2010)

> WP7 description: http://www.peppol.eu/work_in_progress/consensus-and-awareness-building
(11.06.2010)

10 WPS8 description: http://www.peppol.eu/work_in_progress/wp8-Solutions% 20architecture% 2C% 20de-
sign% 20and% 20validation (11.06.2010).

11 Because it is related to the work conducted in this master thesis, a discussion about PEDRI will be part of
section 10.3 on page 98 about related work.
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sponding issuing bodies as well as electronic processing and exchange of a VCD.

The status quo of public tendering procedures that has been elaborated in [Mondorf and
Wimmer, 2009] is depicted in figure 5.2 taken from the specification document. A brief

description of the most relevant aspects will follow afterwards.
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Figure 5.2: Status quo of public tendering procedures

A tendering procedure starts with the preparation of a call for tender by a contracting author-
ity (CA). This call for tender consists of a contract notice published in a notification system
such as Tenders Electronic Daily (TED), contract documents, technical specifications about
the project that is subject of the contract as well as additional documents. Economic op-
erators (EO) can search in the notification system for contract notices. Once decided to
participate in the awarding of a specific contract, the EO can extract required information
from the notification system, or request them from the CA. The most important informa-
tion in the context of the VCD are the criteria of qualitative selection specified in the call
for tender. These are the basis for EOs to manually collect evidence documents that prove
compliance with the required criteria from corresponding issuing entities. The collection of
evidences includes the identification of evidences issued in the EO’s home country that are
suitable to prove compliance with the criteria of the contracting authority located in a foreign
country. After collecting the evidences (and corresponding translations) the economic oper-
ator submits the documents to the contracting authority, which can then check the suitability

of the submitted tender documents.

The envisioned VCD solution will provide necessary means to allow the electronic exchange
of evidence documents among member states, thereby fulfilling the need of contracting au-
thorities to evaluate the compliance of economic operators based on the criteria of qualitative

selection. As the European public procurement domain is characterized by a high complexity
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and heterogeneity, a staged maturity model has been proposed that allows a step-wise imple-
mentation of the VCD, ranging from basic interoperability and document exchange on lower
levels to direct electronic exchange on the higher maturity stages [Mondorf and Wimmer,

2009]. A brief overview of these stages will be given in the next section.

5.2.2 The VCD Maturity Model

On stage one (pre-VCD mapping), support for the collection of evidence documents is
introduced. This is achieved by a pre-VCD mapping tool that allows an economic operator to
automatically identify which evidences issued in his country are suitable to prove compliance
to the criteria claimed by a contracting authority located in another country. Hence, this stage
provides basic interoperability through a mapping of national criteria of one member state to
corresponding national evidences of another member state. The mapping tool is hosted and
provided by a European Service Provider (ESP). The corresponding extension of the above

status-quo picture in figure 5.2 on the preceding page is illustrated in figure 5.3.
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Figure 5.3: Stage 1 - Pre-VCD mapping tool

Steps 4 and 5 in this model illustrate the mapping: An economic operator requests a criteria
lookup from the ESP which returns information about the evidences that have to be provided
to prove compliance to these criteria. The collection and packaging of these evidences still
has to be conducted manually by the economic operator. Another extension is represented by
step 9, allowing contracting authorities to check evidences received from an economic oper-
ator via the VCD mapping tool (cf. [Mondorf et al., 2010; Mondorf and Wimmer, 2009]).

Stage 2 (VCD simple Package) further extends stage 1 by introducing a National Service

Provider (NSP) that provides the service of automatically retrieve evidence documents from
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directly connected issuing bodies. Being the single point of access for an economic opera-
tor, the national VCD system takes the request to map criteria from an economic operator,
forwards it to the ESP and receives the returned VCD Skeleton Container. The required
evidences are then collected by the NSP by requesting issuing bodies to create and deliver
them. Missing evidences that cannot be collected automatically, for example because a cor-
responding issuing body is not directly connected to the NSP, have to be collected manually
by the economic operator. Once the NSP has received all evidences, either automatically or
manually collected by the economic operator, the national VCD system can compile a VCD

Package (i.e. packaging of evidences into the VCD Skeleton Container).

Stage 3 (VCD advanced Package) adds three capabilities: The first enables re-compiling of
existing VCD Packages, for example to change existing evidences in a VCD Package. The
second enables combining several VCD Packages of different economic operators in case
they form a bidding consortium. In this case relationships among the economic operators
have to be retained in the package structure, for example a company having several sub-
contractors. The third extension allows the inclusion of so called context-specific data that
is extracted from evidences, thus enabling quick access to the most important information

provided by an evidence document.

Stage 4 (VCD network Package) provides ideas about possible enhancements of the VCD
system to create additional value. This includes for example the creation of a VCD network
in that evidences and attestations can be directly accessed, implying that a VCD Package
contains references to evidence documents instead of binary data. This stage proposes the
scenario of storing all required documents in a secure data base hosted by the National Ser-
vice Provider. All documents can then be accessed on demand by the involved actors and
system components. Another enhancement would be the implementation of Article 52 of the
Public Sector Directive (see section 2.3.4 on page 15) as an official list of approved economic
operators may be maintained by the National Service Provider that enables the inclusion of
corresponding validation data into a VCD Package. Although such a scenario would provide
the most sophisticated stage of maturity, it raises the complexity and costs of the overall
VCD system while providing limited added value, resulting in a negative cost-benefit ratio
[Mondorf et al., 2010].

After this basic introduction to the VCD system, the next part of this thesis will describe
the developed prototype, including technical details about components based on the VCD
system specification. Inter-relations to the specification elaborated within work package 2

will be highlighted at the appropriate locations.
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Chapter 6

INTRODUCTION

Before detailing technical issues concerning the infrastructure and the prototype implemen-
tation, this chapter will provide an introduction of underlying issues of the development
work. First, the scope of this project as well as implementation objectives will be defined.
Afterwards, the development methodology providing a process model of the development
tasks being conducted will be described. Finally, a basic scenario that defines a practical use

case for the European public procurement domain will be elaborated.

6.1 Project Scope

The overall scope of the implementation work conducted within this master thesis is to ap-
ply the aspects discussed in part one of this text. This means in particular the application of
an approach following the SOA paradigm as discussed in chapter 4. The background is pro-
vided by the PEPPOL project and work package 2 concerning the development of the Virtual
Company Dossier. As a result, the project work and the deliverables (see [Mondorf et al.,
2010; Mondorf and Wimmer, 2009]) of this work package provided the information input
about the target domain, business processes, system components and requirements. Based
on the overall VCD system domain, a sub-system shall be identified for which the service-
oriented approach will be applied. Besides the identification, design and implementation of
sub-system components and services, this includes a brief evaluation and selection of tech-
nical infrastructure components. The resulting prototype shall simulate the interaction of
system users and components within a sub-domain of the overall VCD public procurement

domain.

6.2 Implementation Objectives

Because the aim of this prototype is primarily the identification of different components of
the scoped sub-system and the simulation of their interactions, the implemented components

shall (and can) not encapsulate detailed business functionality. They rather shall provide
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basic functionality so that a user of the system is able to provide relevant input data and
receive meaningful output data. Furthermore, the components can be used to implement

additional components that are composed and orchestrated of other components.

In accordance to the aforementioned project scope and based on the SOA concepts and com-
ponents identified in chapter 4.2, table 6.1 defines the set of implementation objectives for

the prototype implementation.

No. Description

OBJ-1 Based on the WP2 deliverables, a sub-domain shall be identi-
fied as the target domain for the prototype.

OBJ-2 The system components as well as their functional and non-
functional requirements shall be derived from the project
deliverables.

OBJ-3 The top-down approach to identify and assemble services for

that target domain shall be applied.

OBJ-4 A set of components, implementation technologies and exist-
ing standards suitable for the development of service-oriented
architectures shall be used.

OBIJ-5 The implemented system components shall not provide the full
business functionality as specified in the project deliverables.

OBJ-6 The system components shall simulate basic functionality al-
lowing users to provide input data and receive meaningful out-
put data.

OBJ-7 A use case scenario derived from the European public procure-
ment domain shall be developed in order to simulate the system
behavior.

Table 6.1: Prototype implementation objectives

6.3 Development Methodology

The methodology to develop the prototype follows the general top-down approach of service
identification and assembling as described in section 4.2.2 on page 44. The process model

depicting the development tasks is illustrated in figure 6.1.

The development process starts with an identification of services based on an analysis and
design of the target domain, scoped business processes and use cases. Input for this phase is
provided by the deliverables of work package 2 ([Mondorf et al., 2010; Mondorf and Wim-
mer, 2009]), from which a sub-domain will be derived. The identification of services in

that target domain will be based on developed models using the modeling standards BPMN,
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Service identification Service assembling |
Phases

Analysis Design Implementation Deployment
. Process models, use cases, Reusable software components,
Artifacts . .
domain and service models executable process
Standards BPMN, UML, SoaML BPEL, Web services

Figure 6.1: Development Tasks

UML and SoaML followed by a specification of the software components, requirements
and data models as well as an identification of the required implementation technology and
technical infrastructure (i.e. programming language, software tools, application server, busi-
ness process runtime engine etc.). This specification will be input for the service assembling
phase. This consists of the implementation, deployment and testing of the identified software
components (i.e. web services, web applications, service orchestration and execution, other

software components). The result of this phase will be the running prototype system.

6.4 Use Case Scenario

In order to provide meaningful input and output data, a basic use case scenario has been
elaborated!: It defines a simplified copy of a realistic procurement use case and is derived
from the WP2 specification of the Virtual Company Dossier. It defines main actors, data

models and concrete document objects that are created and used within the VCD system.

The contracting authority "Landesbetrieb StraBenbau NRW Planungs- und Baucenter" (Ad-
dress: Henri Dunant Strale 9 - 45131 Essen - Germany) publishes a contract notice on the
TED platform.? The bidding consortium consisting of the following three (fictive) economic

operators participates in the award procedure:

e [ eader tenderer: HochTief Bau AG, Geothstrale 10a - 45131 Essen - Germany
e Other tenderer 1: Costruzione di strade S.R.L, Via Milano 87 - 20100 Milan - Italy

e Other tenderer 2: Veibygging BA, Tollbugata 4 - 0155 Oslo - Norway

! More information can be found in the specification document on the enclosed DVD.

2 See http://ted.europa.eu/udl?2uri=TED:NOTICE: 153423-2010: TEXT:EN:HTML&tabId=0
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Bidding Consortium

Leader Single Tenderer
HochTief Bau AG
(Essen, Germany)

Contracting authority
Landesbetrieb StraBenbau
NRW Planungs- und Baucenter

(Essen, Germany) Other Single Tenderer

Veibygging BA
(Oslo, Norway)

Other Single Tenderer
Costruzione di strade S.R.L
(Milan, Italy)

Figure 6.2: Geographical scenario overview

According to the contract notice, the conditions for participation (qualification and selection

criteria) concerning the legislation of the contracting authority’s home country are:

e Personal situation of economic operators, including requirements relating to enrolment
on professional or trade registers Information and formalities necessary for evaluating
if requirements are met: Gemill VOB/A §8 Nr. 3 (1) Buchstabe: f.

e Economic and financial capacity Information and formalities necessary for evaluating
if requirements are met: Gemill VOB/A §8 Nr. 3 (1) Buchstabe: a,b,c.

e Personal situation / absence of conviction (own criterion added).

The mapping of these criteria and their corresponding required national evidences to the

European legislation leads to the following atomic European criteria:?
e Criterion "has been convicted by final judgement of the participation in a criminal
organization".

e Criterion "has official enrollment on one of the professional or trade registers in its

member state".

e Criterion "has balance sheet or extracts from it".

3 More information on the underlying criteria mapping can be found in the specification document.
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IMPLEMENTATION TECHNOLOGIES AND
TOOLS

For the prototype design and implementation according to the aforementioned process model,
several software tools, modeling notations and implementation technologies have been used.
The modeling notations Business Process Modeling Notation (BPMN), Unified Modeling
Language (UML) and Service oriented architecture Modeling Language (SoaML) used within
the service identification phase have already been classified as suitable in section 4.2.3 on
page 45. This section will now focus on the implementation tools and technologies, includ-

ing a brief evaluation of alternatives as well as reasons for the selection of some of these.

7.1 Identification of Technologies and Tools

Based on a conducted web search, a set of possibly suitable technologies and tools for the
development of SOA components as described in section 4.2.1 on page 43 has been identi-
fied. Table 7.1 contains general requirements for the selection of technologies that has been

applied during the search.

Although technologies from different vendors may be combined, RE-5 has been defined to
minimize the effort of installing and configuring the used technologies. This means, that
choosing a set of technologies that are delivered as bundles or independent components from
the same vendor allows the integration and efficient inter-operation of the installed compo-

nents. All of these requirements allowed an early selection of three major product bundles:

e The SOPERA Advanced Service Factory (ASF),
e The JBoss Community Projects and

e The Intalio Business Process Management Suite (BPMS).
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No. Description

RE-1 The implementation platform of choice for this prototype is Java Plat-
form, Enterprise Edition (JEE), therefor further technologies and tools
must support the development of Java enterprise applications.

RE-2 The implementation technologies must allow the development, imple-
mentation and deployment of web services, their orchestration into ex-
ecutable processes as well as web applications that provide business
functionality and graphical user interfaces.

RE-3 An Enterprise Service Bus (ESB) shall be installed to provide the inte-
gration layer.

RE-4 Sufficient documentation and online learning material must be available
for each product.

RE-5 The tools and technologies shall be available as product bundles or a
set of independent products that can be used together allowing their
integration.

RE-6 All tools and technologies must be available as free or open source soft-
ware.

Table 7.1: Requirements for the selection of implementation technologies

A brief feature overview of the selected candidate products will be part of the following

sections.

SOPERA Advanced Service Factory (ASF)

The SOPERA Advanced Service Factory (ASF) is a platform for service-oriented archi-
tectures providing features such as an Enterprise Service Bus, service development, business
process management, application and data integration as well as service and system manage-
ment.! The ASF is delivered as an open source Community Edition as well as a commercial
Enterprise Edition. The Community Edition can be downloaded from the vendor’s website

as an "all in one" bundle.

The major components are SOPERA ESB? and SOPERA ToolSuite®>. The SOPERA ESB
provides the technological backbone that allows for example messaging and communication

between services as well as process, application and data integration.

! SOPERA website available at http://www.sopera.de/.
2 See http://www.sopera.de/produkte/sopera-features/enterprise-service-bus/ for more information.

3 See http://www.sopera.de/downloads/sopera-asf-33/toolsuite-33-allinone-binaries-fuer-windows/ for more
information


http://www.sopera.de/
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The SOPERA ToolSuite is an Eclipse-based software application which provides as the main
features the development, deployment and management of services. The development of ser-
vices is supported by components that allow the graphical modeling of web service interfaces
by using the Eclipse integrated WSDL editor. Based on such a web service description, the
SOPERA Code Generator allows the automatic generation of Java source code and automatic
installation of services in the SOPERA ESB. The ToolSuite’s administration user interface
furthermore provides means to configure and manage the technical SOPERA infrastructure,
such as the service registry. Adapters allow connections to other third party software. Inter-
esting in this context is the Intalio Process Adapter that enables the orchestration of SOPERA

services within business processes modeled with the Intalio Process Designer.*

All in all, the SOPERA ASF provides a full set of technical components to implement and
manage a service-oriented architecture bundled in one product. The SOPERA ToolSuite
furthermore provides an Eclipse-based software application for the development of Java-

based services as well as infrastructure management.

JBoss Community Projects

The JBoss Community Projects provide a large set of open source technologies for the de-
velopment of applications on the Java Platform, Enterprise Edition (JEE)’. A set of these
projects provides the following technologies relevant in the context of service-oriented ar-

chitectures that are suitable for the development of the targeted prototype:

JBoss Application Server °

is an open source application server to develop and deploy Java
enterprise and web applications. It provides the technical platform to assemble other
JBoss components and technologies, such as Web Services, Seam, Richfaces, Enter-

prise Service Bus and Business Process Management.

JBoss Seam ’ is a framework for the development of web applications. It allows the im-
plementation of rich internet applications by integrating other technologies such as
Asynchronous JavaScript and XML (AJAX), JavaServer Faces (JSF), Java Persistence
API (JPA), Enterprise Java Beans (EJB) 3.0 and jBPM.

JBoss RichFaces 8 allows the development of graphical user interfaces for Seam web ap-

plications. It provides a library of user interface components such as complex tables,

4 More information about the Intalio Business Process Management Suite will follow later.
> See http://www.jboss.org/projects for more information.
© Website available at http://www.jboss.org/jbossas.

7 Website available at http://seamframework.org/.


http://www.jboss.org/projects
http://www.jboss.org/jbossas
 http://seamframework.org/

CHAPTER 7. IMPLEMENTATION TECHNOLOGIES AND TOOLS 74

data grids and AJAX components. Together with JBoss Seam and the integration of
JSF and AJAX it allows the development of rich internet applications.

JBoss Web Services ° provides a Java API for XML Web Services (JAX-WS) framework
for the JBoss Application Server. It enables the development of web services and
their deployment in the JBoss Application Server. JAX-WS allows the convenient
development of Java web services by using annotations within simple Java classes.

Furthermore, Apache jUDDI' is integrated into the JBoss Web Services distribution.

JBoss jBPM !! is a business process management suite consisting of a graphical process
modeler and a process runtime engine. Business processes can be modeled with the
process definition language jPDL. Through the integration of jBPM and JBoss Seam it
is possible to develop web applications that allow interactions with a process instance.
Furthermore, it is possible to attach user interface forms to specific tasks of a process,
through which a user can access and edit process data. Additionally, BPEL support is

achieved through a jJBPM-BPEL add-on allowing orchestration of web services.

JBoss Enterprise Service Bus 2

is an open source Enterprise Service Bus. The core com-
ponents in that ESB are services, that encapsulate business logic. The internal and
external interaction with the ESB is achieved through the exchange of messages (e.g.
via HTTP, FTP or SOAP). Event listeners and actions thereby manage the transport
of these messages. Furthermore, it allows the integration of other JBoss components,

such as jJBPM or JBoss web services.

Intalio Business Process Management Suite (BPMS)

The Intalio Business Process Management Suite!® consists of two components: The Intalio
Designer, which is an Eclipse-based software application that allows the graphical modeling
of business processes using BPMN, and the Intalio Process Server, which is the process run-
time engine on which the modeled processes can be deployed as WS-BPEL processes. The

transformation from BPMN to BPEL thereby is performed automatically during deployment.

8 Website available at http://www.jboss.org/richfaces.
° Website available at http://www.jboss.org/jbossws.

10" Apache jUDDI is an open source Java implementation of the Universal Description, Discovery, and Inte-
gration specification for Web Services. More information can be found at http://ws.apache.org/juddi/

T Website available at http://www.jboss.org/jbpm.

12 Website available at http://www.jboss.org/jbossesb.html. Further information can be found at http://www.
jboss.org/jbossesb/presentations.html

13 See http://community.intalio.com/ for more information


http://www.jboss.org/richfaces
http://www.jboss.org/jbossws
http://ws.apache.org/juddi/
http://www.jboss.org/jbpm
http://www.jboss.org/jbossesb.html
http://www.jboss.org/jbossesb/presentations.html
http://www.jboss.org/jbossesb/presentations.html
http://community.intalio.com/
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The Intalio Designer allows orchestration of web services by attaching operations defined in
a WSDL document to specific tasks of a BPMN process model. A Data Mapper also allows
the mapping of data elements (e.g. request and response data of web service calls) that are at-
tached to message flow connectors. User interaction with a process can be achieved through

the design of task forms that allow a user to edit data of a specific process instance.

The different products and technologies described above form the final set of candidates for
the selection of the development toolkit. An evaluation based on a set of criteria will be

conducted in the following section.

7.2 Evaluation and Selection

Based on the general requirements for the selection of candidate technologies and tools in
table 7.1 on page 72, a set of technical and qualitative evaluation criteria has been defined.

Table 7.2 describes these criteria and their meaning.

The technical criteria are only expressed in terms of "yes" and "no" referring to the existence
or non-existence of each criterion. For the qualitative criteria, a simple rating scale ranging
from 1 to 3 has been used to rate each product by the arithmetic mean of the ratings for each

criterion (the higher the final mean value, the better the rating).

All candidate technologies have been checked against these criteria by testing the products
and their features. It should be noticed, that a detailed evaluation of each product could not
be conducted due to limited time constraints. However, the product tests included the instal-
lation of the required product components, a basic analysis of the major product features, an
implementation of simple software components following user tutorials that exist for each
product as well as an analysis of existing product documentation. The evaluation results are

shown in figure 7.1 on page 78.

The SOPERA ASF has been excluded because of its complexity and the missing support to
develop rich internet applications. The support for BPM capabilities such as process mod-
eling and execution is not integrated into the SOPERA Community Edition, but can easily
be achieved through the installation of the Intalio Process Adapter. SOPERA is primarily
useful to implement the technological backbone of an SOA, including an ESB as well as
the development, deployment and management of services. A positive product feature is
the automatic code generation for SOPERA services from WSDL documents and their de-
ployment in the SOPERA service registry. With the Intalio adapter installed, the SOPERA
service registry can be accessed within the Intalio Designer. For the development of rich
internet applications, additional software and technologies are required. All in all, SOPERA

provides a sophisticated product bundle for the installation, development and management
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Criterion Description

Technical evaluation criteria

BPMN support The support of the tool / technology to model business pro-
cesses in BPMN.

WS-BPEL support ~ The support of the tool to orchestrate web services within exe-
cutable BPEL processes.

RIA development Ability to develop rich internet applications.
ESB Ability to install an Enterprise Service Bus (ESB).
Qualitative evaluation criteria

Learning effort Refers to the amount of work related to learning how to use,
implement, install or configure the technology or tool. Rating
scale: 1 = high, 2 = medium, 3 = low effort.

Installation and con- The amount of work necessary for installation and configura-
figuration effort tion. Rating scale: 1 = high, 2 = medium, 3 = low effort.

Complexity The complexity of the technology or tool (e.g. in terms of
the number of features, sub-components, required technolo-
gies, need to install other components). Rating scale: 1 = high,
2 = medium, 3 = low complexity.

Usability Related to complexity; Refers to the usability of the user inter-
face of a tool. Rating scale: 1 = low, 2 = medium, 3 = high
usability.

Documentation and Availability of information, documentation, tutorials, online
support communities and forums. Rating scale: 1 = low, 2 = medium,
3 = high support

Table 7.2: Technical and qualitative evaluation criteria

of a SOA infrastructure consisting of an ESB, services and business process modeling and
execution capabilities. However, the high complexity of this SOA bundle requires a large
amount of learning how to use all of the product features, which finally was the reason for
rejecting the SOPERA ASF.

The JBoss Community Projects provides a large set of SOA related products that can be
combined with each other and generally provide capabilities similar to the SOPERA ASFE.
One major benefit and advantage compared to SOPERA is the possibility to develop rich
internet applications by combining the JBoss Application Server, JBoss Seam and JBoss
Richfaces. Furthermore, JBoss Web service provides means for the convenient implemen-
tation and deployment of web services based on JAX-WS. Business process modeling and
execution capabilities can be integrated through jBPM, and the JBoss Enterprise Service

Bus provides the core integration and communication component. Hence, this set of JBoss
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products covers the main SOA components that can be combined with each other flexibly:
ESB, business process modeling and execution, web services and rich internet applications.
For the implementation of the prototype, not all components have been chosen for the fol-
lowing reasons: The (currently) missing capability to model business processes with BPMN
and comfortable orchestration of web services within these processes lead to the exclusion
of JBoss jBPM. Especially in comparison to the Intalio BPMS, jBPM was classified as less
suitable primarily due to the convenience and features the Intalio BPMS provides. The com-
plexity of the JBoss ESB in terms of development of ESB services and integration of JBoss
Web services have been the main reasons to reject the installation of this component. JBoss
ESB services follow, similar to the SOPERA services, a different development approach as
the development and deployment of JAX-WS based web services. Although the correspond-
ing service development documentation provides the required knowledge, learning how to
develop such services is related to a higher effort as for the JAX-WS based approach. A
second reason why the JBoss ESB has not been chosen is related to the scenario and scope
of the developed prototype, which simply does not require an Enterprise Service Bus due to

the SOA maturity of the corresponding IT system.

The Intalio BPMS has been chosen as it provides a sophisticated and easy to use business
process modeling and execution solution. The major features providing benefits in com-
parison to jBPM are the graphical process designer and process engine, BPMN support,
automatic conversion into WS-BPEL processes and convenient means to orchestrate web
services. Furthermore, a large set of documentation sources and online support are available

via the Intalio Community.

Finally, the set of technologies and tools chosen to develop the prototype consists of the

following products:

e JBoss Application Server (Version 4.2.3),

JBoss Seam (Version 2.2.0),

JBoss Richfaces (Version 3.3.3),

JBoss Web Services (Version jbossws-native-3.1.1) and

Intalio Business Process Management Suite (Version 6.0.3).
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Chapter 8

ANALYSIS AND DESIGN

This chapter will now provide an overview of the important specifications and results of
the analysis and design phase. The focus thereby is only on the most important issues that
provide an overview of the system specification as well as additional information about the
conducted work that are not part of the specification. The content of this chapter therefore
does not substitute the content of the specification document (or vice versa). They rather
provide a complementary description of the conducted work and its results. All technical

details are described in the specification document on the enclosed DVD.

8.1 System Domain

The overall system domain for the VCD is specified in the deliverables of work package 2
([Mondorf et al., 2010; Mondorf and Wimmer, 2009]). Starting point for the narrowing of
that domain for the targeted prototype was the modeling of the business processes related to
the VCD maturity stages as introduced in section 5.2 on page 62. The scoped sub-system of
this prototype focuses on the tasks performed by economic operators after receiving a call
for tender, including the generation of a VCD package skeleton and the compilation of a
VCD package. The sub-system is specified by a general process model including the main
tasks performed by an economic operator as well as corresponding use case diagrams and
descriptions. The process model is derived from the WP2 specification process model for
the VCD maturity stage one. This process contains the interactions between an economic
operator and the VCD system to generate a VCD Package that serves as the tender document
container. A step independent of this process and therefore not specifically modeled is the
visualization of the VCD Package content. Figure 8.1 illustrates the general process model
of the VCD sub domain.

79



80

CHAPTER 8. ANALYSIS AND DESIGN

pu3
asn pajduod
O apInoid

L]

ana

adon

QA palidwon

dspus | Hugns e

%)
o
]

oA

13pus | anlaay

o
o

aohn
asa epdwon 15anbay uone|idwos
™ DA 2ARI3Y
15anbay
S33U3PIAT
uonedwoy $30USPIAT
aonisenbay 19303
HD\, HD\,

2a.] Buiddeyy

UoIRBASAdA

ol RS
adh eplaoid
L]

U01323SAOA

uolafEys
adDA3A31a3Y

]

uo1333s oA
ENCIEIVETS)

L]

1sanbay uoizjeys

QDA BAlRDRY
1sanbay
PuY3
sredPnled A Pl
NSETEHNTS e aﬁv\w\/ 104182320
anaisanbay
v

Jzpus | 1o4|jeD
JapuaLiod|eD

JENET] s

104 || 3p1no1g

o
o

12PIADId 221AIBS DA

Jojesadg a1wouon3

Auoyiny bunoenuoy

General process model of the VCD sub domain

Figure 8.1



CHAPTER 8. ANALYSIS AND DESIGN 81

The start task in the focused sub-system is the request to generate a VCD skeleton of an
economic operator. The end task is the receipt of a compiled VCD package. Hence, the
pool of the contracting authority is out of scope of this sub-system, and only part of this
model in order to illustrate the connecting points to the overall tendering process. However,
a contracting authority is one actor within the use case to visualize the content of a VCD

package.

Based on this general process model, a ServicesArchitecture diagram has been derived as
illustrated in figure 8.2. It provides a high-level view on the services and interactions between
service providers (VCD system components) and service consumers (economic operators

and contracting authorities) for the creation of a Virtual Company Dossier.

<<ServicesArchitecture>>
VCD creation

Generate VCD provider <<Participant>>
consumer skeleton Skeleton Generator
<<Participant>> | ~— e
; Economic operator
. Compile VCD provider <<Participant>>
: package VCD Compiler
<<Participant>> | N\ .. -
Contracting authority
View VCD provider <<Participant>>
consumer content VCD Viewer

Figure 8.2: ServicesArchitecture diagram of the VCD System

In order to further detail the target domain and to identify system components, several Use
Case descriptions and diagrams have been derived from the aforementioned process model

and ServicesArchitecture. Table 8.1 provides an overview of these use cases.!

! The specification document on the enclosed DVD provides further information.
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Use case

Description

Generate VCD Package
Skeleton

Compile VCD Package

Automatic creation of a
VCD Package

View VCD Package

The Skeleton Generator component provides the service to
generate a VCD Skeleton Package based on input data pro-
vided by an economic operator, such as a Call For Tender
document.

After providing a VCD Package Skeleton, an economic
operator can upload required evidence documents that are
packaged into a VCD Package.

This use case combines the two use cases above and pro-
vides the capability to automatically generate a VCD Pack-
age, including the automatic collection of evidence docu-
ments stored in the system data store.

Economic operators and contracting authorities can visual-
ize the content of a VCD Package. Primarily, this use case
addresses contracting authorities to support them during the
evaluation of received tenders.

Table 8.1: Overview of the system’s use cases

8.2 System Components

The system components derived from the previously described models are divided into three

categories:

1. User interface components that provide the graphical user interfaces allowing users to

interact with the system,

2. functional components that provide reusable business functionality and

3. utility components that provide basic functionality that can be used by other compo-

nents.

Table 8.2 provides an overview of the different components according to this classification.

The corresponding component diagram is depicted in figure 8.3.
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Name

Description

User interface components

VCD Viewer Appli-
cation

VCD Skeleton Gen-
erator Application

VCD Compiler Ap-
plication

Provides the graphical user interface and functionality to view
the content of VCD Packages.

Provides the graphical user interface and functionality to pro-
vide required input (such as a Call for Tender Document) and
to generate a VCD Package Skeleton from this data.

Provides the graphical user interface and functionality to up-
load a VCD Package Skeleton and required evidence docu-

ments as specified in the VCD Package Skeleton. The up-
loaded evidence documents are then packaged into a VCD

Package.
Functional components
VCD Skeleton Gen- Provides the functionality to generate a VCD Skeleton based
erator on provided input data.
VCD Compiler Provides the functionality to package evidence documents into

a VCD Package.

VCD Doc. Manager Provides the functionality to persist and retrieve documents

from the data store.
Utility components

User management Provides user management functionality such as storing user

data and checking user credentials.

Data store Provides functionality to store data and files in the system’s

data store and to retrieve them.

Table 8.2: System components

The user interface components consist of the user interface itself, i.e. the interface between
the application and a user, and a controller part that encapsulates the functionality. These
controller parts access the functional components and utility components through their in-
terfaces. Both VCDSkeletonGeneratorService and VCDCompilerService use the interface
provided by the VCDDocumentManagerService. The utility component User management
provides interfaces for the authentication and registration of system users. Both VCDDoc-
umentManagerService and UserManagementService rely on a data store to persist objects
and meta data. This functionality is provided by the Data store component, that consists
of a MySQL database and a file system. The functional components and the utility com-
ponent UserManagementService will be implemented as web services, the user interfaces
will be provided through web applications and the data store as a MySQL database with an

additional file system to store binary data that is related to the objects stored in the database.
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“1VCDSkeletonGeneratorApplication “]VCDCompilerApplication “JVCDViewerApplication

----- User Interface = Controller = User Interface = Controller & User Interface & Controller

=]UserManagementService

1VCDSkeletonGeneratorService =1VCDCompilerService
3 &l User authentication
3 VCD Skeleton Packager | & CriteriaMapper S PackageCompiler
=l User registration
Z]VCDDocumentManagerService “1Data store
& Storer & Retriever

E MySQL database | = File system

Figure 8.3: Component diagram

8.3 Data Formats

The most important documents exchanged within the prototype system are Call for Tender

documents as well as VCDs and VCD Packages.

The Call for Tender is the document that a contracting authority sends to economic opera-
tors to invite them to participate in an awarding procedure for a specific contract. Hence, it
contains information about the procurement project and tendering terms, such as the required
qualification and selection criteria. The XML schema? is derived from the CEN BII profile
BII22 - Call for Tender® and contains a subset of data elements that are most relevant and

important for this prototype. Figure 8.4 illustrates the data format*.

Besides general meta data about the call for tender, the schema defines data elements to de-
scribe the issuing contracting authority as well as the receiving economic operator. The most
important data element is the element TenderingTerms that contains the set of criteria
for qualitative selection (RequiredCriteria) for which the receiving economic opera-
tor has to provide appropriate evidence documents. A Call for Tender document contains the

input data for the generation of a VCD Package Skeleton.

2 Defined in file Cal1ForTender . xsd in the folder prototype/specification/data-schema/
on the enclosed DVD.

3 As specified in http://spec.cenbii.eu/Profiles/IndexWG1.html.
* Graphic taken from Altova XMLSpy.
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CallForTenderType
Yi

- TEDID

" lssueTime

—{ DocumentReferences

CallForTender [ == —{ ContractingAuthority

—{ EconomicOperator

. TenderingTermsType

RequiredCriteria

TenderingTerms [F— ==

TenderingPeriod

—{ ProcurementProject

Figure 8.4: Call for Tender XML schema

Both VCD and VCD Package consist of an XML file holding meta-data that describes the
content of a VCD or VCD Package. A VCD furthermore may contain several files (i.e.
evidence documents, additional documents, etc.), whereas a VCD Package contains one or
more VCDs.

The XML schemes for the XML meta-data files of a VCD and a VCD Package’ are based
on the schemes defined within WP2 and contain some of the data elements that are most

important for this prototype. Figures 8.5 and 8.6 illustrate the general data format of a VCD
and a VCD Package XML meda-data file.b

The VCD XML meta-data document describes one single economic operator, the criteria it
has to comply with (sub-element of EconomicOperator) as well as corresponding evi-
dence documents, that may be embedded as binary data or referenced by an URI pointing to
external files (element Evidences). A VCD is delivered in a folder structure that contains
the main VCD XML document and may contain further files (e.g. evidence documents that

are not embedded as binary data inside the XML meta-data file).

> Defined in files VCD.xsd and VCDPackage.xsd in the folder
prototype/specification/data-schema/

6 Graphic taken from Altova XMLSpy.
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Figure 8.6: VCD Package XML schema

The VCD Package XML meta-data file describes, among other things, the tenderer structure
consisting of the number and relationships of economic operators (e.g. tenderer and sub-
contractor) preparing a bid (elements SingleTenderer and BiddingConsortium).
A VCD Package is delivered as a zip archive containing the XML meta-data file along with
the VCDs of one or more economic operators (depending on the tenderer structure). The

general structure of a VCD Package is depicted in figure 8.7.
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Figure 8.7: VCD Package structure

Two further document types are derived from these data formats: A VCD Skeleton, which is
a VCD with the difference that no binary data or external document references are included.
It serves as a support for economic operators to provide evidences required to prove their
compliance with the qualification and selection criteria. A VCD Package Skeleton, which
is similar to the VCD Skeleton an "empty" VCD Package, contains only VCD Skeletons

indicating the required evidences, but no binary document data.



Chapter 9

IMPLEMENTATION AND DEPLOYMENT

After the description of the analysis and design, this chapter will now focus on the imple-
mentation and deployment phase of the development process. The following sections will
provide an overview about the technical system architecture and infrastructure as well as
the implementation of the prototype’s components. Similar to the previous chapter, the in-
formation in this chapter are intended to provide a complementary view to the specification
document on the tasks and results of the service assembling phase. All technical details are

described in the specification document on the enclosed DVD.

9.1 System Architecture

The components identified in the previous phases comprise the system architecture as de-

picted in figure 9.1.

Core components in this architecture are the web services, that can be accessed through
their interfaces via the network (i.e. the Internet). These services can either be accessed
by applications, that provide the user interfaces as well as additional business logic, or by
processes that orchestrate existing web services. Via the network, it is also possible for web
services to access other web services. The User Management and Document Manager web

services provide the interfaces to persist and retrieve data in the system’s data store.

With the Internet as the technical communication layer in this architecture, it is possible
to flexibly re-arrange or add further web services, applications and orchestration processes.
Because of the prototyping approach applied for this architecture, it only provides a low SOA
maturity that renounces the installation of a central integration component (i.e. an Enterprise
Service Bus), indicating that the components communicate with each other peer-to-peer and

not via a central service bus.
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Applications Processes
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Figure 9.1: System architecture

An overview of the technical infrastructure for this prototype from the deployment viewpoint

is illustrated in figure 9.2.

User interfaces

( ) Network

VCD System
' components
JBoss MySQL Intalio -
Application Server / Database Server business process
web service engine runtime engine

Figure 9.2: Technical system infrastructure

The components of this system architecture are deployed on the corresponding technical
infrastructure components as identified in chapter 7. In particular, web applications are de-
ployed on the JBoss Application Server, web services on the JBoss web service engine inte-
grated in the application server. A MySQL Database Server hosts the database used for the
system’s data store, and executable business processes are deployed on the Intalio business

process runtime engine.
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Implementation issues concerning the web applications and web services of the prototype

will be discussed in the following two sections.

9.2 Web Services

This section will give a brief overview of the implemented web services by describing their
general purpose and operations. Further details about functional requirements, service con-
tracts, interfaces and message types can be found in the specification document on the en-
closed DVD.

VCDSkeletonGeneratorWs

The VCD Skeleton Generator Web service is a service that receives information about qual-
ification and selection criteria (from a Call for Tender document) as well as a tenderer struc-
ture (manually entered via a user interface) and generates a VCD Package Skeleton (see
section 8.3). The generated VCD Package Skeleton will be returned to the requester and is
(optionally) stored in the VCD system data store. The ServiceContract of the VCDSkeleton-
GeneratorWS specifies the interaction between service consumers and the service provider
through the Servicelnterface. Possible consumers are the VCDCompilerWS (see next sec-
tion), Web applications or other system components. The provider is the VCD Skeleton

Generator web service. The purpose of the provided operations is described in table 9.1.

Operation Description

GenerateVCDSkeleton  Receives a request to generate a VCD Package Skeleton
based on the data specified by the request parameters and
returns it to the requester.

AutoGenerateVCD Receives an object id of a GenerateVCDSkeletonRequest

Skeleton object stored in the system data store to generate a VCD
Package Skeleton. Instead of returning the created VCD
Package Skeleton, this method stores it in the VCD system
data store and returns the id of the persisted object.

GetEvidenceList Returns a list of evidences that prove a criterion under the
ForCriterion legislation of a specific target country. This operation sim-
ulates the criteria mapping.

Table 9.1: Operations of the VCDSkeletonGeneratorWS
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VCDCompilerWS

The VCDCompilerService is a service that receives a VCDPackageSkeleton along with a
set of evidences and compiles them into the Skeleton in order to return the compiled VCD
to the requester. ServiceContract of the VCDCompilerWS specifies the interaction between
service consumers and the service provider through the Servicelnterface. Possible consumers
are web applications or other system components. The provider is the VCD Compiler web

service. The provided operations are described in table 9.2.

Operation Description

compileVCDPackage Receives a VCD Package Skeleton and a list of required
evidences. The evidences are stored in the VCD system
data store, the VCD package is returned to the requester.

autoCompile Receives an ID of a VCD Package Skeleton stored in the

VCDPackage VCD system data store. It retrieves this package skeleton
and collects the required evidences from the VCD System
Datastore and compiles the VCD Package, which is then
stored in the VCD system data store. The id of the stored
object is sent back to the requester.

Table 9.2: Operations of the VCDCompilerWS

VCDDocumentManager WS

The VCDDocumentManagerWS is a web service that stores and retrieves VCD objects (i.e.
VCDs, VCD package skeletons, evidences). The service uses the system data store to store
meta data for each object as well as the binary data of an object. The ServiceContract of
the VCDDocumentManagerWS specifies the interaction between service consumers and the
service provider through the Servicelnterface. Possible consumers are the web applications
or other system components. The provider is the Document Manager web service, providing

the operations described in table 9.3.
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Operation Description

storeVCDDocument Receives a VCD Document and stores it in the VCD System

data store.
getVCDDocument Returns a VCD Document, if this exists in the data store.
getEvidence Returns an evidence document for a given evidenceType-
DocumentByCode Code.

Table 9.3: Operations of the VCDDocumentManagerWS

UserManagementWS

The UserManagementWS is a web service responsible for the registration and authentication
of users within the VCD System. Its main purpose is to check the login credentials of users
trying to access the web application user interfaces. Additional functionality includes the
registration of users and organizations. The ServiceContract of the UserManagementWS
specifies the interaction between service consumers and the service provider through the
Servicelnterface. Possible consumers are the web applications. The provider is the user

management web service. The purpose of the provided operations is described in table 9.4.

Operation Description

isAuthenticated Checks if a user with a given username and password is
registered in the system.

Table 9.4: Operations of the UserManagementWS

AutoCreateVCDPackageWS

The AutoCreateVCDPackageWS invokes a process service that orchestrates the above speci-
fied services into a single one. It implements the use case Automatic creation of a VCD pack-
age. The orchestration is realized with the Intalio BPMS as depicted in figure 9.3. The pro-
cess service is deployed on the Intalio Process Server as a WS-BPEL process. The process
can be invoked through the interface that is represented by the pool "AutoCreate VCDPackage-
Client". The orchestrated process itself is represented by the middle pool "AutoCreate VCD-
PackageWS". The pool "VCDSystem" contains the operations of the web services that are
invoked within the defined process. The icons attached to the message flows refer to the data
elements that are exchanged between the tasks. This view on the implementation details is

usually not visible to service consumers, who only see the service interface represented by
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the top most pool. This interface is used by the AutoCreateVCDPackageWS to invoke the
process service. The corresponding ServiceContract specifies the provided operation which

are described in table 9.5.

Operation Description

createVCDPackage Generates a VCD Package based on the given Generat-
eVCDSkeletonRequest document specified by its ID.

Table 9.5: Operations of the AutoCreateVCDPackageWS
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Figure 9.3: AutoCreateVCDPackage process service
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9.3 Web Applications

The web applications provide graphical user interfaces allowing users to interact with the
system for the use cases described in chapter 8 on page 79. Besides application specific
functionality, they invoke operations of the previously described web services and provide

GUI elements to allow users specify the required data for the web service’s input parameters.

The VCD Package Skeleton Generator Application supports economic operators in cre-
ating a VCD Package Skeleton. It invokes the VCDSkeletonGeneratorWS and provides
required GUI elements to specify the qualification and selection criteria (through an upload

of a Call for Tender document) as well as the tenderer structure. It furthermore allows a user
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to invoke the AutoCreateVCDPackageWS, that automatically generates the VCD Package
Skeleton, collects required evidence documents from the system data store and generates the
VCD Package.

The VCD Package Compiler Application supports economic operators in compiling a
VCD Package. It visualizes the list of required evidences extracted from an uploaded VCD
Package Skeleton and provides GUI elements allowing the user to upload the corresponding
evidence documents. Once all documents are uploaded, the application compiles the data

into a VCD Package and provides it to the user.

The VCD Viewer Application enables different users (such as economic operators and con-
tracting authorities) view the content of VCD Packages and VCD Package Skeletons. The
focus of its implementation within this prototype is to provide a first version as a web ap-
plication that will be the foundation for the later implementation (see [Mondorf et al., 2010]
for a detailed specification). In order to specify the data presentation and user interaction
elements, the first step was to design the graphical user interface of the application. The
GUI design developed within WP2 is described in detail in the specification document on
the enclosed DVD. The implementation of the VCD Viewer is based on this user interface
design including the data presentation and user interaction elements, but is adjusted to the
data model specification of this prototype and the defined scenario. For the ongoing imple-
mentation within WP2, the functionality has to be extended to comply with the full VCD
data format specification as defined in [Mondorf et al., 2010; Mondorf and Wimmer, 2009].



Chapter 10

REVIEW OF PRACTICAL WORK

This chapter will now provide a review of the conducted work by first summarizing the main
issues and outcomes. After a critical assessment of the prototype implementation, an outlook
on further development and improvements will be provided. This also includes a comparison

and transfer of the results of this work to other related work.

10.1 Summary and Critical Assessment

The target of the practical part of this master thesis was to apply aspects elaborated within
part one of this master thesis, in particular the service-oriented approach described in chapter
4. Based on implementation objectives derived from the theoretical foundation, the project
work started with narrowing the overall VCD problem domain and the definition of an exem-
plary use case scenario for the purpose of a later demonstration of the prototype, its system
behavior and functionality. The tasks within the analysis and design phase consisted of mod-
eling the business processes for each VCD maturity stage. The general process model for the
scoped sub-domain has been derived from the process model of stage one. Further detailing
this domain through the modeling of the overall service architecture and use cases finally
allowed the identification and specification of relevant software components. These provide
system functionality on the one hand which is implemented as web services. Graphical user
interfaces on the other hand provide means for users to interact with the system. A detailed
specification of the VCD sub system domain and software components has been elaborated
to define the use cases in scope, system components as well as software requirements. This
has been the basis for the implementation of the specified software components, which repre-
sent technical implementations of the specified use cases. The technical infrastructure com-
ponents evaluated and selected (i.e. JBoss Application Server, JBoss Web Service Engine,

Intalio business process runtime engine, MySQL database) comprise the IT architecture.

All in all, the implementation objectives described in section 6.2 on page 67 have gener-
ally been achieved successfully: The sub-domain has been identified for which services

and software components have been specified and implemented following a service-oriented
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approach. The SOA paradigm has been realized by aligning the identified services to the
business processes of the target domain, by implementing reusable capabilities as web ser-
vices and by providing an infrastructure that supports technical interoperability, re-usability
and loose coupling while being able to flexibly extend and adapt it to changing conditions.
However, the developed service-oriented architecture has a low maturity concerning the SOA
maturity levels introduced in section 4.1.4 on page 41. The primary reason for that is the lim-
ited size of the target domain that only provides a small set of use cases, services and system
components. Hence, the implemented technical system architecture only features basic busi-
ness process support and does not contain an Enterprise Service Bus as the core integration

component.

As the software components are not intended to provide full business logic as specified in the
WP2 deliverables, the software functionality only covers a minimal set of requirements suffi-
cient enough to demonstrate the functionality for the prototype’s use case scenario. However,
the implemented web applications demonstrate a possible solution for providing the user in-
teraction elements within this I'T architecture while re-using existing functionality provided

by web services.

10.2 Further Work and Development

The most obvious need for improvements concerns the functionality of the implemented
software components. Both web applications and web services have been implemented to
provide user interaction elements and data processing functionality suitable for the use case
scenario. One example for improvements is the mapping component within the VCD Skele-
ton Generator web service: The current version only provides a simple mapping of criteria
and evidences based on a tree data structure. In order to realize the WP2 specification, this
functionality needs to be replaced by an ontology reasoning component.! Another improve-
ment in this context is the support for the CEN/ISSS specifications on Business Interop-
erability Interfaces so that software components implement common data formats for the
exchange of documents within public procurement processes. The Call for Tender document
defined for this prototype is a basic example for a BII based data format. Further modeling
and orchestration of the procurement processes of the BII specification with the installed

business process management solution would provide additional business value.

Other important and necessary improvements relate to security aspects: Most important in

this context is the implementation of a solution that enables the secure exchange of messages

I A prototype for this component has been developed in another diploma thesis, see [Miiller, 2009].
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as well as user authentication and access restrictions. The message exchange between web
services and consumers for example is not secure in terms of integrity and encryption. Hence,
the implementation of security standards for web services such as the WS-Security standard
is required. User authentication requires improvements of the prototype’s user management
component, that currently only supports basic password authentication for accessing the de-
veloped web applications. This also includes means to define and manage access rights
which have to guarantee that a user can only read or edit those information for which he has
corresponding access rights. This is especially relevant for the highest maturity stages of the
VCD maturity model which relies on the electronic on-demand collection of documents that

are stored in data stores available within the VCD system.

Further extensions concern the IT infrastructure: In order to support the management and
discoverability of deployed web services, a service registry has to be installed within the
system’s architecture. As the JBoss Application Server in combination with the JBoss web
service engine already contains such a service registry, this may be specifically used within
this system. In order to install a central integration and messaging component, an Enterprise
Service Bus also needs to be installed that allows the communication between connected
information systems in larger IT environments. The integration of the developed web appli-
cations into a portal solution may furthermore provide an aggregated view on information
and data within the system and a single point of access via a fully featured graphical user

interface.

A resulting extended architectural model of the prototype’s system architecture (see fig-
ure 9.1 on page 89) is illustrated in figure 10.1. This system architecture provides the techni-
cal means to support higher VCD maturity stages as well as higher SOA maturity levels and
allows the integration of different components that communicate via the central enterprise

service bus.
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Figure 10.1: Extended system architecture

10.3 Related Work

Related to the work of this master thesis is work package 8 of the PEPPOL project that
addresses the need for a technical infrastructure that enables the electronic exchange of doc-
uments and the inter-connection of distributed system components. Important aspects of the
project results as well as relations to the architecture developed for this master thesis will be

briefly discussed in this section.

The PEPPOL e-business document transport infrastructure (PEDRI) developed by WP8
is intended to provide the infrastructure for a secure and reliable exchange of electronic doc-
uments within the PEPPOL domain. It is furthermore designed to provide means that al-
low private companies and public sector institutions to access this infrastructure via existing
transport infrastructures, such as national value added networks or E-Procurement systems,
or directly via the Internet. This allows the technical infrastructure to be built upon the ex-
isting national solutions, which is one aim of the overall PEPPOL project (cf. section 5.1).
Furthermore, PEDRI will implement the standards and tools compliant to the CEN/ISSS

BIL2 Figure 10.2 provides an overview of the overall PEDRI architecture?.

2 See http://docs.google.com/Doc?id=dg8mxnjx_0dck65kgx and for detailed information.

3 Graphic  taken from  http://www.peppolinfrastructure.com/200809 1 6Framework Architecture2.0.ppt
(19.06.2010)
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Figure 10.2: Overview of the PEDRI architecture

The core elements within this architecture are distributed national e-business registries that
store information about the capabilities for exchanging business documents and connected
actors from different countries. These information are used for example for the address
lookup of other actors required to deliver electronic documents. Gateways will achieve
inter-connections between actors, shared registries and existing infrastructures. Message
oriented middleware will be used for these gateways, providing adapters to PEDRI specific
services as well as integrating national infrastructures. Security services provided by the
PEDRI infrastructure are for example encryption of documents with digital certificates and
certificate validation. A fundamental challenge within the PEDRI infrastructure is discov-
erability of registries and recipient endpoints. For the decentralized approach of PEDRI,
several types of registries will be used: A European top-level registry (registry of national
registries) that contains information of all national registries within the infrastructure. These
national registries in turn contain information about registered national e-business registries,
which finally contain information about the endpoints of registered actors such as private

companies and public procurement institutions.

Taking the extended architectural model from the previous section into consideration, the IT
infrastructure implemented for this master thesis provides suitable technologies and techni-
cal components to realize the PEDRI architecture through applying the SOA paradigm. In
combination with the WP2 specification of the VCD system, an architectural model sketch

may consist of the technical components and services as illustrated in figure 10.3.
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Figure 10.3: Architectural sketch of a SOA for PEDRI and VCD

This architecture foresees the implementation of a European Service Provider that hosts for
example the European registry as defined by the PEDRI architecture as well as European
VCD services. An ESB provides the integration component and gateway through which the
different national systems can be integrated. The national systems implement a National
Service Provider that hosts corresponding PEDRI and VCD services with a national scope
as well as the national registries. Private companies, public agencies as well as existing
procurement systems can be integrated through the ESBs provided by the National Service
Providers. The communication between the components and actors is conducted over the

Internet by using interfaces, for example PEDRI communication interfaces.
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CONCLUSIONS

Interoperability is one of the most important requirements for European public E-Procurement
and the exchange of documents between procuring entities and suppliers. This is caused by
a large heterogeneity concerning the technical, organizational and legal systems of different
member states. Interoperability is a characteristic of technical systems as well as organiza-
tions to be able to exchange and process data electronically. To achieve this, several issues
concerning technical, semantic, organizational, legal and political dimensions have to be ad-
dressed. Several standardization efforts are being conducted, each targeting interoperability
issues of specific dimensions, such as the UBL for the technical and semantic level or the
CEN/ISSS BII for the semantic and organizational level. In the European Union, several
frameworks furthermore target the legal and political harmonization across member states,
such as the Public Sector Directive or the EIF. These standards and frameworks provide
important inputs for the system design and development. The PEPPOL project aims at de-
signing and developing an interoperable European public E-Procurement system, hence the
work heavily relies on and uses the aforementioned standards. Work package 2 in particular
develops data formats based on UBL and the BII specifications. Furthermore, the VCD sys-
tem requires a technical architecture that supports the electronic exchange of documents as

well as interconnections of heterogeneous and distributed information systems.

The SOA paradigm provides a suitable approach to realize such system architectures, in that
system components can exist autonomously, are loosely coupled and able to exchange and
process information used within business processes across organizational boundaries. The
approach, methodologies and technologies behind that paradigm represent a current evolu-
tionary stage of the development of distributed system architectures that promotes the use
of existing technologies, standards and methodologies following certain service-orientation
principles. These principles facilitate interoperability and loose coupling of autonomous and
heterogeneous system components that are technical representations of the SOA services
and can be flexibly re-used within business processes. Hence, this approach in combination
with the aforementioned interoperability standards provides necessary means for the devel-
opment of an interoperable technical and organizational environment for European public

E-Procurement.
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A possible service-oriented development process follows a top-down approach, starting with
an analysis and design of the business domain and relevant business processes. These are
broken down into sub-components and process tasks that represent the services provided
within the domain. Several standards exist such as UML and SoaML for domain and service
modeling as well as BPMN for business process modeling. In order to technically real-
ize these services so that they can be re-used within business processes or by other technical
components, a suitable implementation technology is the web service platform, as it provides
standardized means for discoverability, re-usability, loose coupling and technical interoper-
ability. Accordingly, business processes comprising business services are the organizational
components of an SOA, while web services are the technical implementations of SOA ser-
vices. For the technical infrastructure, further components are required. On the one hand,
this includes graphical user interfaces that allow users to interact with system components
and services. On the other hand, an Enterprise Service Bus (ESB) provides the core com-
munication and integration component, allowing message exchanges between the system

components that are connected via the ESB.

However, a service-oriented architecture cannot be built from scratch. Major challenges arise
from the need for achieving interoperability on semantic and organizational levels as the
SOA approach merely focuses on the technical interoperability dimensions. Heterogeneity
is one great obstacle especially in large scale distributed environments with technical, orga-
nizational and legal differences. In combination with existing semantic and organizational
interoperability standards and frameworks, SOA provides an approach how these standards
and technologies shall be applied in order to achieve interoperable and flexible IT architec-

tures.

Part 1T of this master thesis identified a set of suitable standards, technologies and tools
and applied the developed service-oriented top-down approach to implement a prototype
covering a sub-system of the overall VCD domain. The results of this practical work provide
a relevant basis for the development of the VCD system infrastructure and its components,
and furthermore may be used as an input for the development of the PEDRI infrastructure

specified by work package 8.
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