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Abstract

This research examines information audit methodologies and information capturing methods for en-
terprise social software which are an elementary part of the audit process. Information auditing is
lacking of a standardized definition and methodology because the scope of the audit process is diversi-
fied and dependent on the organization undertaking the audit. The benefits of information auditing
and potential challenges of Enterprise 2.0 the audit can overcome are comprehensive and provide a
major incentive for managers to conduct an audit. Information asset registers as a starting point for in-
formation auditing are not specifically focusing on social software assets. Therefore this research pro-
ject combines asset registers from different areas to create a new register suitable for the require-
ments of Enterprise 2.0. The necessary adaptations caused by the new character of the assets are mi-
nor. The case study applying the asset register for the first time however reveals several problematic
areas for information auditors completing the register. Rounding up the thesis a template is devel-
oped for setting up new work spaces on enterprise social software systems with appropriate metadata

taking into account the meaningful metadata discovered in the asset register.

Diese Arbeit beschaftigt sich mit Information Audit Methodologien und Methoden zur Informationser-
fassung in Enterprise Social Software. Die Erfassung von Informationsressourcen ist ein elementarer
Bestandteil des Information Audit. Das Fehlen einer standardisierten Definition und von standardisier-
ten Methodologien fiir Information Auditing ist begriindet durch den weit gefacherten Anwendungs-
bereich des Information Audit und durch seine notwendige individuelle Anpassbarkeit an die Bedurf-
nisse der durchfiihrenden Organisationen. Die Vorteile von Information Auditing und die mdglichen
Herausforderung durch Enterprise 2.0, die mit Hilfe des Audits Gberwunden werden kénnen, sind
weitreichend und stellen einen Anreizpunkt fiir Manager einen Information Audit durchzufihren. In-
formation Asset Register als Ausgangspunkt fiir erfolgreiches Information Auditing bericksichtigen
noch nicht die besonderen Herausforderungen von Enterprise 2.0. Deshalb spannt dieses Forschungs-
projekt einen Bogen von Information Asset Registern aus verschiedenen Einflussbereichen und kom-
biniert diese, um ein neuartiges Asset Register, welches die besonderen Anforderungen von Enterprise
2.0 beriicksichtigt, zu erstellen. Die notwendigen Anpassungen, die durch die neuen Charakteristika
der Informationsressourcen verursacht werden, sind von geringem AusmaR. Das neu entwickelte As-
set Register wird im abschlieRenden Teil der Arbeit in einer Fallstudie angewendet und zeigt mogliche
Problembereiche, die beim Zusammenstellen des Registers auftreten kdnnen, auf. Als Abschluss der

Arbeit wird eine Vorlage entwickelt, welche Nutzern von Enterprise Social Software beim Erstellen von
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neuen Arbeitsbereichen behilflich sein wird, diese mit passenden Metadaten, wie sie bereits im Infor-

mation Asset Register festgehalten werden, zu versehen.
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Introduction

1 Introduction

This thesis examines the information audit with a focus on methods which are used to capture infor-
mation resources/assets during the first steps of the information audit. Information capturing is a very
important step in every well-known information audit methodology(Buchanan & Gibb, 2008, p. 4).
This chapter begins with the problem statement to point out the challenges which have to be dealt
with during the process of information auditing. To overcome all these different challenges is a reason
why further research is required in the field of information auditing. In the following section the moti-
vation for the research in this topic is stated. Not only the fast growing influence of information as a
resource in almost every industry sector is a major reason for dealing with this topic, also the benefits
as well as the problems and inefficiencies which can be conquered by the use of information auditing
are a motivation for scientists as well as companies for increasing their effort in the field of infor-
mation auditing (Henczel, 2000, pp. 210). The next paragraph takes the problems identified in previ-
ous section and the overall research goal to develop a method for information capturing in enterprise
social software as a basis for expounding the research objectives in this paper. These research objec-
tives are used for developing the research questions which will be answered in the main part of this
thesis. To conclude the first chapter a summary of the methodical approach for the creation of this
thesis is provided. For a better understanding the approach was divided in five main steps which can

be easily visualized.

1.1 Problem Statement and Motivation

The key to successful information management is recognizing information as a strategic resource (Burk
& Horton, 1988). Conquering this challenge is made more difficult because of today’s changes in the
information technology sector, the growing importance of Web 2.0 and the Internet in general is lead-
ing to a major increase in volumes of information(see figure 1.1) not only for private consumer but al-
so for companies (IDC, 2008, p. 3). Information is important today as it plays a major role as a compet-
itive factor in almost every industry sector. In economic science information is listed together with the
classic production factors labor, ground and capital today (Kendall & Scott, 1990, p. 40). As outlined
above growing volumes of information, employees lacking skills of how to deal with the requirements
of new types of software and information and other issues such as privacy, security or compliance are
making the challenge even more complicated. Adjusting the company’s information management
strategy to the requirements of information created in enterprise social software is a major issue in
practitioner literature. Not only the large volumes of information created in enterprise social software,

but also adjusting information life-cycle management and records management to the new require-
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ments and including this content into the companies enterprise search are challenges which arose

through the emergence of Enterprise 2.0 (Williams et al., 2013).

Digital Information Created, Captured, Replicated Worldwide

Exabytes
1.800

e Tenfold

1,400
o Growth in
—_— Five Years! MP3 players
inl camoras
800 Camera phones, VolP
Medcal imagng, Laptops
500 Datacentor applications, Games
400
200 Peer-10-paes, Email, Instant messaging, Videoconfere
0 CADICAM. Toys, Industnal machines, Securnty systoms, App
2006 2007 2008 2009 2010 2011

Figure 1.1: Growth of Information Volume (IDC, 2008, p.3)

To conquer these challenges it is necessary to gain a good overview of the content stored in enterprise
social software because this overview will form the basis for the development of an adjusted infor-
mation management strategy. One of the best ways to provide a good overview is an information as-
set register. Therefore it is important to check existing information asset registers to examine their
conformance with new types of information resources in enterprise social software. In contrast to
business application data(e.g. data from ERP systems) or legally relevant data like contracts most of
the content(images, videos, instant messages) created in enterprise social software as displayed in fig-
ure 1.2 is not formally managed at all (Williams et al., 2013). The Enterprise Information Management
Survey from Williams et al. also reveals that most companies have the plan to implement systems like
DMS, WCMS or CMS to manage that content. If companies are not dealing with that unmanaged con-
tent, they risk losing their competitive position in two main areas: conformance and performance.
Conformance means that legal obligations like retention periods will not be met by the company and
there is a major risk of being sued because of that. Performance on the other hand means e.g. exploit-
ing greater value from their information assets or improving information quality to foster their com-

petitive advantage(Williams et al., 2013).
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Figure 1.2: Management of Different Content Types (Williams et al., 2013)

The findings from the EIM survey make it clear that there is a need for companies to adjust their in-
formation management strategy (if existing) to the requirements of enterprise social software. The in-
formation audit and its associated information capturing methods as a fundamental part of the audit
form the basis for the development of an information strategy. Therefore it is important that existing
information capturing methods are evaluated to check their suitability for the content stored and cre-
ated in enterprise social software. Another reason why the development of a new capturing method
for enterprise social software is necessary is that those types of applications also gathered by the term
Enterprise 2.0 have mostly emerged in the last five to ten years. But most of the capturing methods
were developed in a time when those types of software were not used in companies. There may be
aspects of these new types of software that are not being captured by traditional information audit

methods.

As outlined above there are many problems concerning information management in organizations
which have to be dealt with. A first step to conquer these problems and to reduce the complexity of
the organization’s information situation is the information audit. In the last thirty years information
auditing became more and more popular in several industries such as banks or pharmaceutical firms
because they realized that information is not only a strategic resource but also has financial value like
every tangible asset (Orna, 2004, p. 45). Another aspect which motivates companies to undertake an
information audit is the risk of losing competitive advantage, if they are not exploiting their infor-
mation resources efficiently. Effective information management will also open up opportunities for

companies e.g. in developing new products (Burk & Horton, 1988). The information audit identifies the
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information resources of strategic importance and also the problems, inefficiencies and gaps relating
to these resources (Henczel, 2000, pp. 210). These insights are used to formulate recommendations
for solutions to the problems and will form a basis for the development of a corporate information

strategy/policy in the future.

However, there is no generally accepted framework for the information audit methodology which
could be used as a benchmark by companies who are willing to undertake an information audit. Sev-
eral authors have published information audit methodologies which are excelling in some aspects and
are less well developed in other aspects, e.g. Buchanan and Gibb, Henczel or Orna. Much effort is re-
quired for companies to identify the best-fitting methodology for their specific needs. Therefore re-
search is required to identify the benefits of each of those methodologies and understand which parts

each methodology is excelling in comparison to the others.

The capturing of information resources/assets is a major step in the process of undertaking an infor-
mation audit because it is used in every generally-known methodology (Buchanan & Gibb, 2008, p. 4).
In all of these methodologies the identification of information resources is the step which forms the

basis for any further analysis of the information resources (Buchanan & Gibb, 2008, p. 4).

However, there is no generally-accepted information capturing method. Some authors proposed a
method like information resource inventory in InfoMap (Burk & Horton, 1988), which is no longer up-
to-date for some types of information assets. Other methods are too specific and focus only on a spe-
cial industry sector e.g. health, education or finance. It is not only the focus and the specification of
existing templates that makes the use of those problematic; also the emergence of Web 2.0 technolo-
gies used in companies (Enterprise 2.0) necessitates the development of a new template adjusted to
these new requirements. The growing influences and expansion of Enterprise 2.0 software in organi-
zations forces scientists as well as practitioners to think about organizing information assets stored in
these applications, e.g. in information asset registers (Bughin, 2008, p. 251). Already existing methods
are not suitable for the conditions of enterprise social software. Some are just too specific or adjusted
to a specific branch like health service; others are too extensive e.g. the number of categories is very
sophisticated. Thus a new schema has to be developed using the knowledge gained during the evalua-

tion of the already existing methods.

Therefore research is required to identify, analyze and evaluate already existing methods and combine
the knowledge, gained during that process, to develop a method which focuses on the resources
stored in enterprise social software. In the end the improved method will lead to better recommenda-

tions in the synthesis part of the information audit(Buchanan & Gibb, 2008, p. 4)

4 © 2015 Universitat Koblenz-Landau, FG Enterprise Information Management
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1.2 Objectives of the Paper

The overall goal of this thesis is to develop a method for information asset capturing which is drawn
on existing methods and combines these methods in a way that an improved method is formed. The
resulting method will be specifically designed to meet the requirements of information resources

stored in enterprise social software.

For a better overview the overall goal was split into four main objectives, which are worked on se-
guentially. The objectives are used as the basis for developing the research questions which follow in

this section of the thesis.

The first objective is to identify and compare existing information audit methodologies to reflect the
current state of science on this topic. There are several methodologies published by scientists which
are used quite frequently by companies or other institutions for their individual information audit. Be-
cause most of the information audit methodologies are focusing on special industry sectors or excel in
just one part in their practical applications, it is indispensable for organizations to understand the
practical applicability of the methodology to find out which is the best-fitting for their requirements.
This question has not just to be asked by practitioners but also by scientists which are the major force
in developing new or adjusted information audit methodologies. The last sub-goal of the identification
and comparison of the information audit methodology is understanding the role of information cap-
turing in the information audit process. Information capturing is an important part of the information
audit process because it forms the basis for further analysis. Therefore not only the information cap-
turing methods used in the existing information audit methodologies are analyzed. Also methods de-
veloped by private companies or other institutions, which did not use them as part of the information
audit but to provide a better understanding of their information resources, are used during the under-

standing process and will also form the basis for the development of a new method.

The second objective is to identify, analyze, compare and evaluate existing information capturing
methods; in this case information asset registers. As previously outlined the author combines the cap-
turing methods used in the information audit methodologies with the practically applied information
asset registers which are detected by desk research. Looking at those information assets registers the
main objective of the analysis and comparison is to understand the strength and weaknesses of each
method. The major challenge is the evaluation of the methods because they each focus on needs of a
specific industry sector and therefore their focus and granularity will be diverse. Taking the ad-
vantages of each method and the combined knowledge to develop a new method is a very difficult

task because there is no benchmark method which could be used as a basis for his work.
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The third objective is the development of an information capturing method adjusted to the require-
ments of enterprise social software. As mentioned previously it is difficult to develop such a method
because there is no benchmark which could be used as a template. “Older” methods which are focus-
ing on information resources in general or are adjusted to the needs of a specific firm or branch are
used as a basis for his work. But the new needs emerging through the new types of information and
content stored in enterprise social software are also taken into consideration. Therefore the challenge
is to combine the knowledge about social software and its requirements with the generally applicable
categories and structure used in the already existing methods to create something which can be used

in a company to discover the information resources stored in their enterprise social software system.

The fourth objective is testing the practical applicability of the developed method in an enterprise so-
cial software environment as a pilot case study. After the information capturing method has been de-
veloped, there is a need for proofing its applicability in the real world. Because there is no scientific
evidence e.g. by another case study in which an information capturing method was used in a compa-
ny’s enterprise social software system, this step is indispensable for showing that the work done dur-
ing the development process can be successfully used in a real company. The case study is essential
for the further development of the capturing method because the knowledge about the method
gained during the case study is crucial. The reason for that is the provision of practical evidence which

is the basis for further adjustments of the information capturing method in the future.

The fifth objective is developing a template for information practitioners for setting up new communi-
ties or work spaces in enterprise social software systems. Today’s social software systems like IBM
Connections are lacking of descriptive metadata. Establishing a generally applicable metadata tem-
plate can be a major benefit for making the communities on the platform comparable and checking

them for actuality.

Each research objective is used for the development of the research questions which will be used as

guideline throughout the research:

RQ1: Which information audit methodologies exist, what elements do they contain and how do they

differ?
RQ2: How is the step of information capturing defined in each of these methodologies?
RQ3: Which types of information asset registers (IAR) are used in companies or other institutions?

RQ4: What are the requirements for information capture and an information asset register for enter-

prise social software (ESS)?

RQ5: How well do existing methods of information capture meet the requirements of enterprise social

software?

6 © 2015 Universitat Koblenz-Landau, FG Enterprise Information Management
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The research questions are displayed through the following research steps:

RQ2:Evaluation of
/,. information cap- N
_ [ | turing methods N o
RQ1: Analysis of RQ4:Identification RQ5: Develop-
information audit < _ >| of requirements > mentof IAR
methodologies N RQ3: Analysis of 1 | forlARinESS adjusted to ESS
information asset
registers
Step 1: Literature analysis Step 2: Desk research Step 3: Software analysis Step 4: Case study

Figure 1.3: Research Steps

1.3 Methodological Approach

The research for this thesis begins with an in-depth literature analysis on the key themes of this thesis.
The focus is on information audit literature in general and information audit methodologies specifical-
ly as well as the topic of Enterprise 2.0 and enterprise social software. Both topics are widely discussed
in scientific literature and therefore the literature discovered during the research has to be reviewed

intensively to understand what the major sources for this study are.

The research then focuses on the comparison of information audit methodologies. Therefore analysis
and evaluation of the methodologies selected during the literature review is conducted. Furthermore
a comparison of the methodologies in a spreadsheet to provide a condensed overview of the ad-
vantages and disadvantages of each methodology as well as their major steps and target group is un-
dertaken. Then the research is continued by analyzing the information asset registers which are gath-
ered by desk research. The registers gathered during that process are compared to find out which cat-
egories and items are indispensable for the development of an information asset registers for enter-
prise social software later on. The analysis will not only focus on quantitative aspects but mainly on

qualitative aspects because the registers differ widely in their scope and detailing.

The results of this analysis are used for the development of the new information capturing method for
enterprise social software. Therefore the author combines the knowledge gained from the analysis
performed previously to create a spreadsheet adjusted to the requirements of Enterprise 2.0 systems.
The spreadsheet is created in Microsoft Excel because the level of complexity has to be kept as low as
possible. This is a prerequisite for this research project since the usability of the spreadsheet is the key
success factor for its applicability. The research is completed by a case study which brings the spread-

sheet to use in real world Enterprise 2.0 environment. This step is crucial because only practical appli-
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cation allows the evaluation of usability and the detection of problems which were not taken into con-
sideration during the development phase. In the last step of the research the information asset regis-
ter is taken as a basis for developing a metadata template for new enterprise social software work

spaces.

8 © 2015 Universitat Koblenz-Landau, FG Enterprise Information Management



Theoretical Foundations

2 Theoretical Foundations

In the following paragraphs the basic theoretical terms and definitions are introduced and explained.
The two main topics are the information audit and Enterprise 2.0. This chapter begins by defining each
of these terms through the introduction of widely known definitions of leading scientist in their area
of expertise. Following the definitions both terms are examined broadly by focusing on challenges,
benefits and concepts which are relevant for a better understanding of both topics and their devel-
opment in the recent years. Both topics, especially Enterprise 2.0, are relatively new because they are
dependent on the development of information technology and the Internet. Therefore the changes in
this area in the last ten years are influencing not only companies that are using Enterprise 2.0 software
and information auditing processes but also scientist who have to adjust their methodologies and con-
cepts to these changes. However the basic foundations and concepts for information auditing were
established in the 1980s and most of those can still be applied for the development of today’s meth-

odologies.

2.1 What s the Information Audit?

Auditing is a widely used management technique which helps executives with understanding and re-
viewing their current resources and services (Boon & Botha, 2003, p. 23). The information audit how-
ever emerged due to the growth of information technology in companies in the 1970s and 1980s (Burk
& Horton, 1988). Therefore the key to developing an information audit methodology is understanding
general auditing processes focusing on other core areas like financial resources. Those general audit-

ing processes are defined by the American Accounting Associations as:

“a systematic process of objectively obtaining and evaluating evidence regarding assertions about
economic actions and events to ascertain the degree of correspondence between those assertions and

established criteria and communicating the results to interested users” (Silvoso, 1972, p. 18)

This definition is really unspecific and does not aim at a particular purpose or key aspect like infor-
mation, finance or other resources companies have to deal with. The idea of auditing resources in a
company originated from the financial and accounting department, which were the first to understand
the importance of providing a better overview of how the financial resources are used in a company to
improve processes and save cost (Raliphada & Botha, 2006, p. 242). The focus on financial resources
was the trigger for the development of auditing processes. This trigger catalyzed the emergence of
several new auditing methods like the system audit or management audit (Silvoso, 1972, p. 18). The
information audit has the same origin, it took the financial audit as a basis and looked at the auditing

process with the perspective of an information manager (Vo-Tran, 2011, p. 271). Today information
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volumes are growing at a high rate and companies are not only dealing with paper-based documents
but mainly with lots of types of unstructured data like images, transcripts or emails. With the history
of the information audit going back to the 1980s, it has become a key concept for effective and effi-
cient information management. It is simply not possible for companies to deal with all of this unstruc-
tured information and to create, manage and disseminate these without undertaking an information
audit at the first place (Vo-Tran, 2011, p. 271). The purpose of the information audit changed since it
was first defined in the 1980s. Burk and Horton (1988), who proposed their information audit meth-
odology in the 1980s, developed one of the first complete information audit methodologies which can
be used as a template for companies wanting to undertake an information audit. The focus of their
methodology is rather narrow, their guiding idea was the identification of information resources as a
strategic and competitive factor in the company to improve management of those resources and un-
derstand the value of those resources. The emphasis of their work was on document management ra-
ther than taking a wider focus including the organizational culture or structure as later definitions do.
Those definitions were proposed by Buchanan and Gibb (2007) and Botha and Boon (2003). They are
taking a wider view on the organization and include organizational perspective and a broader spec-

trum of information resources into their scope (Buchanan & Gibb, 2007, p. 159).

Many authors tried to propose a generally applicable definition for information auditing. But as men-
tioned in the previous paragraphs the scope and focus of the different information audit methodolo-
gies is varying to such an extent that it is hard to propose a standard definition which is suitable for
every methodology. However the ASLIB Information Resources Management Network introduced a

standard definition which describes the information audit as:

“A systematic examination of information use, resources and flows, with a verification by reference to
both people and existing documents, in order to establish the extent to which they are contributing to

an organization’s objectives” (Orna, 2005, p. 160)

This definition combines all aspects from other definitions by notable scholars such as Buchanan and
Gibb, Orna or Henczel. Therefore in the following paragraphs different definitions are introduced and

compared to provide a better understanding of the standard definition proposed by ASLIB.

A simple and condensed definition of the information is proposed by Dubois (1995). His definition of
the information audit describes it as “a useful information management tool with respect to the identi-
fication, costing, development and rationalization of information resources and services” (Dubois,
1995). In comparison to the standard definition Dubois focuses on resources and services and does
not include information flow and use. This limits the scope of the information audit and makes it easi-
er to apply the methodology. But by taking information use and flow into consideration the results can

lead to greater improvements after applying the counsels at the end of the information audit. Dubois’
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definition is well fitting to the early information audit methodologies like Burk and Horton with their

narrow focus.

Buchanan and Gibb broaden the scope of the information with their definition by including infor-
mation flow. In their definition the information audit is described as “a process for discovering, moni-
toring and evaluating an organisation's information flows and resources in order to implement, main-
tain, or improve the organisation's management of information” (Buchanan & Gibb, 1998, p. 34). Be-
sides adding information flow to the scope of this information audit, this definition also includes an
aim: the improvement of the organization’s information management. While Dubois only looks at
what has to be done during the audit, Buchanan and Gibbs’ definition also considers what has to be
done after the audit to convert the results for improving efficiency and effectiveness in information
management. Buchanan and Gibb take this into account because organizational success is dependent
on how organizations exploit and manage their information resources. However Buchanan and Gibb
mention several fundamental problems which influence information management negatively. Infor-
mation loss, non-compliance, increasing costs for information storing and information overload are a
few of the problems companies are facing concerning information management. To overcome these is
the goal of Buchanan and Gibb’s methodology (Buchanan & Gibb, 1998, p. 29). Thus this definition is

closer to the ASLIB definition but there are still important aspects missing.

Botha and Boon’s definition broadens the focus of the information audit even further. They describe
the information audit with the following definition: “information audit entails the systematic examina-
tion of the information resources, information use, information flows and the management of these in
an organisation. It involves the identification of users’ information needs and how effectively (or not)
these are being met” (Boon & Botha, 2003, p. 24). They include a new aspect into their definition,
which is the use of information in an organization, and how the user’s needs are being met. In com-
parison to Buchanan and Gibbs definition Botha and Boon slightly change the aim of the information
audit. Instead of focusing on the improvement of information management in general, they place a
special emphasis on the users who are one of the key success factors when it comes to improving in-
formation management. Since this thesis also focuses on Enterprise 2.0, which is the use of Web 2.0
technology in a company’s environment (see section 2.5), the concept of the user as the center of ap-
plication (architecture of participation) is one of the characteristics of Web 2.0 (O’Reilly, 2009). There-
fore the focus on information use and information user’s needs is one of the guiding ideas in this the-
sis during the development of the information asset registers in chapter four. But in comparison to the
standard definition by ASLIB, this definition is lacking focus on the improvement of information man-
agement as well as the contribution of effective information management to the company’s objec-

tives.
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The basis for the ASLIB standard definition was a definition proposed by Booth and Haines, which was
tailored to a specific case: the Regional Health Authority. Their definition slightly differs from the ASLIB
definition: “a systematic examination of information use, resources and flows, with verification by ref-
erence to both witnesses and documents, in order to establish the extent to which they are contrib-
uting to the Regional Health Authority’s objectives” (Booth & Haines, 1993). It includes the complete
spectrum considering the scope of the information audit by dealing with the information resources it-
self, the way information flows through the organization and how the information resources are used

by the employees. Furthermore it links the organization’s success with the way the employees use the

information resources.

ASLIB (Booth &
Haines)

Dubois

Buchanan &
Gibb

Botha & Boon

objectives

Activities Systematic Identification, Discovering, Systematic
examination costing, monitoringand | examination
development evaluating
and
rationalization
Focus Information use, | Information Information Information use,
resources and resources and flows and resources, flows
flows services resources management,
user needs
Aim Understand how | - Implement, Understandif
information maintainorim- | user needs are
resources proveinforma- | being met
contributeto tion manage-
organization’s ment

Figure 2.1: Comparison of Information Audit Definitions

Concluding it can be stated that while the different authors take a specific focus point in the infor-

mation audit definition, the core idea of each information audit remains the same. Providing an over-

view of the information resources and understand how the management of those resources can be

improved is the guiding concept of each definition. Whereas some authors only focus on information

as a resource, which is a position aligning to the classical resources labor, capital and ground, others

are highlighting the way those resources support organizational objectives or user needs (Kendall &

Scott, 1990, p. 40). The first position is more value-based than the second and aims at pricing infor-

mation like machines or other classical resources. In contrast the second position is based on effec-
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tiveness and efficiency issues and the way value is created by improving information use e.g. by in-
creasing productivity of the employees. In figure 2.1 the conclusion is displayed by summing up the
definitions in a spreadsheet. Therefore every definition is split into three basic parts, which are the ac-
tivities the information audit includes, the aspects it focuses on and the intended aim. The spread-
sheet confirms the conclusion above that the definitions are quite similar in their core idea but differ
in their details. The table also shows that the authors are sometimes using different words but consid-
ering their meaning the words could be replaced synonymously. This fact can lead to misunderstand-
ings when talking about the information audit. Therefore discussion of the popular terms which are

used in the field of information auditing is provided in the following paragraph of this chapter.

Since the information audit is an information management tool, on which a lot of professionals cannot
agree on the benefits gained through performing it, there are different terms which people in the in-
formation technology sector are using interchangeably. The terms information audit, needs assess-
ment, survey and other designations are used synonymously by practitioners (DiMattia &
Blumenstein, 2000, p. 178). Although these terms are used interchangeably by practitioners, it is im-
portant for researchers to clearly point out the differences between them. The information needs as-
sessment as well as the information inventory are just elements (steps) of the whole information audit
methodology and therefore the interchangeable use is not appropriate (Boon & Botha, 2003, p.24). In
the information audit far more elements are included. The main steps of the information audit are the
identification of the organization’s real information needs, the identification of the information users,
understanding where people provide themselves with information and finding out in which parts cus-
tomers get in touch with the organization. Other notable elements are the definition of information
resources and services, the determination of the organization’s real information needs and the im-
plementation of the results after finishing the audit. In summary the overall goal of the information
audit would be increasing the understanding of the information resources and where they are created

as well as how users include those information resources in their daily work (Pantry & Griffiths, 2002).

2.2 What Steps Does the Audit Consist of?

In the previous paragraph the main elements of the information audit were already introduced. How-
ever, to provide a full understanding of how the information audit process is executed in an organiza-
tion, there is a need to understand what actions have to be performed during each of these steps to
get an acceptable result at the end of the audit. Therefore a summary and introduction to one of the
first information audit methodologies proposed is provided: InfoMap by Burk and Horton. The frame-
work is chosen as a basis for this thesis for two reasons. The first reason is that this methodology is

compressed and also easy to understand for persons not familiar with the topic of information audit-
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ing and the second reason is that, besides the framework is already thirty 30 years old, the elementary
parts in each information audit methodology are still the same. Therefore many methodologies, which
were proposed after InfoMap, took InfoMap as a basis for their work. From there a good understand-

ing of InfoMap will also help working with the newer methodologies from Buchanan and Gibb, etc.

Basically InfoMap consists of four main steps; it starts with a survey phase, which is continued by the
second step with costing and valuing the information resources. After that the results from step one
and two are handled in the analysis phase. The results from that step are used for the last step, the
synthesis, in which the information resources are evaluated. The four main steps and the key elements
of each step are displayed in figure 2.2. Each of the steps is separately explained in the following four

paragraphs.

Step 1: Survey Step 2: Cost/Value Step 3: Analysis Step 4: Synthesis

Preparation: Define
purpose, select
categories, design data
sheets

Result: Knowledge of
resource costsand
values

Review: Rate and
review information
resource inventories by
their costand value

y

Execution: Review doc.
and ext. resources,
interviews

Comparison: Contrast
value with cost for each
information resource
entity

Preparation: Prepare
information resource
map and res. manage-
ment worksheets

4

Editing: Record data
and compile data sheets

Assessment: Measure
and rankinformation
resource entity costs
and values

Review: Determine
costs and characteristics
&review distribution of
information resources

Results: Preliminary
information resource
inventory

Input: Preliminary
information resource
inventory

Result: Analysis of
nature, function,
management, costand
value of potential IRs

Result: Comprehensive
knowledge base of the
corporate information
resources

Identification: Identify
corporate information
res. and their strength
and weaknesses

Input: Analysis of
nature, function,

management, costand
value of potential IRs

Figure 2.2: Overview of InfoMap (adapted from Burk & Horton, 1988)

2.2.1 Step 1: Survey

The InfoMap methodology starts with provision of a list collecting the information sources, services
and systems in the respective organization. This list or table is called preliminary information resource
inventory. The list forms the basis for discovering corporate information resources. Because it is so
important for the further steps, organizing this list in a way that it is easily understandable and reusa-

ble is crucial for the success of the information audit process. Therefore the development of a classifi-
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cation scheme for corporate information resource entities is indispensable. An example for a classifi-

cation scheme, which could be used in practice, is provided in figure 2.3 (Burk & Horton, 1988, p. 173).

Identification Number (ID) : Category: Type: Resource Name:

Location: Organizational Unit: Resource Manager: Operating Contact:

Concise Statement of Goals/Missions/Purposes Supported:

Description of Contents, Operations and Uses:

Comments and Observations:

Evaluation:
Primary Inputs: Primary Outputs: Holdings/Storage Media:
Prepared by/Date: Reviewed by/Date: Approved by/Date:

Figure 2.3: Inventory Data Form (Burk & Horton, 1988, p. 57)

The major finding of this step will probably be the quantity and diversity of the discovered information
resource entities. The main reason for that is that many resources are hidden and organizations are
losing track of the information resources their employees are using for their everyday work. The pre-
liminary information resource inventory provides more questions than answers. It is the goal of the
further steps of this methodology to provide answers to those questions. The company wants to un-
derstand how they can rate their resources in relation to their importance for the employees and as a
result of that rating which of the resources they can dispose. Another major question is how the in-

formation resource entities foster the organization’s economic success (Burk & Horton, 1988, p. 173).

2.2.2 Step 2: Cost/Value

The second step begins with the selection of measuring methods for costs and values of the infor-
mation resource. The aim is to assign every information resource entity from the preliminary infor-

mation resource inventory a suitable value. After finishing that step, it is possible to compare the val-
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ue of every entity with its cost and to define cost/value ratio to rank every entity by its contribution to

the organization’s economic success (Burk & Horton, 1988, p. 173).

In this step the organization applying InfoMap will probably find out for the first time in its history
what the total costs of its information resources are and understand which entities need further in-
vestments or cause high operating costs. These discoveries will foster its economic success because
deficiencies are detected, which prevent the organization from fully exploiting its information re-
source entities. The second major discovery is the assignment of a monetary value for each infor-
mation resource entity. Thinking about how to measure the values of each entity and how the man-
agement could probably be improved to create greater value will foster its understanding of its infor-

mation resources in general (Burk & Horton, 1988, p. 173p).

2.2.3 Step 3: Analysis

Organizational
Units

Infor-
mation
Resource
Types

UnitA UnitB UnitC etc.

wr>-4H40-d

SOURCES
Type A
Type B
TypeC
etc.

SERVICES
Type A
Type B
Type C
etc.

SYSTEMS
Type A
Type B
TypeC

etc.

TOTALS

Figure 2.4: Information Resource Worksheet (Burk & Horton, 1988, p. 120)

Step three starts with discovering how the organization’s information resource entities are distributed
throughout the organization. One key method to display the distribution is the information resource
worksheet (see figure 2.4). In the information resource worksheet each information resource is as-
signed to a category whether it is a system, service or source. After the categorization they are related

to the organizational unit/department, where they are located (Burk & Horton, 1988, p. 174).
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<€— MEDIA/CONDUIT CONTENT —™>
Information
resource
FUNCTIONS entity €
Information
resource
entity A
Information
resource
HOLDINGS entity B
Information
resource
entity D

Figure 2.5: Information Resource Map (Burk & Horton, 1988, p. 139)

Another method which is essential for the organization’s understanding of its information resources is
the information resource map (see figure 2.5). It highlights the characteristics of its information re-
source entity by displaying them in terms of two spectra. The first one is the holding/function spec-
trum which rates if the entity is more a static like a database or more dynamic like a news feed. The
second spectrum evaluates each entity by deciding if it is more content-based like a business report or
media-based like a promotional video. However there are many entities which stand between the
lines and therefore find themselves in the middle of the map. After finishing those two mapping tech-
niques the analysis is completed by checking how/if the information resource entities are part of the
organization’s chart of accounts and if the company’s financial controls are considering them while do-

ing their work (Burk & Horton, 1988, p. 174).

The construction of those maps and charts will lead to a multitude of findings. Dealing with these enti-
ties too such an extent as it is required for the analysis step will increase the understanding of each of
them because most companies have never dealt with their information resources so intensively. The
discoveries from that step comprise a broad spectrum. The organization will learn how and which em-
ployees are using a specific information service. Furthermore it will increase its understanding of how
the management of the information systems in use is organized between the different departments

(Burk & Horton, 1988, p. 174).

With the help of the information resource map the auditors can easily visualize how the organization’s

information resource entities are naturally grouped. This grouping does not cause any further effort
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because the information resource map is part of the analysis process. By putting them into groups
and/or clusters the management of the information resources will be facilitated because the similarity
of information resource entities can be exploited by using the same management principals/methods
on each group. Furthermore auditors can discover how and if the respective information resource en-
tities are represented in the company’s financial accounting. If it is not possible to detect its infor-
mation resource entities in the company’s balance sheet, its information costs cannot be calculated or

just estimated (Burk & Horton, 1988, p. 174).

2.2.4 Step 4: Synthesis

In the last step of the methodology the data collected during the previous steps is merged to improve
understanding of what the organization’s real information resources are and what strategic value they
have for the company. Furthermore the performance of each entity can be evaluated by its effective-
ness and efficiency. Recognizing the organization’s strategic information resources out of its prelimi-
nary information resource inventory begins with the definition of information resource criteria which
are applied to each information resource entity during this process. After the recognition the synthesis
process is continued by evaluating the strengths and weaknesses of each information resource. For a
better understanding those resources are compared not only against criteria statements but also
against each other or resources from competitors. This supplement will improve the auditor’s evalua-
tion because strength and weaknesses are often not measurable in absolute numbers but they can be

evaluated in relation to each other (Burk & Horton, 1988, p. 174p).

A further discovery during the identification process of the organization’s information resources is
management problems concerning these resources. Solving those issues is crucial because the sys-
tems, services and sources, which are recognized as its information resources, are the ones on which
the organization’s economic success is dependent on. Some of those need to be addressed directly
because they endanger the company’s success; others are less threatening and can be dealt with over

time (Burk & Horton, 1988, p. 175).

After finishing the entire four steps the methodology provides a broad overview over the organiza-
tion’s information resources for the first time. It is possible to identify the corporate information re-
sources, where they are located in the company and what they contribute to the company’s success.
This overview is easy to understand even for people outside of the subject area because it is provided

by simple tools for visualization (Burk & Horton, 1988, p. 175).
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2.3  Why Should it be Applied?

DiMattia and Blumenstein (2000, p. 178) argue in their paper that there are many researchers as well
as practitioners who question the benefits of using an information audit. Some authors state that
there is not enough practical evidence because only view information audits were conducted and
documented in a way that the benefits would come out. Others argue that the reason the results of
the information audit are not useful for organizations is the lack of a clear definition, which makes the

results of different audits not comparable.

But the lack of a clear definition must not be a drawback. It is also the strength of the different existing
methodologies that they focus on different purposes. Some are more focused on the costs and values
of the information resources; others are putting their spotlight on the alignment of information re-
sources with the corporate strategy and objectives. However, there is one goal, which all information
audit methodologies have in common: identifying the organization’s information resources and re-
qguirements is so basic for every methodology, that it can be commonly agreed on (Buchanan & Gibb,

1998, p. 34).

2.3.1 The Six Categories of Benefits

Different authors have carved out a multitude of benefits that result from applying an information au-
dit. In the following paragraph these benefits are grouped and overviewed by the frequency of their
appearance. For a better overview the benefits are divided into six basic categories. In the first catego-
ry all benefits concerning the employees and what could be improved in their information handling.
The second one focuses on law and rules, which means that meeting the local legislation and devel-
opment of framework/templates for dealing with information are the main areas. Furthermore the
third category summarizes all benefits for information strategy, meaning that it deals with how the in-
formation audit can help in strategy development. In the fourth category all benefits for the manage-
ment/executives are gathered. While getting the management’s support is one of the key starting
points to the information audit, there are many further benefits which could persuade the manage-
ment of undertaking an information audit. In addition the fifth category deals with purposes for un-
dertaking the information concerning the information itself. The focus is on the problems with infor-
mation, which the company is dealing with at the moment and how they can be overcome by the in-
formation audit process. The last category is higher-level or future aims. Benefits gathered under this
category are those which could be initiated through the information audit. But they only take the au-
dit as a starting point and need further elaboration. In the table (see figure 2.6) below those six cate-
gories are visualized. For a better understanding more detailed elaboration on these benefits is pro-

vided in the following paragraph.
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Employees

Strategy

Compliance/
Rules

Management

Information

Higher-level

- train employees to
improve understan-
ding of information

- identify training
needs for better
information exploi-
tation

- create awareness
for the value and
benefits of infor-
mation resources

- identify external
and hidden re-
sources and include
them into infor-
mation resource
management

- evaluate infor-
mation use and how
effectively infor-
mation inputs are
processed

-increases under-
standing of
information systems

- information audit
forms the basis for
information
strategy deve-
lopment

- discover infor-
mation as a strate-
gicresource

-align IT invest-
ments with infor-
mation strategy

- verify the prove-
nance of informa-
tion to protect
intellectual property
(copyright)

- establish proper
access right to
foster information
security

- develop a frame-
work with common
standards and
procedures

- monitor and evalu-
ate conformance
with legislation and
policy guidelines

- create awareness
for information
management

- detect true costs
and value of infor-
mation resources

- improve infor-
mation mana-
gement systems

-include informa-
tion into corporate
accounting

- use information
for competitive
advantage

- identify res-
ponsibilities for
eachinformation
resource

- recognize needs
for additional
information

- identify centers of
expertise

- identify duplicate
information

- discover gapsin
information
provision

- detect information
overload and sup-
port conquering it

- discover strength
and weaknesses of
concerning infor-
mation

- use information

resources for new
product develop-

ment

- adapt organiza-
tional structure to
the strategic infor-
mation resources

- design informa-
tion architecture
which relates the
business model to
the information re-
sources

- develop budgeting
standards for
corporate infor-
mation resources to
support future
investments in
information tech-
nology

Figure 2.6: Benefits of the Information Audit

2.3.1.1 Employees

The first two areas of benefits introduced are the employee and management category. Both catego-
ries are people-related categories. As outlined beforehand the information audit’s main goal is identi-
fying the corporate information resources. In today’s economic environment more and more compa-
nies are using information systems which include features of Enterprise 2.0. There is a change from
classical electronic data stored e.g. in databases to data which is created and stored in the companies
enterprise social software(Williams et al., 2013). While in the 1980s or 1990s the machines itself and
the people operating them were the main factor, today’s systems are socio-technical systems, which
means, that the user is in the center of attention and user participation is the key factor for the suc-
cess of those systems (O’Reilly, 2009). Therefore not only the thematic focus of this thesis, also the
general development on the market for information systems dictates to put the people dealing with

the system in the spotlight.
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For both, the managers as well as the employees the term awareness plays a major role, when dealing
with benefits of the information audit. On the one hand the audit creates awareness of the im-
portance of information resource management on the executive level (Buchanan & Gibb, 2007, p.
160), on the other hand it sensitizes the employees for the benefits and values of the information re-
sources, they are using for their daily work (Boon & Botha, 2003, p. 25). Furthermore the employees
are trained in information management during the auditing process as a free side effect process be-
cause they are included into the process by the auditors (Boon & Botha, 2003, p. 25). Another second-
ary effect of including the employees into the process is the identification of missing skills in infor-
mation management. This lack of skills can be converted into training needs, which will help the staff
to effectively exploit their information resources (Pantry & Griffiths, 2002, p. 44). Furthermore the
employees are using hidden or external information resources in their daily work, which are not rec-
orded in a register or totally unknown to the companies. Discovering this resources and including
them into information resource management will foster their exploitation (Pantry & Griffiths, 2002, p.
44). But there are not only benefits in exploiting hidden resources, also already recognized resources
have to be analyzed, if employees are using them too their fullest capabilities. Therefore the infor-
mation audit looks at information inputs and how the employees process these inputs into the corre-
spondent output. This can lead to a major increase in productivity (Boon & Botha, 2003, p. 25). The
last benefit concerning the employees is that the employees are able to better understand the infor-
mation systems in use after the process. During the process they are sensitized for the wasted oppor-
tunities through not using the system with its full functionality. The employees themselves seeing the
information system as a supporting factor to their work is probably the most significant benefits in this

area (Pantry & Griffiths, 2002, p. 44).

2.3.1.2 Management

While getting the support of top managements is one of the major challenges starting an information
audit, the benefits elaborated on in this paragraph help persuading the managers to undertake an in-
formation audit (Boon & Botha, 2003, p. 35). The first benefits for the management is that probably
for the first time they will get a holistic overview of their true information costs and values. In compar-
ison to the classical resources valuing and costing information is a way more difficult task. Therefore
the information audit methodologies hand over some helpful method for this task. However there is
no method for perfectly valuing corporate information resources exactly on the cent. As a result of
that fact information valuing is a research field, which will become even more important in the future
(Pantry & Griffiths, 2002, p. 44). Putting a number on each information resource for costing and valu-
ing them is also in the interest of the company’s accounting department. Representing information re-

sources in the balance sheet of each company is a complicated task. In today’s economic environment,
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in which for some companies, especially in the information technology sector, information is the most
important resource. Therefore the work done during the information audit will be highly appreciated
by the accountants (Burk & Horton, 1988, p. 176). Another aspect is the detection of problems and in-
efficiencies concerning the corporate information system. This will help in improving the current use
of the system or even further lead to the recognition that the problems could not be overcome and a
new system has to be implemented (Pantry & Griffiths, 2002, p. 44). On a higher level the information
audit will even help in developing new products. Especially when the company is resident in the in-
formation technology sector, increasing the understanding of corporate information resources and
this insights could be used for improving the company’s products to excel its main competitors
(Buchanan & Gibb, 2007, p. 160). Furthermore the management and especially the chief information
officer are interested in how the responsibilities for each resource are assigned to the employees. If
there is no clear assignment for each resource, the efficiency in using this resource can be decreased.
Therefore after performing the information audit the company probably for the first time gets a full
overview and can identify problems in the management of each resource and overcome them by as-
signing clear responsibilities (Booth & Haines, 1993, p. 231). The following aspect concerning the man-
agement’s perspective is that the information audit will provide hints where employees or whole de-
partments need additional information to improve their working processes. Because the information
also includes looking at what data the employees need to do their work, gaps in information provision
can be easily identified and overcome by acquiring additional information (Pantry & Griffiths, 2002, p.
44). The last benefit is the identification of centers of expertise in the company. These insights will be
a great help for the management, because they now get an overview of the key players in information
management in the organization. They can now help the responsible employees to disseminate their
knowledge in their area of expertise which could be beneficial for the company because now the em-
ployees can profit from this expertise and use it to increase their productivity. This will be a first step
to change the organizational structure from isles of knowledge to a knowledge basis which is available

for the company’s employees (Griffiths, 2011, p. 216).

2.3.1.3 Strategy

The next category for grouping the benefits is strategy. The term strategy in this case includes infor-
mation strategy as well as the company’s strategy as a whole. If the company has already an infor-
mation strategy in place, the audit will help to adjust the strategy to the findings from the information
audit. Otherwise the information audit forms the first step for information strategy development.
With the help of the overview about the current information situation, the audit is a perfect starting
point because the individual information about the organization’s information resources can be

merged with the well-known frameworks for information strategy to create a result well-fitting to the
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companies needs (Buchanan & Gibb, 2007, p. 160). A more fundamental benefit is the discovery of the
status of information as a strategic resource. The strategic resource management is a key success fac-
tor for companies. With the increasing importance of information as a resource (as outlined in the mo-
tivation) applying principles and frameworks of resource management is crucial for the company’s
success. Therefore the evaluation of the resource management status of the corporate information
resources is an elementary benefit of the audit (Boon & Botha, 2003, p. 25). Another higher-level
benefit is the integration of information technology investments with business strategy. When the
management has to decide whether it should buy a new or adapt the old information systems to the
needs of the employees, it can take the analysis and evaluation part of the information audit as a basis
and purchase this systems by aligning the acquirement to the respective business strategy. This is a
major benefit of the information audit because it will provide valid criteria for the new information
system’s buying decision. A lot of the first steps during the introduction stage can be abbreviated or

facilitated with the help of the information audit report.

2.3.1.4 Compliance and Rules

Another category summarizes the benefits concerning rules and compliance issues with information as
well as general business rules or frameworks which could be applied in information management. A
major problem referring to this topic as well as in the information age in general are copyright issues
and intellectual property. Especially when the employees are using external resources for their daily
work, they have to be careful to not violate copyright laws and if they are using this information, e.g.
for the publishing a brochure, they have to mark the provenance of this material to avoid being sued
by the owner of the information resource. These compliance risks mostly appear in companies with
meanly developed information management. As the information audit will definitely improve infor-
mation management, the risk of being sued will be decreased (Griffiths, 2012, p. 41). Other up-to-date
topics are information security and privacy issues. In many company’s today access rights for infor-
mation are not properly defined. Companies are taking a major risk by not controlling the access to in-
formation resources. Employees deleting or modifying relevant business information as well as giving
them access to confidential material can negatively influence the company’s business objectives. A
more advanced risk is corrupt employees, if those have access to confidential data, losing the compet-
itive advantage over the organization’s rivals or even its trade secret which can be a risk to the contin-
uance of the company are major threats. Therefore the identification of the access rights with the help
of the information audit is the basis for avoiding this risk. The second aspects are privacy issues, the
customer’s or employee’s personal data has to be protected from foreign access. Since privacy is a
topic of increasing importance, because of recent events like the theft of customer data through hack-

ers at big companies like MasterCard or Sony, many companies have to consider if there information
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security standards are sophisticated enough to stand up to current threats. The information audit
supports them in that decision by evaluating those security standards and identifying where they have
to be improved to decrease the risk of losing confidential customer data (Griffiths, 2012, p. 41). All of
these law-related aspects can be summarized under the term conformance. This means that the com-
pany after performing the information audit will have a much better understanding of how they are
meeting information-related standards like industry standards. Especially within the exchange of data
with customers or suppliers, the use of commonly applied data formats can be beneficial to avoid
spending extra money on converters. But conformance not only relates to standards, it also means
meeting general law like the Bundesdatenschutzgesetz (BDSG) or Telemediengesetz(TMG) and other
aspects like policy guidelines, if the company has an information management policy in use (Buchanan
& Gibb, 2007, p. 160). Another aspect which is more headed in the future of the company is the de-
velopment of a framework with information management standards and procedures. After finishing
the information audit the company can use the results to understand where the implementation of
procedures would foster the effectiveness and efficiency of the employee’s workflows. Therefore the
company could use commonly known information management frameworks like COBIT or the like and
adapt them to the needs of the organization identified during the information audit (Booth & Haines,

1993, p. 231).

2.3.1.5 Information

The fifth category gathers benefits dealing with the information or information resources itself. They
are the most fundamental benefits and will be the first and easily achievable improvements from the
information audit. One of the first results of the information audit is the identification of gaps and du-
plications in information provision. Every company performing an audit will identify those problems
because they are very common on the one hand because of the growing information volumes (IDC,
2008), on the other hand because of the growing complexity of information systems and software.
The employees which are lacking skills in dealing with those problems will highly benefit from these
outcomes because the responsible information manager can close these gaps and offer proper in-
struction for the information system (Booth & Haines, 1993, p. 231; Pantry & Griffiths, 2002, p. 44). A
further aspect concerning the information resources themselves is the analysis of strength and weak-
nesses of each resource. By looking at every resource in detail with the help of tools like the infor-
mation asset registers, every resource will be evaluated by multiple criteria. And the comparison be-
tween different resources supports identifying strong and weak points for each of them. As a result
the strong points of a resource can be used and adapted to other resources to overcome the weak-

nesses (Boon & Botha, 2003, p. 25).
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2.3.1.6 Higher-level

In the last category the higher-level benefits of the information audit are summarized. In this case
higher-level means that the benefits are not directly visible like most of the others mentioned in the
previous paragraphs. After establishing the suggested recommendations from the information audit, it
will take a probably several month or years until the intended objectives are noticeable. Furthermore
benefits which are concerning a broader spectrum than information management and for example
positively influence the organizational structure or strategy are also included in that category. One of
these benefits is the usage of the newly discovered strategic information resources for new product
development. After establishing information resource management in the company information re-
sources could be exploited a much greater extent. Using the findings from the information audit and
including the newly discovered information in new products will improve the products and probably
create greater customer satisfaction which will lead to higher sales quantity (Burk & Horton, 1988, p.
176). A further aspect is the opportunity to adapt the organizational structure to the needs of corpo-
rate information resources. The existing organizational structure will probably focus on the classic re-
sources like human or finance and therefore not be appropriate for the challenges and opportunities
information brings up. For a better exploitation of the chances the information audit provides guide-
lines and recommendations to adjust the organization’s structure and take into account how infor-
mation contributes to organizational objectives (Burk & Horton, 1988, p. 176). Another benefit is that
the information audit offers the opportunity to design an information architecture which improves the
way information resources are handled. The information architecture relates corporate information
resources and flows with the current business model. Therefore the employees will be able to use the
information resources more effectively (Burk & Horton, 1988, p. 176). The last aspect is in the area of
budgeting and accounting. As already outlined in the management category valuing is a crucial organi-
zational factor which is a major struggle for every company today. The topic of information valuing is
not fully discovered and therefore representing information in the company’s chart of accounts is an
almost irresolvable task. To facilitate that task most information audit methodologies provide account-
ing standards and procedures which support the accountants in costing and valuing the corporate in-
formation resources. This will not only help in understanding where money is spent on information as
well as which resources are the most important regarding their value. It will also support the decision
where money is spent on when investments in information infrastructure are necessary in the future

(Burk & Horton, 1988, p. 176).
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2.3.2 Summary

In the following paragraph a condensed statement of the benefits elaborated on in the previous sec-
tions is introduced. The final outcome of an information audit is the information audit report which
summarizes the steps taken and insights occurred during the process. The most important part of that
report is the recommendations for future actions because they are the reason why the management
has approved of undertaking an information audit in the first place. The implementation of those rec-
ommendations in day-to-day work practices at the company is probably the last challenge of the in-
formation audit; however with including the employees and the management in the audit process in
the first place, this challenge will be facilitated a lot. The second outcome of the information audit is a
proposal for a new information strategy. The purpose of implementing such a strategy taking the audit
results as a basis is putting the organization’s information management in relation with its mission and
objectives (Buchanan & Gibb, 1998, p. 46; Buchanan & Gibb, 2007, p. 160). The primary goal and ben-
efit of the information audit is fostering effective information management (Raliphada & Botha, 2006,
p. 242) and improving the quality of information service (DiMattia & Blumenstein, 2000, p. 178) in or-

der to exploit information for competitive advantage (Boon & Botha, 2003, p. 24).

2.4 What Challenges Have to be Faced during the Information Auditing Process?

In the previous chapter the benefits of applying in an information audit in an organization are broadly
outlined. The information audit is such a multi-functional and comprehensive tool that it affects wide
areas of the company. And while it can bring many different benefits concerning almost every de-
partment at the company, the challenges arising before, during and after performing the information
audit will be just as numerous. Understanding those challenges beforehand, managing them during
the audit and overcoming them after finishing the process are major tasks to information practition-
ers. Not only the numerous areas it affects but also the set of skills needed for performing is a major
challenge. The information audit team cannot only be composed of information professionals, exper-
tise from other areas like accounting, project management and human resource is needed to perform
the audit to a satisfying degree. The challenges arising because of that are mainly triggered by the high

complexity of the audit.

However, as already outlined in the motivation, the lack of consensus on the information audit meth-
odology and missing practical advice because only a few information audits performed were docu-
mented in a detailed case study, are the most commonly mentioned ones in literature. As Buchanan
and Gibb (2007, p. 161) stated the lack of a “standard, agreed methodological approach” is a challenge
every practitioner can agree on. The IT professionals performing the audit are facing multiple methods

and techniques for information auditing. Some are very extensive, other are just frameworks which
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only provide the silhouette of the audit but no concrete and applicable methods. Because of that the
practitioner has to find the methods, he needs for performing the audit on his own, which is compre-
hensive task before starting the information audit. Some argue that there is no standard approach
needed because the methodology has to be adjusted to the specific needs of the company. But the
lack of evidence e.g. by case studies is a major problem because the methodologies are not evaluated

by their usability (Buchanan & Gibb, 2007, p. 161).
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Figure 2.7: Challenges for the Information Audit

Not only the lack of a standard methodology is a challenge, there is also a lot of literature and practical
evidence missing or not accessible. Those barriers are delaying the agreement on common standards
even more. This is caused by several circumstances. Some elementary literature especially from the
beginning of information auditing is just missing because it was not digitalized after it was published
on paper and is therefore not accessible. Some of the material was not published or a just limited to
internal access until today because the papers including case studies with insightful facts were per-
formed by students for their master theses or they are containing confidential material. Furthermore
there are many authors from different countries who published their work in their native language.

This problem can be solved with the help of translation but it still limits the circle of addresses because
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literature databases for the topic information audit are not including papers published in not so wide-
ly-read languages. To fully understand the whole scope of literature in information auditing the equiv-
alent terms and key words have to be translated into English and transferred into those databases

(Griffiths, 2012, p. 47p).

Furthermore the high complexity of the information audit leads to another huge challenge. Not only
that performing the audit can be very time-consuming which is acceptable for some companies if the
amount of time consumed leads to great benefits in information management. But in most cases a
high amount of time spent on information auditing also causes high costs. On the one hand the infor-
mation professionals performing the information audit have to be paid for their working time, on the
other hand the employees will be detained from work because they are included in the auditing pro-
cess and their expertise and knowledge is needed to make the audit beneficial. Because there is still
little practical guidance on information auditing and knowledge on how to adjust the audit to the indi-
vidual objectives and circumstances of the organization, the tailoring of the methodology will be not

only a difficult but sometimes a irresolvable task (Buchanan & Gibb, 2007, p. 161).

One of the key success factors of the information audit is also a major challenge. The support from top
management is a starting point for a successful information audit (Boon & Botha, 2003, p. 35). But it is
hard to persuade the managers of the need to undertake an information audit because as already out-
lined in this paragraph the audit can be very costly and time-consuming. The benefits and purposes
outlined in section 2.3 can probably excel those costs but they are not that easily measurable because
putting value on information is complicated and a task which researchers are still heavily working on
today. While there is still more research needed on determining the economic value of information
(Boon & Botha, 2003, p. 36), Swash (1997) outlines that tracing the full contribution of an information
resource to the achieving the companies objectives is probably not measurable at all. Therefore over-

coming that challenge will be a difficult task and needs auditors who are highly persuasive.

Another challenge is that the information is always described as a routine task, which has to be re-
peated frequently to be fully successful. Although many authors are stating this as an indispensable
fact, most case studies and practical experiences are not taking that into account (Boon & Botha,
2003, p. 37). However, companies are performing the audit and do not continue with it after the initial
auditing has been performed. This will limit the success of the audit because the quickly changing in-
formation resources in today’s information environment require continuous evaluation. The infor-
mation auditors should ask for advice in other auditing professions like financial auditing because
those audits are performed regularly (Boon & Botha, 2003, p. 37). Furthermore many authors are just
looking straight at the methodologies and how the audit itself could be performed. They are missing

out on looking at the results of the information audit and the changes and recommendations which
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have to be implemented after the audit. Without making this implementation a successful undertak-
ing, the results of the audit will be useless. However, advice is missing on how this can be achieved

properly (Griffiths, 2012, p. 49).

Another problem is overcoming the staff’s fear of information auditing. Many employees look at the
information audit as an instrument for laying blame and finding out who is responsible for the prob-
lems concerning information. Therefore communicating the benefits and the positive changes the au-
dit can achieve for the organization and its employees have to be outlined to overcome the prejudice
of the employees. The auditors have to change their image to make effective collaboration possible.
Instead of looking at them as their enemies and a threat to their jobs, the auditors have to be seen as
supporters which help the employees facilitating their daily work. This negative preoccupancy leads
organization to change the name of the information audit when they are conducting it and label it
with a less negatively perceived term. This renaming increases the already outlined problem with the

several terms used instead of the information audit but meaning the same (Griffiths, 2012, p. 44).

As outlined in the previous paragraphs the attitude of the employees towards the information audit is
one of the key success factors for the auditing process. Changing that attitude positively at the begin-
ning of the audit process is a starting point for every information audit. Not only changing the image of
the information audit to something beneficial is a huge challenge. Also opening up the employees to
prosperous participation is a barrier auditors have to overcome. There are several reasons for the em-
ployees for not supporting the auditors during their work. One of the reasons is that having the right
information means power. The departments and employees holding access to important information
resources are not keen to share this access because they risk losing their power in the organization
and lowering their influence. Establishing a culture of participation and information sharing is a goal
which goes far beyond the objectives of the information audit. However the audit is a beginning for
starting that change process. Another reason which prevents the employees from collaborating with
the auditors is their lack of information technology skills. As already outlined in the section about ben-
efits of the information audit recognizing those training needs will improve the effectiveness and effi-
ciency of the employees working with the corporate information system. However during the audit it
can be a barrier for the collaboration of the auditors with the employees. Testing how well employees

understand the information systems can be a drawback (Pantry & Griffiths, 2002, p. 45).

Buchanan and Gibb (1998, p. 98p) identify further barriers considering the high complexity of most in-
formation audit methodologies. The first is scope and resource requirements. Undertaking the audit in
a small or medium enterprise could be unrealizable because they are lacking of money, staff time and
skills to make the audit a successful endeavor. Therefore only a condensed version of the information

audit is practical for those organizations. However it is questionable if there is a possibility of only
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partly applying an information audit and at the same time reaching useful results. A further barrier is
the existing diversity between the stages of the audit methodology. The information audit is a multi-
disciplinary approach which reflects in each of the different stages. Synthesizing the results and in-
sights from each stage is a very difficult task because there is a lack of frameworks and templates for
combining the methods of the different disciplines. Furthermore it is a problem to understand how
each of the focal points influence each other because the audit is aiming at many different areas. The
business objectives, the workflows and the information resources are all related to each other. And

because of that it is hard to turn the right screws as some of those interrelationships are concurrent.

In conclusion it can be outlined that the challenges of undertaking an information audit are its com-
plexity leading to a lot of time and money invested and skill needed. Furthermore the lack of consen-
sus and practical evidence for the methodologies can be a major barrier. However the key challenge is
persuading the people in the organization. On the one hand the management which needs to support
the audit for a successful undertaking, on the other hand the employees which have to be trained in
information technology as well as their fear of the audit has to be reduced and changed into participa-
tion. In figure 2.7 the challenges and problems outlined in this paragraph are summarized. For a better
overview and understanding of the challenges they are categorized with five keywords. The first two
categories are equal to the ones used in the section about benefits and purposes, which are the em-
ployees and the management category. Furthermore there are three more categories: complexity,

standardization and problems with the methodology itself.

2.5 What is Enterprise 2.0?

The term Enterprise 2.0 was initially introduced by Andrew McAfee in 2006. According to his definition
Enterprise 2.0 is about the use of social software to support cooperation between employees in an or-
ganization (McAfee, 2006b, p. 23). However Enterprise 2.0 does not only include communication be-
tween the employees, the external communication “between companies and their partners or cus-
tomers” is also a major part of the new technologies (McAfee, 2006a). To understand how the tech-
nologies gathered under the term Web 2.0 are confined from those labeled with Enterprise 2.0
McAfee (2006b, p. 23) states that Enterprise 2.0 platforms are those which are only accessible by the
employees in order to retain their knowledge on the platform. For a better understanding he also de-
fined the SLATES acronym which represents six main features of Enterprise 2.0 technologies (McAfee,

2006b, p. 23pp.):

Search: The users of the platform must easily be able to find the information they need for their work
practice. This is not only facilitated by better structuring the design and navigation of the tools but al-

so the users demand search function to avoid using the navigation. However one would think that it is
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easier to search in closed corporate platforms than in the Internet. But surveys confirm that employ-

ees have a way better search experience searching the web than searching e.g. the corporate intranet.

Links: Google rapidly increased the quality of Internet search with their PageRank algorithm. They
took advantage of the link structure in the Internet and assumed that those web pages are the most
popular which are most frequently linked by others. However this works pretty well on the Internet
with millions of web pages. But on the corporate intranet with a limited number of pages it is harder
to implement such an algorithm. Therefore the organization is dependent on the participation of the

employees which should be able to create as many meaningful links as possible.

Authoring: The Web 2.0 technologies open up opportunities for many people to contribute their
knowledge, expertise or anything else they have to offer to a knowledge base on the Internet. The
wisdom of the crowd sharing its knowledge with the whole environment can also be exploited by
companies if they are encouraging their employees to participate in company’s wikis or blogs for ex-
ample. The advantage of authoring on these platforms is the constant change of the content. It is up-
dated, improved and linked with the help of the employees. This increases the quality of the data;

however the organization still needs an authority which occasionally reviews the content.

Tags: With growing information volumes on the corporate platforms it is indispensable to introduce a
categorization system to increase clarity of content. A way to simplify the categorization is including
the users by giving them the opportunity to tag content with self-compiled, single word descriptions.
The idea of tagging is wide-spread over the Internet and can be a major gain for companies when im-
plemented. The categorization system developed is a folksonomy, which is taxonomy created by the
folks. Folksonomies have some advantages and disadvantages in comparison to taxonomies. The over-
riding advantage of folksonomies is that they represent how the employees are actually using infor-

mation systems and not how a higher instance constrained them to do.

Extensions: Extensions are omnipresent in today’s web environment. Extension algorithm use pattern
matching and the knowledge from tagging to present the users content which is similar to the content
they are currently looking at. This is commonly known from Amazon’s “Customers who bought his
item also bought”. The like-button from Facebook is another example for a useful extension. Using
such a button in a company environment will easily find out the user’s preferences and because of

that they are automatically provided with their preferred content.

Signals: The main problem with the comprehensive functionality of the Enterprise 2.0 systems is that
it can easily lead to information overload for the users, which prevents them from effectively using the
system. To overcome that problem signals are a major element. They filter the content for the users
and only alarm them when new content of their individual interest emerges. Typical examples for sig-

nals are e-mail-notifications and push messages.
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For the implementation of the SLATES components software developers are following two important
ground rules. The first one is: “Keep it simple.” As already outlined the users are the key to successful
introduction of Web 2.0 features in a company. Without the user’s participation the money spent on
this software would be useless. Therefore usability is the main requirement for software developers.
Current tools just need a web browser and limited IT skills to be effectively operated. However with
most users already using the Web 2.0 tools in their private environment, the developers of enterprise
social software have to adapt from commonly known tools like Facebook, Twitter or Wikipedia. The
second rule is: “Give the users their space.” This means that the users should not be limited in their
freedom by the software. The software itself should provide as less structure and suggested categori-
zation as possible. Instead it should be developed by the users when they are working with the tools
and emerge over time. In this way the structure will be self-explanatory for the users and accordingly
increase usability. This is an elementary change in comparison to platforms developed before the

emergence of Web 2.0 (McAfee, 2006b, p. 27).

Communica-
tionsupport

Conference
systems
Message
systems
Shared Group-
newsgroups editors
Workflow Electronic
management conference rooms
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tionsupport support

Figure 2.8: Classification of Groupware (Koch & Richter, 2007, p. 18)

The use of enterprise social software in organizations was initiated by the employees themselves be-
cause they started using blogs and wikis to communicate informally during a project (Koch & Richter,

2006, 15). However using enterprise social software to communicate in an organization is not a phe-
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nomenon initiated by the upcoming of Enterprise 2.0 applications. Organizations are already using
similar applications for cooperative work, however these applications are gathered under the name
groupware; there is a whole field of research considering those types of applications called computer
supported cooperative work (CSCW) (Koch & Richter, 2007, p. 16). CSCW is a research field combining
influences from different disciplines like social or computer science. The core idea of this research field
is supporting practitioners in development, analysis and evaluation of technical systems, which foster

any kind of social interaction between employees (Gross & Koch, 2007, p. 10).

Figure 2.8 shows a condensed overview of a groupware system’s main components. The figure con-
firms a core problem of CSCW research: the differentiation between the terms groupware and enter-
prise social software is a very difficult task because the features of both kinds of systems are coincid-
ing. Therefore it would not attract attention if the caption for figure 2.8 would be “Classification of So-

cial Software” because it is still suitable.

2.6  What Challenges are Companies Facing in Information Management because of Enterprise

2.0?

There are several threats and problems which have to be faced when implementing Enterprise 2.0
tools in an organization’s IT environment. But even if the implementation is successful the operation
of these systems represents a major challenge for information managers. As multiply outlined in this
thesis the users are always the starting-point when it comes to challenges as well as benefits. Since
the tools are dependent on user participation, employees who are not using the tools are a big threat.
Although most people are using Web 2.0 tools at home, the participation rate when it comes to blogs,
wikis or tagging is relatively low (McAfee, 2006b, p. 27). Therefore the managers have to foster partic-
ipation to form the employees from simple users to contributors. However it is a difficult task to en-
courage users to frequently participate in Enterprise 2.0 tools. Several companies tried to conquer
that task by offering the employees financial or other materialistic gratification when they are making
a meaningful contribution. However rewarding employees with money was not a great success. Intrin-
sic gratification shows way better results proven by case studies like XEROX Eureka. At first XEROX
tried to foster knowledge sharing with financial incentives. This experiment has not been successful.
They found out that getting their colleagues appreciation was a greater encouragement for the em-
ployees to participate in the knowledge sharing system. Every solution published on the platform is di-
rectly linked to the employee and therefore the colleagues will know who came up with this helpful
piece of advice. The following praise of the colleagues is the best reward an employee could receive
(Moore, 1999). However the bottom-up culture of Web 2.0 with the principles of self-organization and

participation which are the key success factors to Web 2.0 conflicts with the way most firms, especially
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small and medium organizations, are organized. Therefore a process of change management is neces-
sary to establish such a culture in an organization and foster collaboration and creativity of the em-

ployees (von Kortzfleisch, Jung, & Nittgens, 2011, p. 61p.).

The first threat is about the users not participating. However it could also be a threat if the users are
participating. But not in the way the management wanted them to do. Most Web 2.0 platforms are
focused on the users exchanging their opinions which can lead to conflicts between the employees
themselves or between the employees and the management. In many organizations this new and
open discussion culture will not be welcomed by the management. The question is how the manage-
ment reacts to these new communication channels on the corporate intranet. Will they accept nega-
tive comments and critics or employees pointing out that a project cannot possibly be finished in the
scheduled time frame. The problem is that in comparison to the Internet, the management has the
power to suppress discussion on the intranet. If they want Enterprise 2.0 to be a success in their or-

ganization, they have to use that power well-considered (McAfee, 2006b, p. 28).

Document management system (DMS)
Records management system (RMS)
Web content management systems (WCMS)
Portals

Wikis

Blogs

Content management system (CMS)
Enterprise Content Management (ECM)
ERP system

Knowledge management systems (KMS)
OtherWeb 2.0 tools

File Sharing (like Dropbox)

Mash-up

o% 10% 20% 30% 40% 50% 60% 70%

Figure 2.9: Technologies for Information Management in Use (Williams et al., 2013, p. 16)

Figure 2.9 shows the responses of organizations on which information management technologies they
are currently using. It is easily recognizable that the traditional document and records management
systems are most popular. However the number of Web 2.0 tools like portals, wikis and blogs is in-
creasing (Williams et al., 2013, p. 16). Companies are still concerned with choosing the right tool for
their organization and understanding how the functionality of the software can benefit their business
objectives. To foster the growth as well as improving the exploitation of the functionality of enterprise

social software companies still have to take several further steps. Furthermore IT security is a major
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challenge concerning those technologies. With their permanent connection and exchange with the In-
ternet, protecting intellectual property, securing customer data or preventing the system from un-
wanted access are elementary threats for organizations (Williams et al., 2013, p. 259). Many compa-
nies, especially small and medium ones, are threatened by these issues because on the one hand they
do not have the expertise in the area of IT security. They are lacking of experts and knowledge in this
area. On the other hand especially for not manufacturing companies information and content is prob-
ably their most important asset, which should not appear on the Internet. To avoid publishing confi-
dential content on a Web 2.0 platform it is essential for companies to define clear borders between
inside and outside the company. The features which are intended for internal use should only be ac-
cessible via the intranet (Koch & Richter, 2007, p. 174p.). Another aspect is privacy. Especially compa-
nies who are dealing with their customers via a Web 2.0 interface have to be careful with the protec-
tion and access of the entire customer data collected on the platform. The company has to deal with
the national privacy legislation to avoid getting sued for inappropriate use of personal data. Therefore
in German legislation it is required to get the customers consent in a written or electronic form to

avoid violating significant clauses like §4 BDSG (Koch & Richter, 2007, p. 176pp.).
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Confidential documents
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Figure 2.10: Different Types of Unmanaged Content (Williams et al., 2013, p. 15)

As already outlined in the motivation traditional documents like bills or contracts are usually more
formally managed than social media content which is sometimes not managed at all. Figure 2.10 dis-
plays the types of content which are currently lacking attention in information management. Especial-
ly instant messages and everything captured in the in social software tools are not integrated into cor-
porate information management (Williams et al., 2013, p. 15). With the growing influence of enter-

prise social software practitioners are more and more driven to deal with the management of data
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produced in those systems. However the large volumes of data created in these systems is major con-
cern because it is not comparable to limited extent of data created in 30 or 40 years ago. Therefore
management techniques which were suitable back then will probably not be appropriate now. Like
every other content social media content has to be managed throughout its whole life-cycle, creation,
dissemination and disposition have to be regulated. However the application of rules for life-cycle
management which were suitable for traditional content could probably not be suitable for social me-
dia content any more. Especially the question of disposal is difficult to answer because the pure num-
ber of content created complicates the decision which content is critical for the business and has to be
kept. Furthermore there are several other minor or major problems concerning information manage-
ment of Enterprise 2.0 content. Integrating existing enterprise search with social content could be a
challenging task. The users are used to key word search from the social platforms they are using in
their private environment. However it could be very challenging to include social content and its cor-
respondent algorithm into the enterprise’s search engine especially if this engine is out-dated. Besides
the retention requirements which are also dependent on applicable legislation have to be adjusted to
integrate them with social content. The large volume of content created makes storing the content in
corporate archives expensive even with decreasing costs for disk space. Furthermore structuring those
archives will be a way more difficult task than beforehand. The decision if social content has to be kept
as a business record is a further challenge. On the hand a company has to decide about the value of
the content and if it is important enough to be stored in an archive which could be a difficult task be-
cause companies are lacking experience in valuing social content. On the other hand legal require-
ments sometimes force companies to keep that content. However the organization needs experts in
that topic to avoid being sued because the deleted content had legal relevance (Williams et al., 2013,

p. 259).
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3 Information Asset Registers

The following chapter is divided into two main sections. The first section deals with two information
audit methodologies and firstly describing and then comparing and evaluating the role of information
capturing in these methodologies. The methodologies of Henczel (2001) and Buchanan and Gibb
(1998) are chosen. Furthermore the methodology of Burk and Horton is taken into account, which is
already briefly summarized in chapter two. The second section focuses on information asset registers
from information practitioners. Again three examples are chosen and the author undertakes the same
steps with firstly describing them and followed by comparison and brief evaluation. This chapter’s
content forms the basis for the tool development in the next chapter, which is based on the compari-

son and evaluation part.

3.1 Which Role does Information Capturing Play in Information Audit Methodologies?

Information capturing is an elementary part of every information audit methodology. However the
suggested methods and level of detail vary widely. To provide a basic understanding two commonly

accepted methodologies by well known researchers are chosen.

3.1.1 Description

Step 1: Step 2:
Promote Identify

Step 3: Step 4: Step 5:
Analyse Account Synthesis

Figure 3.1: Buchanan and Gibb‘s Methodology (Buchanan & Gibb, 1998, p. 41)

Buchanan and Gibb (1998): Buchanan and Gibb took Orna’s and Burk and Horton’s methodology as a
basis and proposed their own five stage methodology (see figure 3.1). The auditing process begins
with the promotion phase, where the auditors communicate the benefits of the information audit to
the employees and the management and try to foster cooperation for better results. This step is fin-
ished with a preliminary survey to understand the level of the current information management prac-
tices at the company. The second step is identification. The identification stage includes further analy-
sis of the organization’s culture, mission, structure and environment. It is finished with the identifica-
tion of information resources and flows. The next stage is the analysis phase. This phase begins with

the evaluation of information resources regarding to their strategic importance, utility and problems.
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Then it is illustrated how the information flows through the organization in detailed information flow
diagrams. After that a preliminary report is produced conducting the first results. The analysis stage is
finished with the formulation of action plans to solve problematic situations. The fourth stage is ac-
counting and valuing the information resources. For it the authors recommend several methods like
activity based costing (ABC), output based specification (OBS) and Glazier's model. After its completion
this step will have identified the costs of every information resource. The methodology is finished with
the “synthesize” stage. This stage includes two steps: the information audit report, which summarizes
the results and recommendations of the previously undertaken steps and the information strategy,
which takes the results to a higher level by linking them with the organization’s goals and mission. Bu-
chanan and Gibb’s methodology was proposed in a journal article. Therefore it lacks of detailed elabo-
ration, however it is a useful framework combining the advantages of several other

methodologies(Buchanan & Gibb, 1998, p. 41-46; Buchanan & Gibb, 2008, p. 4).

With the focus of this chapter on information auditing the spotlight is put on the “identify” stage,
which includes information capturing. However, Buchanan and Gibb start this stage with a strategic
analysis, which is a basis for linking information resources with business mission and objectives. In the
last two steps of this stage they focus on information capturing by beginning with the identification of
information flows supported by Orna’s method. The information flow analysis increases the under-
standing of where information is processed, by whom and how the users are dealing with the infor-
mation resources. It looks at responsibilities and lacks in information provision. During the flow analy-
sis a good idea of the existent information resources at the organization is provided. In this step the in-
formation inventory is compiled supported by interviews of key employees which provide an in-depth
image of the corporate resources. At the end of this stage a database is conducted which contains all
relevant information about the information resources. The resources are also linked with the organiza-
tion’s strategy, which provides a rich picture of how the information resources support achieving the
organization’ goals and mission. This information is obtained by the interviews with the key employees

(Buchanan & Gibb, 1998, p. 41-46; Buchanan & Gibb, 2008, p. 4).

Stage 5: Stage 6:

Stage 2: Stage 3: Stage 4: Commu- Imple- Stage 7:
Stage 1: Data Dgta ’ Data nicating menting The lA as
Planning Collec- . Evalua- Recom- Recom- a Conti-
) Analysis )
tion tion menda- menda- nuum

tions tions

Figure 3.2: Henczel's Methodology (Henczel, 2001, p. 174)

Henczel (2001): Henczel combined the methodologies of Orna and Buchanan and Gibb and proposed

her own seven stage methodology (see figure 3.2), which combines the advantages of both by includ-
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ing organizational analysis as well as tools and methods for conducting an information inventory and
understanding information flow. The first stage of the methodology is planning. Planning begins with
the development of clear objectives, which state the reasons for the undertaking. After that the scope
is determined deciding which parts of the organization or which types of information the audit should
include. Furthermore it is made sure that the required resources for the project are available. Then an
appropriate methodology is chosen for the organization, a communication strategy is developed and

the management’s support is enlisted.

The next stages deals with data collection, which will be elaborated on comprehensively at the end of
this chapter. The data collection stage includes developing a questionnaire, undertaking focus group
interviews and is finished by personal interviews for a more detailed view of the corporate infor-

mation resources.

In stage three the data collected in the previous stage is analyzed. This stage is also consists of several
steps beginning with the creation of an information resource database, followed by the data prepara-
tion phase which mainly transforms the data into machine-readable formats. The second stage is fin-
ished by the data analysis, which includes mapping information flows and the analysis of the survey
data. The results of this analysis are used to link the information resources with the organization’s

strategic objectives.

Stage four is called data evaluation and begins with the evaluation of problems and opportunities re-
garding their significance. This step is followed by the gap analysis which matches the current infor-
mation situation with desired information situation. After that the evaluation is continued by inter-
preting the information flows, which means understanding which information flows are essential and
considering their significance. Then a strategy is developed which tries to conquer the problems rec-
ognized in the previous steps. It takes gaps, problems and challenges concerning information re-
sources and flows into account. Taking the developed strategy as a basis in the next step recommen-
dations are formulated out of the findings of the strategy document and also an action plan is devel-

oped which offers an approach for implementing these recommendations.

The fifth stage concludes several methods for communicating the recommendations from the previ-
ous stage. A mandatory way of communication is the written report including the results and recom-
mendations because it is the evidence of the undertaking’s success. Another important step is pre-
senting the results verbally to the employees and management to get their support for implementing
the recommendations. Furthermore seminars are a less formal way to communicate the results to the
employees, they allow the employees to ask questions and discuss problems. Besides objectors of the
recommendations should also be considered and included into the communication process to turn

them into supporters. A less personal form of communication is publishing the findings and recom-
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mendations on the corporate intranet which allows discussion but lacks of personal feedback. Stage

six begins after finishing the auditing process itself.

The recommendations have to be implemented to make the audit a successful undertaking. There-
fore a change management process should be started even if the changes are relatively minor because
the influence of the changes on the employees and their daily work processes shouldn’t be underes-
timated. Furthermore the implementation process has to be structured with the help of a program or
plan. The plan is a step-by-step approach where the objectives are firstly clarified by relating the rec-
ommendations to the problems and the individual employees. In the last steps of the implementation
program the impacts of the change process on the employees are determined considering how much
the employees are influenced by the process. Furthermore a communication channel for concerns is
opened up. The last step of stage six is the implementation itself. In this last step the recommenda-
tions are integrated into the corporate business strategy and furthermore an information policy is de-
veloped which puts the recommendations for information management on record. Thereby they could
be applied in the future. Besides the recommendations should not only be implemented but also be

evaluated afterwards to prove their success.

Stage seven is the last stage of the audit and is also a task which is directed to the future. Henczel de-
fines the information audit as a cycling process which has to be initiated frequently after the first au-
dit has been finished. The changes in the information systems and services require periodic evaluation
if the employee’s information needs are still met and also if there are new problems occurring be-
cause of the new resources. Furthermore measuring methods for the evaluation have to be chosen to
understand the success rate of the implemented changes and also look at how the rates change over
time. The seven-stage information audit methodology is a framework for information auditors. How-
ever it is not a strict procedure which limits auditor’s the freedom of decision. Because every organiza-
tion has their individual needs and specifications the methodology has to be tailored to these needs
every time a new information audit process is started. The tailoring is dependent on the complexity of
the organization, the constraints or limitations and the maturity of the audit process which reflects on
the experience of the organization with information auditing. Complexity refers e.g. to the structure of
the organization, how many stakeholders influence the business and the number of external factors
influencing the company. Constraints are mainly restrictions in resource availability or lacks of tech-
nology supporting the audit process. Maturity means that the organization has to consider how they
assess their information situation at the moment and how advanced their information audit experi-
ence is. This stage is finished by the application of the findings from the previous steps. Performing an
information audit for the first time requires undertaking the entire seven stages. However the decision

process on how and in which order the steps are applied is up to the auditors. Next generation audits
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leave more space for tailoring because many steps can be left out that were already completed in one

of the previous audits (Buchanan & Gibb, 2008, p. 171-198; Henczel, 2001, p. 4p).

Information capturing is performed in the second stage of Henczel’s methodology. Henczel’s method
is very comprehensive when it comes to the methods used for capturing the information. However it
focuses more on how to collect the needed information from the information users than on conduct-
ing an information resource database. It uses the work of Buchanan and Gibb on that topic and adopts
the information resources inventory from there. Hence the inventory adopted is pretty similar to the
one already displayed in the section about Burk and Horton’s InfoMap because they took InfoMap as a
basis. InfoMap is generally accepted as a good framework if the aim is to find out what the corporate
information resources are. However the information resource database from Buchanan is more de-
tailed when it comes to linking the information resources with the related business units and objec-
tives. It includes not only the metadata about the resources but also mentions tasks, problems and
improvements which are related to the strategic resource. The information about the tasks, problems
etc. is collected by the interviews undertaken in the first steps of the data collection phase. The infor-
mation from the interviews supports the ranking of the information resources by their strategic im-
portance. The more business tasks a resource is linked to, the greater its value for the business and

the contribution to achieving business objectives.

Since the focus of this thesis is on the development of an information asset register the survey meth-
ods and questionnaires which are a very important part when it comes to collecting the data are left
out in this section. To increase the understanding this section also focuses on the preparation phase of
the survey. The audit begins by asserting what the auditors need to know to achieve the goals of the
information audit. This task is facilitated by taking into account some guideline questions. Before start-
ing the survey an idea has to be provided of what the strategic information resources are, their availa-
bility to the users needing them, their contribution to the business objectives and the source, they are
coming from. Furthermore it should be made sure that the questionnaire covers all types and formats
of data because employees could tend to e.g. only naming electronic resources and leaving out print
resources. The importance of management support is already multiply outlined in this thesis; however
it is also a key factor to ensure before starting the survey. The management has to encourage the em-

ployees to undertake the questionnaire and also provide the appropriate resources.

Furthermore a decision has to be made on which users are included into the survey procedure. It is
mandatory to survey the management and main information users. However especially in large com-
panies it has to be considered if it is possible to include every actual or potential information users in
the survey. If the company is too large, the scope can also be limited by excluding departments whose

employees only use information resources sporadically. In the next step the organization chooses a
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survey methodology which is most suitable. The decision-making process is supported by the infor-
mation collected during the planning stage. In the last phase of the preparation step it has to be made
sure that the required resources are available for the survey process. The first resource is the people
who will conduct the survey. It has to be chosen between internal or external staff which both has its

benefits. A combination of both is probably the best choice for combining the advantages.

Furthermore it has to be made sure that the costs of the whole survey procedure are not underesti-
mated. Not only the direct costs but also the indirect costs e.g. the staff time or the use of technical
resources have to be considered. Keeping track of the money spent on surveying or auditing in general
is a key aspect because it allows calculating the return of investment later on, which verifies the suc-
cess of information auditing. Besides it has to be assured that the required physical and technical re-
sources are available for conducting the survey. The consultants who undertake the audit have to be
provided with office space or computers and printers for example. Henczel elaborates in detail how to
conduct the survey with information on interview techniques, questionnaire design, management and
administration of the interviews. Since this is not the predominant topic of this thesis, the thesis is
continued with a comparison of the information capturing stages of the three methodologies

(Henczel, 2001, p. 63-87).

3.1.2 Comparison and Evaluation

The first conclusion to be drawn is that the three methodologies vary widely in their comprehensive-
ness because their focus is differently. InfoMap offers a four step methodology whose main focus is
the introduction of information resource management into the organization. Buchanan and Gibb's
methodology is not that comprehensive because it was published in a journal article. It includes five
steps by adding a promoting step at the beginning. The importance of promoting the audit to get sup-
port from management and employees is only briefly mentioned in InfoMap. Creating an own stage
for that topic clarifies its relevance. Henczel proposed a seven stage methodology, which is the most
detailed of the three methodologies when it comes to the scope covered during the whole auditing
process. The first four stages are similar to Buchanan and Gibb’s methodology because Henczel
adopted her methodology partly from their five step methodology. However she puts more stress on
what happens in the organization after conducting the audit. Communicating and implementing the
recommendations which are based on the results of the audit as well as seeing the audit process as a
continuum which has to be repeated frequently because the changing information environment al-
ways requires analysis and evaluation. But comparing the audit methodologies by their comprehen-
siveness is a difficult task because there is no standard model to which each of them could be con-

trasted with.
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For facilitating the comparison Buchanan and Gibb (2008, p. 6) developed a generic seven stage
framework which combines the most common stages from several methodologies (see figure 3.3). The
setup stage is included in the Buchanan and Gibb’s promote stage and in Henczel’s planning stage.
However the review stage is not a distinct part of either of these methodologies. In Henczel’s method-
ology it is part of the initial planning stage, Buchanan and Gibb conduct that task in their identify stage
together with information resource collection; Burk and Horton however are leaving out that stage
completely. The stages in the middle including surveying, analysis and accounting information are
quite similar in the three methodologies. The terms themselves may vary but the purpose of each
stage is identical. This fact proves the pioneering task Burk and Horton accomplished with their work

because the core information audit is still based on their four stage model until today.
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Figure 3.3: Generic Framework (Buchanan & Gibb, 2008, p. 6)

The report stage is also a part of the three methodologies but the labels used for it are different. Bu-
chanan and Gibb and Burk and Horton call it “synthesis”, Henczel used a self-explanatory designation
and calls it “Communicating recommendations”. However the task included in the stages are the
same. The last stage from the generic framework differs in the three methodologies. While Burk and
Horton do not include strategy development and the information audit as a cyclic process into their
framework, Buchanan and Gibb cover the strategy and policy development but are lacking of advice
on implementation of the recommendations and establishing the audit as a cyclic process. Henczel’s is
the most comprehensive methodology when it comes to the final steps of the audit because it pro-

vides guidance on the topics mentioned in the “guide” stage of the generic framework. The compari-
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son in this paragraph is only superficial and does not include comparing the steps of the methodolo-
gies in detail. The overview given in that paragraph however could be useful for narrowing down the

methodologies being considered in the respective organization (Buchanan & Gibb, 2008, p. 5-10).

Comparing the information capturing stages of each methodology should be started with Burk and
Horton’s methodology for two reasons. The first reason is that their methodology is the oldest one
and therefore the methods used in it are adopted by the newer methodologies. Furthermore it pro-
vides the most guidance on classifying and recording the data collected during that stage. Buchanan
and Gibb also include Burk and Horton’s information resource inventory for creating an information
resource database. However they add the identification of the organization’s information flows pro-
posed by Orna to the scope and also focus on rating the information resources by their contribution to
business objectives and key tasks with the help of the key information users. While Henczel’s collec-
tion stage is also very comprehensive, it mainly focuses on how to retrieve the information with ques-
tionnaires and several interview techniques. The advice on classification and creation of an infor-
mation resource is condensed and in most parts adopted from Buchanan and Gibb. Burk and Horton
start their approach with defining three information resource categories: systems, services and
sources. A source is an entity which procures users with information, along the way a service is an ac-
tivity for supplying, handling or transporting information. A system is a more sophisticated including
several consecutive processes for handling information inputs and outputs. To subdivide these three
categories information resource types are used to define each resource more clearly. Using this cate-
gorization an elementary decision has to be made choosing which level of detail is applied. A middle

course between comprehensiveness and narrowness has to be determined.

Furthermore the used labels should be explicit. Therefore defining a corporate taxonomy for labeling
each resource can be very useful. After categorizing the resources in the first steps of the survey stage
the inventory data form (see section 2.2.1) can now easily be applied for clearly defining each infor-
mation resource with appropriate metadata (Burk & Horton, 1988, p. 44-57). Buchanan and Gibb
however also refer to Burk and Horton’s classification. But they are not providing explicit advice or
guidance on how to apply it properly or how relate information resource with their contribution to
business objectives or key tasks. Therefore their methodology can be seen as superficial guidance
while Burk and Horton’s is much more detailed with a step-by-step approach which could simply be
applied in any organization without major adjustments. Henczel’s methodology also lacks of focus on
classifying information resources. However it provides a new perspective by introducing an infor-
mation resource database which relates the information resource with the business units, goals and
tasks. The main goal of this step is to understand which information resources are crucial to economic

success as well as evaluating the contribution of each information resource to the tasks they are used
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for. The information about the relation of business units to information resources is gathered by small
guestionnaires addressing the managers of each unit. This information will foster the results in the
evaluation phase of the information audit. In summary it can be stated that InfoMap provides the
most comprehensive and illustrated tools for information capturing which are lacking on relating the
information resources with business strategy, objectives, structure or culture. Henczel’s and Buchanan
and Gibbs’s methodologies however are only slightly dealing with classification but they are more de-
tailed in including business strategy, objectives and structure into the capturing process. The reason
for that becomes clear considering the whole methodologies. While Henczel and Buchanan and Gibb
include a planning stage in their methodology which refers to all of these aspects, Burk & Horton only
slightly mentioned it in the introductive chapter of InfoMap (Buchanan & Gibb, 1998, p.43p.;
Buchanan & Gibb, 2008; Henczel, 2001, p. 63-66).

3.2 Practical Examples for Information Asset Registers

The information asset register is a powerful information management tool. The methodologies intro-
duced in the previous section do not refer to information asset registers; however the information re-
source database is a related tool. Before looking at information asset register templates and guidance
on designing an information asset register, first of all definitions of the terms information asset and in-

formation asset management are provided and it is explained why it should be applied.

“An information asset is information held by an organization, categorized from the perspective of its
content and business use rather than by the IT system that holds it. An information asset is information
that has been grouped in a way that enables you to protect, manage, share and exploit it effectively.
An organization will need to decide how to group its information to ensure that the asset is both useful
and able to be effectively managed. An information asset can contain structured or unstructured in-

formation and may range from a single file to many files.”(Lacy et al., 2011, p. 4)

Information assets and information resources are similar terms; however they differ in their specifica-
tions. While an information resource still contains some kind of unstructured and unmanaged types of
information, the information asset is more developed and manageable, so it can be exploited more ef-
fectively. However the core meaning of both terms is the same. They both describe containers of in-
formation which is valuable to the respective organization. However it is challenge for information

management to make sure that the value of the information can be fully exploited by the employees.

“Information asset management is the effective management, control and protection of information
assets within an organization. Asset management is the process responsible for tracking and reporting

the value and ownership of assets throughout their lifecycle.” (Lacy et al., 2011, p. 4)
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The difference between information resource management and information asset management is on-
ly fractional. They both focus on managing, controlling and protecting the organization’s information
resources throughout their life-cycle and establish clear responsibilities for each information resource
to increase their value for the organization. However the organization’s executives will question the
implementation of information asset management principles because it is a time-consuming and cost-
ly undertaking. Therefore information managers have to point out that information is a valuable re-
source and combining the expertise from the information technology professionals and information
managers leads to major improvements for the organization’s business objectives. Furthermore it fos-
ters satisfying the organization’s compliance requirements because decision-making will be based on
the right information and the risk of losing information which is crucial for achieving the business goals
is minimized. Besides there are more benefits concerning information technology. First information
asset management can lead to major cost-savings in information technology because it identifies in-
formation resources which are no longer used by the employees and therefore can stop being sup-
ported. This can also reduce the complexity of the corporate IT infrastructure because no longer used
software is disposed. Secondly identifying useless information resources reduces storage costs which
are caused through larger back-ups and more servers needed for storing the data. A further benefit is
already repeatedly outlined is the improvement in understanding how the information resources are
related to the business goals. After recognizing this relation it can be made sure that the information

asset’s usability and functionality are corresponding to its business value (Lacy et al., 2011, p. 4).

3.2.1 Designing and Description of Information Asset Registers

Before starting the description and comparison of different information asset register templates first
the focus is on general guidance and advice from practitioners on information asset registers devel-
opment. The ITIL white paper on managing digital information assets(Lacy et al., 2011, p. 9) provides

comprehensive guidance on what has to be considered before designing an information asset register.

At first the decision on a classification scheme applied to the information assets has to be made. The
number of categories needed for a sufficient scheme depends on the complexity and size of the re-
spective organization. However the classification schemes which were already applied in other organi-
zations can be taken as basis because there is genuinely a high correlation especially between organi-
zations from the same sector. Although grouping the assets by categories is very helpful, every asset
itself has to be uniquely identifiable to avoid confusion. This can either be achieved by unique identifi-
cation numbers or names. Furthermore the owner of each information resource has to be identified
because the responsibility for each asset has to be pointed out clearly for future changes. Another task

which is very important from the management’s perspective is quantifying the business value of each
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asset and how it contributes to business tasks. Since it is impossible to figure out the exact monetary
value, the resources have to be evaluated by their users and managers to establish a rating scale for
valuing the assets. Directly related to the value of each resource from the manager’s perspective are
the costs. On the one hand maintenance costs which occur frequently and on the other hand acquisi-
tion costs, which both can be correlated to the value to calculate e.g. the return of investment. Fur-
thermore the content and the context which describes the relation of the asset to other assets are
both aspects which have to be considered in an information asset register. The format and the loca-
tion of the information asset are both characteristics which can be identified easily. However they are
both very important for information asset management because knowing the format of the infor-
mation contained in the asset is crucial for assuring digital continuity and knowing the location is a ba-
sis for protecting the asset against any physical damage. A further characteristic is the structure of the
content contained in the information asset. As already outlined in the section about Enterprise 2.0 the
percentage of unstructured content in organizations is increasing. Therefore the degree of structure
for each entity in the information asset registers has to be evaluated. A further aspect is the relation
of each information asset to the organization’s technical environment. Understanding the dependen-
cies between that will support future decision on IT investments. The last aspect the white paper con-
siders is updating and reviewing the information asset register. This is a mandatory task for insuring
the quality of the information stored in the register. However the register has to contain information

about responsibilities for updating and reviewing to make sure it is done by the appropriate person.

After pointing out some ground rules and guidelines in the previous paragraph information asset reg-

ister templates are examined in relation to these guidelines.

InfoMap: The information inventory data form developed by Burk and Horton is part of their four step
information audit methodology. The inventory data form is already displayed in figure 2.3 and its role
in the survey stage is explained in section 2.2.1. The InfoMap methodology was developed in 1988.
However there is still useful advice suitable for today’s types of information resources. The inventory
data form is a classic table with no support from a spreadsheet program. It includes unique identifiers
for every information resource entity such as an identification number and an explicit resource name.
Furthermore a focal point of Burk and Horton’s methodology is classification of each entity. Therefore
they add a broad classification level called category and a more detailed one called type to their data
form. Defining the category they proposed three default terms: systems, sources and services. The
types however can be chosen by the auditors on their own. Besides they zoom in on a lot of adminis-
trative metadata like the operating contact, the resource manager, the organizational unit and the lo-
cation. For the implementation of the changes after finishing the information audit it is crucial know-

ing who is technically responsible and who owns the information resource because they are the gate-
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keepers to the information. Further fields include the management perspective into the table by stat-
ing the resource entity’s relation to the organizational goals and objectives supported. Furthermore
the processes and purposes supported by the content of the resource entities are clearly described. A
domain which none of the other registers include is a separate field for comments allowing the audi-
tors to add information about relationships or future changes planned for the entity. In addition the
fields inputs and outputs from the information resources entity are added containing information
about the source of the input and furthermore the content, format and media. This field however is
related to the management perspective because the inputs and outputs are highly relevant when con-
sidering process management. The last fields are including the actual storage medium and information
about several forms of dates. It is important to know when the resource entity was created, when the
entry prepared and when it was reviewed for the last time because an outdated information asset reg-

ister can do more harm to the organization than benefit (Burk & Horton, 1988, p. 56-59).

TAHO: The Tasmanian Archive and Heritage Office proposed a whole methodology for the develop-
ment and application of an information asset register as an information management tool. They cre-
ated a seven stage methodology including planning, identification, design of the information asset reg-
ister, gathering, analysis, report, maintaining and updating as well as possible next steps (see appen-
dix). In this section only the design step is examined. However the other steps could provide useful

advice for auditors because the structure is similar to the common information audit methodologies.

The paper identifies five key areas for gathering metadata about information assets: asset infor-
mation, people, management, usability and technology requirements. The asset information section
includes the asset name as a unique identifier as well as a short description of the asset’s components.
Furthermore information about the asset status and the creation and review date is gathered. The as-
set can be marked as active or closed which is important information to decide if changes to the asset
are meaningful. Besides compliance metadata is included into this section. Every asset is marked if it
contains any personal data which has to be protected according to privacy laws. Moreover the busi-

ness sensitivity is category which marks the confidentiality of each asset.

The second section gathers information about the people using and managing the information asset.
In fact there are only two important groups of people considering the information asset. On the hand
the users, which need the information for accomplishing their task and on the other hand the manag-
ers which own and control the information assets. The next area incorporates the management per-
spective into the register. It contains three main topics: risk management, business value and reten-
tion of the information assets. The risk topic comprises two main questions. On the hand it deals with
the risk which could occur from the asset and on the other hand it collects risks which could harm the

quality of the information asset. Furthermore the business value, both financial and immaterial, is in-
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cluded. However there is no guideline on how to determine the financial value. Dealing with retention
is also a part of the umbrella term compliance which is already mentioned in the first section. The
qguestion how and when an asset can be disposed has to be answered according to business require-

ments as well as legal requirements.

The last two sections include the same five fields: find, access, work with, understand and trust. How-
ever they are looking at them from different perspectives: usability and technology. The first one con-
siders the asset’s searchability dealing with how users can find specific pieces of data in the asset and
what technological device they need to do that. The second one deals with access which takes into ac-
count which people can access the information and how it is protected as well as the technology
needed to access the asset. The next field contains information about how the employees can work
with the information respectively which functionality it supports at the organization and which tech-
nology the employees need to effectively exploit the information. The fourth one deals with under-
standing what is contained in the information asset. On the one hand it is important to understand the
content in the asset itself and which additional information and tools needed to exploit the asset ef-
fectively. On the other hand understanding requires the context of the asset expressed by appropriate
metadata and software to record the metadata. The last field is again related to the compliance term
because trust means if the information itself is what it claims to be or if it needs further validation and

which technology is used to make the information trustworthy (Latham, 2013, p. 13-14).

1SO27000: The information asset register proposed by Steve McColl is part of the ISO27000 Toolkit for
Information Security Management Systems (ISMS). The toolkit offers procedures and guidelines creat-
ed by members of the 1ISO27000 forum. One of these procedures is the information asset register
template by Steve McColl which is examined more closely in this section. The 1SO27000 information
asset inventory is displayed as a Microsoft Excel spreadsheet. The spreadsheet divides the fields for

each information asset into three main categories.

The first category contains metadata about the organizational unit the asset is associated with and the
relevant business process it is assigned to. However assigning each research to a business process re-
quires highly developed business process management procedures at the organization. Therefore it

has to be questioned if this field is appropriate for most organizations, especially small ones.

The next category is labeled “Information Asset Details” which contains common metadata also men-
tioned in the other templates. Every entity is labeled with a unique name as an identifier as well as
short description which underlines the purpose of this asset and other major aspects. Furthermore
each entity is assigned a type, which is used to classify it e.g. the type of media the content is stored
in. The next three fields consider privacy issues by determining if the resource contains any kind of

personal data which has to be protected according to valid privacy legislation. The classification
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scheme differs between personal data in general, sensitive personal data, which has to be handled
more carefully and sensitive customer data, which has the highest priority because leaked customer
data is a business risk and could be a major threat to the organization’s future success. Further fields
are dealing with confidentiality, integrity and availability of the information asset. Considering confi-
dentiality Steve McColl proposed four confidentiality levels: strictly confidential, confidential, business
use only and public. The level of confidentiality limits the number of users which have access to the
respective resource from managers only to all possible information users. The integrity field is also di-
vided into three levels from high which corresponds with zero percent error rate to medium with one
to five percent error rate to low with five to ten percent error rate. Integrity is also associated with the
compliance issues mentioned beforehand because it has to be assured that the information critical
decisions are based on can be trusted. For the determination of availability McColl also used three
levels from high to low. High equates with no interruption beyond 12 hours, medium with no interrup-
tion beyond 1 day and low with no interruption beyond 7 days. The last two fields considering infor-
mation asset details are the asset custodian which is synonymous with operating contact and the data
retention period. The custodian is a person who is responsible for the maintenance and assuring the
technical availability of the asset. The data retention period is related to the organization’s records
management procedures because it schedules how long the data has to be kept after it is out of use.
This decision is mostly influenced by the corresponding laws for businesses which define how long re-

spective data has to be retained.

The last of the three main categories is the level of protection for the information asset, which is di-
vided into two fields: “At Origin” and “If Information is Moved”. The first one describes how the data is
currently protected at the location where it is stored e.g. by passwords or encryption. The second one
deals with the applied security measures if the information is communicated from its current system
to another. It lists measures for securing the transfer between business units e.g. by encrypting the

data before it is forwarded (McColl, 2012).

HSCIC: This information asset register template is part of the Information Governance resource pack
from the United Kingdom’s Health and Social Care information Centre (HSCIC). The template is just a
small part of the whole resource package. However it is one of the general practices which allow iden-
tifying gaps in information provision during the implementation of information governance principles.
The authors did not create one generic asset register. They divided the assets beforehand into five
categories: hardware, software, removable media, services and information. This section focuses on
the information asset registers which is the author’s main interest. However the four other categories

are also taken into consideration for the comparison later on because they contain useful information
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about classifying different types of resources. The HSCIC template is the smallest one considering

comprehensiveness because it just assigns seven fields to each entity.

The first field assigns a date to each entity when it was updated for the last time. The next one deter-
mines the information owner or controller who is responsible for managing and controlling the infor-
mation asset and will be the main contact person when implementing the recommendations of the in-
formation audit to the asset. The third category considers classification of the information assets by
assigning a type like a database or spreadsheet to the entity. Furthermore the level of protection is al-
so recorded, which corresponds with the sensitivity of the data. The level of protection is the basis for
defining security measure appropriate for the data contained in the information asset. The “systems
where processed” fields lists the systems where the information is handled to improve the under-
standing of the information flow in the organization and increase effectiveness of the employees
working with the information. The sixth field determines the location of the information depending on
the type of information. For physical types of information, e.g. paper-based, there is an actual location
in the building where the information can be found. The digital types of information which are stored
in the organizations information technology systems do not have a real physical location; however it
can be determined where in the file systems the data is stored. The last field points out the security
requirements which have to be applied according to the relevant Information Governance toolkit. The
measures are also related with the level of confidentiality/protection, which is already identified in the

template (HSCIC, n.d.).

3.2.2 Comparison of Information Asset Register Templates

The comparison of the four information asset register templates and the ITIL guidelines for designing
an information asset register is based on the spreadsheet displayed in figure 3.4. The spreadsheet lists
different categories in the rows of the table and the five templates in the columns. Every category
which is part of the original template is marked with an X. All categories which have three mentions or
more are bold because they form the core for the development of the new information asset register
for enterprise social software. The reason for choosing these categories as the basis is that they are
used in more than fifty percent of the templates and therefore their integration in the new template is
mandatory. These categories form the elementary metadata, which every organization needs to know
when compiling the asset register. Furthermore the author combined the categories proposed in the
information asset register templates and chooses the categories which are most commonly men-
tioned for the comparison in the spreadsheet. Thus at the end 35 categories are identified. Anyhow
several templates are using different terms with synonymous meaning. To avoid confusion which cat-

egory is more appropriated these similar categories are merged.
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The first two categories merged are classification and type. These two terms are hard to differentiate
because the templates do not use a consistent definition. Therefore the information the authors of
the templates expect from this category varies widely. The most extensive classification scheme is
proposed by Burk and Horton which use a two level categorization with a lot of detail in considering
information types. They are firstly dividing the information resource entities into systems, sources
and services and then continue with a more detailed classification scheme by e.g. defining the type as
a library, a database etc. However it is questionable if the benefits of the effort put into categorization
will be paid off in the future. Furthermore every categorization requires a taxonomy which has to be
established by the organization at the beginning of the process to insure everyone is using the same

vocabulary.

Custodian and operating contact are also merged because of their synonymous application. In practice
both terms are not distinguishable because they are lacking of clear definition and both describe em-

ployees which are responsible for maintenance and administration of the asset.

Integrity and trust are also merged into one category because they are used synonymously by differ-
ent authors. Both terms are highly related because the level of trust an information user can put into

an asset is dependent on the asset’s integrity.

ITIL InfoMap TAHO 1SO027000 HSCIC
Access X
Availability X
Business Processes and Task supported X X
Classification / Type X X X X
Comments X
Confidentiality X
Content X X X
Cost (acquisition / maintenance) X X
Custodian / Operating Contact X X X
Date (creation / entry / disposal) X X X
Description X X
Disposal Requirements X
Format X X
Identification (ID) X X X
Inputs X
Integrity / Trust X X
Location X X X
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Manager / Owner X X X X

Manufacturer / Provider X

Name X

Organizational Unit

Outputs

X | X | X[ X

Relationships

Retention Period X X

Risks (from the asset / to the asset) X

X

Search / Find

Security Measures X X

Sensitivity (Privacy)

Source X

Status

X | X | X | X

Storage Medium / Technical Dependencies X X

Structure X

Update responsibilities

Users X X X

Value X X

Figure 3.4: Comparison of Information Asset Registers

The manager and owner categories are also combined in a single category. In most cases the manager
and the owner of an information asset is the same person because the information asset is assigned to
a business unit and the business unit manager is the asset owner. However for external resources the
asset owner can vary from the responsible manager because the rights of ownership are held by an
external person or organization. Anyhow the responsibility for management must still be assigned to

an employee in the organization.

The last two terms which are merged into one category are manufacturer and provider. Especially for
information assets which are based on the support of software knowing and contacting the manufac-
turer for further advice is essential for effective information management. Both categories however
are highly related because the provider is a service provider for the manufacturer and he is also the in-
terface to the manufacturer for the organization. Anyhow the provider still fulfills an important role by

insuring the technical support and the proper operating mode of the respective asset.

Comparing the five information asset templates the first finding is that no matter how they differ in

their design and classification the purpose of them is the same. The authors of the templates want to
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foster information asset management with their tools and provide a comprehensive overview of the
information resources in use. However the information asset registers are only basic concepts which
are useless without further information management measures. The main difference between each
template is not only the varying level of detail and the labels used for categorization but also the au-

thors’ different points of view.

The ITIL guidelines for designing an information asset register were published in a white paper about
managing digital information assets with a focus on digital continuity. Digital continuity demands pre-
serving digital data stored in the old system when the old information system is shut down and re-
placed with a newer type of system. In contrast to the other information asset registers evaluated the
ITIL paper does not propose a template, it only provides general guidelines. Therefore the scope of
categories is limited. However it forms a good basis for the development of the new information asset

registers because it only focuses on the most important and inalienable categories (Lacy et al., 2011).

The inventory data form proposed by Burk and Horton in their InfoMap methodology is more exten-
sive. In comparison to the other templates the inventory data form is the only one which is part of a
whole information audit methodology. The advantage is that InfoMap offers further methods for ana-
lyzing and evaluating information resources which are based on the inventory data form. Besides it al-
so includes aspects from classical resource management because the book’s main goal is the estab-
lishment of strategic resource management for information. Furthermore the number of categories
assigned to the resource entities is very comprehensive. This provides a broad overview of the re-
sources. However the template is also the oldest one. Its development goes back to the 1980s. There-
fore the evaluation has to be more profound because the attributes have to be checked to their time-
liness. Furthermore the template has to be checked for missing categorization fields because the up-

coming of new technology demands new levels of categorization (Burk & Horton, 1988).

The TAHO information asset registers template is part of the “Information Management Advice” on
“Developing an Information Asset Register”. The paper proposed a whole methodology for identifying,
gathering, analyzing and improving an organization’s information assets. The Tasmanian Archive and
Heritage Office (TAHO) is a governmental organization responsible for the state’s record keeping.
Therefore the template also includes influences from records management practices. Compared to the
other templates this one has the highest number of categories and therefore is the most comprehen-
sive. It puts the spotlight one the management’s perspective by looking at business risks and values as
well as disposal requirements. Most of the other templates lack in this area. However the identifica-
tion and definition of the information asset’s values and risks is a difficult undertaking whose scope
should not be underestimated. Furthermore the template includes usability and technology require-

ments dealing with searchability, access and understanding of the information asset. This is a further
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advantage of the template because the other ones are also lacking in that area because they are not
considering the implications of usability and technology on the information user’s effectiveness work-

ing with the asset (Latham, 2013).

The ISO27000 was proposed by Steve McColl as a part of the “Information Security Management Sys-
tems (ISMS) Toolkit”. ISMS are defined in 1ISO27001 and gather rules and procedures for insuring an
appropriate level of information security in an organization. With its focus on information security the
template also introduces a new point of view on information assets. It puts the spotlight on privacy is-
sues like the sensitivity of personal data from customers or employees as well as the current level of
protection for storing and communicating information. This is the template’s main advantage because
no other template considers information security to that extent. Besides it also considers process
management in a small way because it assigns business processes and the respective process owner to
the asset. However this is only a starting point for integrating information resource management with

process management (McColl, 2012).

The last template compared is the information asset register proposed by the Health and Social Care
Information Centre (HSCIC), which is a governmental organization from the United Kingdom responsi-
ble for the provision with information and IT systems. The template is part of the Information Govern-
ance resource pack which gathers several methods and procedures for implementing Information
Governance principles in the organization. The focus on Information Governance introduces a new
point of view on information assets. Since Information Governance is related with the compliance is-
sues of information management already outlined in previous sections, it correlates the assets with
topics like risk management, legal requirements or records management, which could also positively
influence any further ventures in these areas. Considering the scope the HSCIC template is the most
limited one. However it divides assets in five categories beforehand and assigns different attributes for
each category. In comparison to the other templates it does not introduce any new types of categori-
zation. However it excels the other templates in usability because it is easily applicable and also un-

derstandable for employees with limited information technology skills (HSCIC, n.d.).

In summary it can be stated that the different approaches to information asset register development
have got their advantages because of their varying starting points. Therefore a combination of the in-
fluences from different areas insures the best results for the development in the following chapter.
Considering the scope of the registers the number of attributes assigned to the assets varies from 7 to
24. However the insights from the smallest template are also useful for the analysis and development.
In conclusion the TAHO template is not only the most comprehensive but also the most sophisticated

framework because it includes detailed description of each category as well as a whole approach for
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collecting, gathering and analyzing the information assets. Therefore the TAHO template is a good

starting point for the development in the following chapter.
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4 Development of a New Information Asset Register and Case Study

The following chapter deals with three core topics. The first section is about the development a new
information asset register for enterprise social software. And the second one uses the newly devel-
oped register and applies it to an exemplary case. The third section on the other hand uses the asset
register as basis for developing a template for information users setting up new information assets or
work spaces on enterprise social software systems. The development in the first part of this chapter
takes the comparison of information asset registers in the previous chapter as a basis and combines
those to a new improved register. The case study in the second part applies the information asset reg-
ister to the enterprise social software environment used in the Institute for Information Systems Re-

search at the University of Coblenz.

4.1 Development of a New Information Asset Register for Enterprise Social Software

The following section explains the development process of the information asset register. The process
is started by taking the categories from the comparison in the previous chapter as a basis and group-
ing them into seven categories. Furthermore each category is prioritized (see figure 4.1) by the
MoSCoW prioritization method (Hatton, 2008). The last paragraph deals with finding a consistent for-

mat for each entry to make the information processible for database applications.

Priority should-have _
Problem areas

Figure 4.1: Legend for the Information Asset Register Template

4.1.1 Grouping the Categories by Topics

To improve the overview about the categories and to illustrate contextual relation between them the

categories are assigned to seven topics.

General Information: This section (see figure 4.2) contains the basic information about the information
asset. It includes the attributes, which are mandatory for identifying and locating the asset in the or-
ganization. Therefore a unique identification number and name as well as a short textual description
are assigned to the asset to avoid confusion between assets. Furthermore the assets are generically

grouped by their type.
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Category Description Format (Example) Source | Problems with ESS
A clear numeric identification of the asset whichis | #00001 InfoMap| -
usable as a key attribute
A clear and unigue name for identifying the asset Name of the Asset TAHO -
Description A definition of what the main characteristics and Headwords TAHO -
components of the asset are in a brief description
Generic grouping for asset types (taxonomy Name of the type InfoMap | -
recommended)
Organizational Unit The name of the department in the organizational | Name of the InfoMap
hierarchy where the asset is located organizational Unit
The geographical location of the physical asset Country/City/Street InfoMap | Social contentis hosted on
/Institution servers. The actual geo-
/Building/Room graphical location is less
important for the employees
for working with the asset.
The name of the software system the information Name of the system - -
asset is stored in
Any additional comments on the asset which are Headwords InfoMap | -
not mentioned in the spreadsheet (e.g. future
plans)

Figure 4.2: General Information

To establish a common vocabulary between employees, it is recommended to use a predefined tax-
onomy because in the majority of cases the asset registers will be filled by different employees who
have different backgrounds. The organizational unit and the physical location are both elementary in-
formation because it is crucial to know the location and place in the organizational hierarchy when
thinking about implementing changes to the asset. However the importance of the physical location is
decreasing for information assets in enterprise social software. While the information can be accessed
from all over the world via the Internet, the actual physical location is only relevant when e.g. elemen-
tary technology changes for the server are required. Furthermore legal reasons or taking the infor-
mation risk perspective can validate the importance of the location because the applicable national
law and the potential measures when emergency situations arise are dependent on the location. Addi-
tionally a category for naming the software system of the asset is introduced, which is more important
than the actual physical location for Enterprise 2.0 assets. The last category is designated for collect-
ing additional comments on the information asset, which are not mentioned in the other categories
yet. The auditor could for example retain future plans for the asset like a planned update for the in-

formation system.

People: The people area (see figure 4.3) describes the properties of the asset relating to the persons
using and controlling the asset. It can be differentiated between three kinds of people; the first kind is
responsible has some kind of control over the asset, the second one is responsible for its technical
support and the third is just using the information stored in the asset. The manager, creator and own-
er category gather the persons or institutions with specific rights concerning the asset. The owner is
for example is legally relevant because he has the copyright for the content stored in the asset. Fur-
thermore the creator is the person the respective organization wants to contact if it needs any further

information on e.g. where the data in the asset was obtained from.
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Category Description Format (Example) Source Problems with ESS
The name and role of the employee responsible Name/Role/Contact InfoMap -
and accountable for managing the asset Information
The name and role of the employee who Name/Role/Contact - Multiple
originally created the asset Information creators/creators not
identifiable
The person or institution owning the information | Name/Role/Contact TAHO Multiple owners/owners
Information not identifiable
The name and role of the person for obtaining Name/Role/Contact InfoMap -
authorative information and responsible for Information
technical support
Update Responsibility The name of the employee responsible for Name/Role/ Contact ITIL -
updating the information asset register entry Information
The names of the departments and users List of Names/Roles/Contact TAHO Numerousness of
accessing and using the asset (sorted by Information possible users/users are
frequency) not identifiable

Figure 4.3: People

The manager is the person responsible for assuring the quality and usability of the asset and has the
actual power over the asset. Therefore he is the main contact person when auditors want to establish
changes to the asset. The next category of people is the custodian or operating contact who assures
the availability and technical support for the asset. He is the contact person for the users if there are
any problems occurring when using the asset. Furthermore the register records the employee who is
responsible for updating the asset in a regular time frame to assure the information is always up-to-
date because outdated information is a major business risk. The last category gathers data about the
users of the asset related with their frequency of use. Identifying the main information users is a key
aspect for information auditors when they want to improve the effectiveness of the resources. The

number of users and frequency of use is also a good indicator for the value of the asset.

Management: Under the management topic (see figure 4.4) the relevant information for the execu-
tives of the company is collected. The managers are primarily interested in the costs and value the as-
set provides. However costing and valuing information is a very complicated task because the com-
monly known audit methodologies do not propose methods for that. Especially for social software as-
sets it is hard to define the actual maintenance costs of the asset. While it could be easily calculated
how much operating of the server costs. The indirect cost e.g. by maintenance or decreasing produc-
tivity because of the employees spending time on searching the appropriate information on the plat-
form are hard to calculate. There is a similar problem for valuing information assets especially on so-
cial software platforms because calculating how much the new enterprise blog contributed to the an-
nual turnover is impossible. Therefore further research is required on costing and valuing information
in the same way as the classical resources. The next category deals with the tasks supported by the in-

formation contained in the asset.
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Category Description Format (Example) Source | Problems with ESS

Costs What are the acquisition and Acquisition costs in EUR / ITIL Maintenance costs are hard to
maintenance costs of the asset? (if Maintenance costs in EUR/year calculate for ESS. Costing is a
calculable) complex topic because of the

different types of costs.

Value How does the asset contribute Value in EUR / Value defined by TAHO Exact financial value of
financially to the organization’s tasks supported(scale): »>=5 Tasks = information assets is hard to
success? How does it contribute to high / 4-2 Tasks = medium / <1 = low determine. Information valuing is
achieving the organizational an own, very complex research
objectives? field.

Which business task or business List of names of the tasks supported | InfoMap | Itis difficult for some types of
processes does the asset support? social assets to explicitly assign
them to business tasks.

Risks What are the risk occurring from the | List of risks from the asset / List of TAHO Information risk analysis is an
asset? What are the risks to the risks to the asset / Impact of losing own, very complex research field.
asset? What would be the impact of | the asset [ Costs in EUR Determining the impact and cots
losing the asset? What would be the of losing an asset is a complex
costs for replacing the information task.

(if calculable)?

What are the primary inputs of the List of inputs InfoMap | The input and output category

asset (source)? (content/format/media) are based on a classical view on

What are the primary outputs of the | List of outputs InfoMap | resources. For many social assets

asset? (content/format/media) itis not applicable or hard to
determine.

Relationships What are the relationships between | List of dependencies to other assets | InfoMap
different assets?

Figure 4.4: Management

Relating the business task or business processes with the information assets they are supported by is
also an indicator for the value of the asset because the more business tasks the asset supports the
greater the value for the organization will be in most cases. A further category deals with information
risks. Influenced by the discipline of risk management every asset is assigned with risks which could
possibly harm the asset, risks caused by the asset itself and the impact of losing the asset. Understand-
ing, minimizing and handling those risk and mitigating the impact are important tasks for the man-
agement. Therefore the executives are interested in an in-depth risk analysis for every information as-
set. The next two categories are recording the inputs and outputs to and from the asset. Understand-
ing what information input is needed for the asset and improving the way of providing this infor-
mation is a major interest of the management as well as increasing the quality of the information,
which is provided by the asset and after that used by the employees. Therefore managers will appre-
ciate the first overview the register provides. The last category deals with the relationships between
different assets and lists the dependencies between them. Especially when deciding on changes or
disposal of an asset an overview about the dependencies is very helpful to minimize the risk of losing

business relevant information or diminish the functionality of an application.

Compliance: The compliance area (see figure 4.5) gathers categories which are related to satisfying le-
gal requirements, protecting assets against external and internal threats as well as insuring the relia-
bility of the assets according to business rules and objectives. Therefore this area begins with defining
what users and departments are allowed to access the asset. In enterprise social software many assets
are accessible for the users of the platform. However business critical information should only be ac-

cessed by a limited number of employees.
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Category Description Format (Example} | Source Problems with ESS
Which departments/groups of people | List the names of the TAHO Access is a problematic for ESS because ESSis
can access the information asset? departments/employee based onthe idea of openaccess.
5
Which protection requirements are Scale: Strictly 15027000
assigned to the asset? confidential /
confidential / business
use only/ public
Integrity/ How high is the error rate of the asset? | Scale: <1% errorrate = 1S027000 Integrity is difficult topic because rating integrity of
TR Does the data need any further high / 1-5% error rate = information with a scale is impractical. The
validation? (Distinguish between medium / >5% error numerousness of sources of social assets impedes
external orinternal assets) rate = low the task.
Source Where was the asset obtained from? External sources: Name | TAHO Identifying the sources is difficult because of their
Where was the information created? or numerousness and web resources can be hard to
Distinguish between external or Organization/Location/ trace/ not identifiable.
internal assets. Contact Information/
Internal sources: Name
or Department
Does the asset contain any types of Scale: No personal data | 1SO27000
personal data, which has to be / personaldata /
protected? sensitive personal data /
sensitive customer data
Which laws are significant for the List of significant laws Identifying the applicable law can be very difficult
asset? Which legislation is applicable because there may not be an applicable law for
depending on the location of the social software assets or the identification of the
asset? law needs juristic expertisel
Are there any kind of security List of security 1S027000 Security measures and usability which is a core
measures implemented for the asset? | measures feature of ESS are an area of conflict because
comprehensive security measures limit the
usability.

Figure 4.5: Compliance

Related to the access is the confidentially of the asset which ranks the asset by its importance to the
business from strictly confidential information like trade secrets to publicly accessible information like
marketing brochures. The next two categories considering compliance are also related. The first one
deals with the integrity of the asset which is directly linked to the source because in most cases inter-
nal information is more trustworthy than external and it doesn’t need any further validation. External
information on the other hand has to be tested for its integrity dependent on the trustworthiness of
the source. The integrity is evaluated with the percental error rate of the asset. This information is
very important for users when their decision-making process is based on the asset; they need to be
sure that they are using integer information. The source records where the information was obtained
from and the person or organization who or which was responsible for its creation. Since the use of
enterprise social software fosters the integration of external resources into the company the asset
registers helps to provide an overview of where the organization purchases their information. A fur-
ther category dealing with the compliance topic is the sensitivity of the information asset which refers
to privacy issues. It is crucial to know for the organization if the asset contains any kind of personal da-
ta which has to be protected according to privacy laws. The organization has to implement appropri-
ate measures to avoid getting sued because of applicable privacy legislation. Furthermore the trust of
the customers in the organization is diminished considerably if personal data is leaked e.g. by hacker
attacks. As an addition to the sensitivity category the asset register gathers the applicable laws for the
asset. In this field not only the relevant privacy legislation is listed. Significant business law or contract

law which is applicable to the information in the asset is also recorded. The category however is classi-
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fied as “could-have” because the legislation topic is not the main focus of the auditors when conduct-
ing the audit. It is only additional information. The last category deals with the security measures ap-
plied to the asset. The security measures are related to both confidentiality and sensitivity of the asset
because an increasing confidentially or sensitivity requires more sophisticated security measures to
satisfy these conditions. The information gathered in the compliance area is very useful for the organi-
zation’s IT security professionals because they have to adjust their measures to the increasing risk of
losing information since the idea of Enterprise 2.0 was derived from Web 2.0 whose basic principle is

open-access (O’Reilly, 2009).

Category Description Format (Example) Source Problems with ESS
When wlas the asset originally created? DD.MM.YYYY TAHO
When was the entry updated for the last time? DD.MM.YYYY InfoMap
Whatis the disposal date of the asset? (retention | DD.MM.YYYY TAHO
period)
Review Cycle Fixed period of time, when the asset has to be Timeframe in month/Next TAHO
checked for changes update date(DD.MM.YYYY)
Status What is the current status of the asset? Scale: Active/Active but not TAHO Social assets are based
updated/Inactive on active participation. It
has to be decided if
inactive assets have to
stayin the register.
Are the any legal or business requirements, which | List of requirements TAHO Social software is lacking
have to considered, when disposing the asset? of important archive and
disposing functionality.

Figure 4.6: Life-cycle

Life-cycle: The life-cycle topic (see figure 4.6) collects information especially record managers need to
know when managing the asset from its creation to its disposal. Therefore the relevant dates for the
information asset’s life-cycle management are gathered in this section. It begins with the creation date
of the asset and the date the asset has been or will be disposed. Furthermore an update date is rec-
orded for defining when the entry in the register was updated for the last time. There is also a review
cycle category for determining the time span until the next update and the exact date of the next up-
date. Regularly updating the entry is very important to ensure effective information management be-
cause an outdated asset register is of no use for auditors. Furthermore the status of the asset is identi-
fied which has basically three parameters. The asset can be active and updated, active and no longer
updated or inactive which means it is no longer possible to update the asset. Identifying the current
status of the asset is elementary for record managers when initiating the disposal process. The last
category’s intention is listing the disposal requirements applicable to the asset. The disposal require-
ments come from two different backgrounds. On the hand there are the mandatory requirements

which are predetermined by commercial law and failing to meet those requirements can lead to a
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lawsuit with indefinable financial risk for the organization. On the other hand there are requirements
based on business significance of the asset. Especially strictly confidential types of information have to

be disposed in a secure way so that no one can access them any longer.

Technological Requirements: This section of the asset register (see figure 4.7) focuses on the catego-
ries concerning the underlying technology of the asset. It firstly deals with the availability of the asset
which is mainly dependent on the update frequency of the software system and its technical reliability

like the stability of the server and the connection.

il

Category Description Format (Example) Source Problems with ESS
How many hours approximately is the asset Scale: <8h = high / <24h = 15027000 | -
unavailable per month? medium / >24h = low
Usage Model What usage model is in place for the software On-Premise/Off- - -
system? Premise/Cloud/Other
License Model What license model is used for the software Concurrent User/Named -
system? User/Token-based/Other
Is the use/access to the asset dependent on any | Names of the dependent TAHO Technical dependencies
kind of technology? (e.g. browser) technologies are a comprehensive
topicin ESS. It has to be
decided by the auditors
which level detail they
want to apply.
Who did provide/manufacture the software/ Name/Location/Contact HSCIC -
hardware for the information asset? Information

Figure 4.7: Technological Requirements

High unavailability rates can have a major impact on the business because employees whose work is
based on the respective information asset will be decreased in their productivity. Therefore auditors
can recognize high unavailability rates with the help of the asset register and undertake appropriate
measures. Most of the templates compared in the previous chapter used the storage medium as an
important category. However with its focus on enterprise social software the new template does not
require a category for the storage medium because the information is stored on a hard disk for almost
every asset. Instead of the storage medium two new categories are introduced which are suitable for
enterprise software. The license model as well as the usage model are both elementary decisions
when an organization is introducing a new information system. When auditors are evaluating and ana-
lyzing the information assets it is important for them to know the limitations of the usage and license
model because a usage model where the provision of the software is dependent on another organiza-
tion limits the scope of action for the auditors. The next category is the technical dependencies of the
asset which forms the basis for understanding the information infrastructure of the company. Since
the information asset register provides a condensed overview of the dependencies the managers will

understand for the first time how a change to one component of the information infrastructure will in-
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fluence the others. The last category records the manufacturer and/or the provider of the software
system. This information is important for the information technology department because they need
the support of the manufacturer or provider for technical problems. The register provides an overview
for every asset with its respective contact person and therefore will facilitate the communication

when solving technical issues.

Category Description Format (Example) Source Problems with ESS

Whatkind of content is stored in the asset? (e.g. Description of Content InfoMap The number of content
text, videos) types for ESS is very high.
Gathering detailed
information about every
content type can be

difficult.
Format Is the data stored in the asset in any kind of Name of the format(s) InfoMap -
format?
Structure How structured is the information contained in Scale: high = very good ITIL
the asset? structure, easily

understandable and machine-
readable / medium = existent
structure and machine-
readable but not easily
understandable / low = no or
poor developed structure, not
machine-readable

Is the content of the asset searchable with some | Yes/No (+Description) TAHO
kind of search engine?

Figure 4.8: Properties of the Data Itself

Properties of the Data itself: The last section of the template (see figure 4.8) focuses on properties of
the data stored in the asset itself. The first category deals with the content of the asset and provides a
short description on what types of media are stored in the asset. Understanding what kinds of media
are stored in the asset is crucial for implementing appropriate information management procedures.
Especially since social software contains many of the unmanaged content types like videos or instant
messages (see figure 1.2) understanding what explicit types the specific asset contains is crucial for
improving information management. The next two categories the format and structure of the asset
are highly related. On the one hand the content stored on the asset comes in many different machine-
readable formats like jpeg or HTML. However understanding the implications of the format on infor-
mation management and initiating the appropriate measures to decrease the number of formats and
insure that older formats are transformed to newer technologies are major tasks for information
management. The structure is highly dependent on the format because most document types espe-
cially spreadsheets, text-files or HTML are highly structured because they are created with computers.
Many media files like videos or pictures however are less structured because they don’t contain textu-
al information and therefore need further management measures. Hence the asset register provides a
good starting point for solving problems with content types lacking in the format or structure area.

The last category focuses on the searchability of the information asset. Searching for the appropriate
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information is a major requirement for information users today because they are used to highly per-
forming search engines from their private environment (Google, Facebook). Therefore recording if the
content in the asset is searchable and how well the search engine is working is an important fact for
information auditors. Knowing the potential for improvement in that area will foster the establish-

ment of appropriate measures by the management.

4.1.2 Prioritizing the Categories

The proposed information asset register template is very comprehensive and provides a great number
of different categories. However an organization which wants to apply the asset register is not con-
strained to using the whole scope of the register. They can adjust the asset register to their specific
needs and requirements. To facilitate the decision-making on which categories are indispensable for
an information asset register a rating scale is provided which divides the categories in “must-
have”(red), “should-have”(yellow) and “could-have”(green) categories (Hatton, 2008). The respective
organization can start with identifying the must-have categories and then decide if any of the further

categories are needed for their endeavor.

General Information: Clear numeric and textual identification are both “must-have” categories be-
cause numeric identification is important for database tools as a key attribute and humans will at first
identify an asset by its name. The description is an optional field because it depends on the asset if a
further description is needed and helpful for the users of the asset register. The type however is a
mandatory attribute since it is important for identifying similar assets to harmonize their manage-
ment. Furthermore the organizational unit on the one hand is a “should-have” category as in smaller
organizations the organization is not divided into units or it is not possible to assign the asset to one
specific business unit. Therefore this field should only be completed if the asset is clearly matching
with an organizational unit. On the other hand the location is mandatory especially for legal reasons
since in emergency situation e.g. when the company is attacked by hacker knowing the physical loca-
tion can be crucial for protecting the asset. The comments field is only a nice-to-have feature because
it is an additional field for the auditors where they can add information they think is missing in the reg-
ister. The system category is classified as “must-have” since the asset is dependent on the system it is
stored on and knowing the systems is crucial information for understanding the implications of any

kind of changes enforced on the software.

People: The people section has only mandatory categories with the exception of the update responsi-
bilities. As already outlined previously Web 2.0 tools are user-centered tools (O’Reilly, 2009). There-
fore any kind of person who is responsible or participating in the operation of the tool is an important

contact person for the auditors and therefore has to be recorded in the asset register. The manager
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for example has to insure the usability and appropriate access rights, the owner has the copyright for
the information stored in the asset, the custodian is the contact person when facing any kind of tech-
nical problems and the creator is the person to contact when users are having problems in under-
standing the information. Recording these persons provides the auditors with indispensable
knowledge. Therefore these categories are classified as “must-have”. Furthermore the users are also
a “must-have” category because when auditors think about improving effectiveness and efficiency of
the employees in dealing with their information assets, understanding which are the most important
information users of the asset is crucial information for the auditors because they start the improve-
ment process from the user’s perspective. The only optional field records the update responsibilities
for the entry in the register, which has to be assigned to a specific person. However it is recommended

to assign it to one of the employees already mentioned in this section like the custodian.

Management: The management area is of major importance for any organization because it deals with
the contribution of the information assets to the organization’s economic success. However it is also
the section with the greatest further effort required to complete the fields. Therefore especially for
small organization’s it is questionable if they can benefit from that effort because the costs for calcu-
lating and identifying the entire required information can easily excel the benefits. Therefore almost
every category in this section is optional besides the field which deals with the supported business
tasks. Understanding the relation between the information assets and the business task is a starting
point for the information audit and for any kind of recommendations which are provided at the end of
the audit process because only if auditors know in which area the assets support the employees in
their daily work they can increase the asset’s usability. Cost and value as well as a possible risk analysis
for the assets are optional for the reason of their complexity. It requires a lot of effort undertaking
these tasks. Therefore further research is required for identifying appropriate methods for costing and
valuing information. Especially condensed methods for smaller companies are unexplored territory.
The input and output categories are both optional because they are derived from classical resource
management and therefore are not suitable for every type of information asset. However not only
machines are based on input and output. Also many information assets need information input to op-
erate satisfactorily and produce valuable information output. Hence auditors should think about iden-
tifying the main inputs and outputs for every asset for better understanding the information flow
through the organization. The last category is about identifying the relationships between the assets.
The field is also classified as “should-have” because it is an optional task which is suitable for larger or-
ganizations. Small organizations with a limited number of assets are not profiting from the findings of
the relationships analysis as well as bigger organizations with dozens of information assets. For those

organizations the identification of relationships can be a starting point for mapping the whole infor-
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mation infrastructure which is an elementary task for understanding how changes to one asset can in-

fluence the other assets.

Compliance: The following section deals with defining fields which are covering the whole scope of the
compliance area. The first two categories are both mandatory: identifying the people who are allowed
to access the information assets and defining the protection requirements. Both topics are related be-
cause they deal with protecting the assets from unwanted access. Especially for companies with in-
formation assets containing crucial business information like trade secrets limiting the access to these
assets is one of the major tasks for information managers to avoid losing these information to compet-
itors and thereby losing competitive advantage. The next two categories are also related and both
classified as optional. The degree of trust an employee can put in an information asset mainly depends
on the source the asset was obtained from originally. Internal assets are in general more trustworthy
than external ones. However it is a complex task to identify the integrity of the asset. Thus the identi-
fication of the integrity is left up to the auditors which have to decide if the field is applicable for the
respective organization. McColl (2012) proposed a scale depending on the error rate of the asset. It is
guestionable especially for comprehensive assets if the error rate is easily calculable. Therefore fur-
ther research is required in this area. ldentifying the source auditors face the same problem. Especially
social software assets are obtaining information from so many sources that tracing all of them after-
wards could be an impractical task. A further field deals with the sensitivity of the data contained in
the assets. As privacy issues are of growing interest for companies because of latest developments like
the Sony or MasterCard leaks understanding where personal information is stored in the respective
organization is mandatory for auditors. Knowing where the personal information is stored and pro-
tecting it against unwanted access forms the basis to avoid lawsuits because of privacy violations. Fur-
thermore the register also gathers laws from other areas like business or copyright law. The main
problem in that area is finding out which law is applicable for the specific asset and depending on
where the asset is located which national legislation is relevant. In the case study the important legis-
lation is e.g. German law on privacy and copyright. The last category identifies security measures ap-
plied to the assets to avoid the previously mentioned problems in the compliance area. This category
is classified as “could-have” because most of the social software assets are protected by the measures
already implemented in the system. Establishing more sophisticated requires further effort which only
companies with it security professionals can afford. Furthermore it is questionable if those security
measures don’t decrease the usability of the system in a way that the users try to avoid the asset in

their daily work.

Life-cycle: This area defines and identifies fields considering information which is important for manag-

ing the life-cycle of the information asset. The first three fields record the most important dates for
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the asset and therefore are mandatory for every asset register. The creation date and the disposal
date frame the information life-cycle. The update date defines the actuality of the entry and is a start-
ing point for managers when evaluating the quality of the asset register because an outdated register
cannot be used as a basis for information auditing. The review cycle is closely linked to the update
date because it defines a date and a time frame for the next update of the entry. Establishing a review
cycle is recommended by the authors, the usefulness and effort for undertaking the task however is
highly dependent on the organization. For small organizations a specific review cycle for every asset is
optional. They can assign a responsible manager for the whole asset register, who is also accountable
for regularly updating the entries. The following field considers the status of the asset. It is also an op-
tional category because the benefit of recording the status for social software assets is questionable.
While classical information assets can vary in their status most of the social software assets are active-
ly used and updated because social software depends by definition on the participation of the users.
The last category records the disposal requirements for the asset if there are any in place. The disposal
requirements can be dictated by official legislation which forces to the business to keep documents for
several years or by the importance of the documents themselves because information with crucial
value to the business has to be retained for future use. However for many new types of information
created and stored in social software disposition and retention are unexplored territories for organiza-
tions. Many companies are failing to meet eDiscovery requirements because it is too complicated and
costly to archive the amounts of information created in Enterprise 2.0 software. Failing those re-
quirements can cause lawsuits and financial penalties for these companies (Williams, 2012, p. 18).
Therefore firstly research is required for the auditors if there are any legal requirements or records

management frameworks applicable to social software assets.

Technical Requirements: This section of the asset registers deals with the attributes of the asset re-
garding the hardware and software which is required to operate the asset. The first category identifies
the availability of the asset and is an optional category. The level of availability is dependent on the
downtime of the system the asset is hosted on. The availability field is classified as mandatory because
businesses highly depend on the availability of the assets. Longer downtimes during the daily working
hours can cause high financial damage to the organization. The next two fields are derived from the
area of business software because the usage and license model are fields which are not applicable for
general information assets. However with the focus of this template on enterprise social software
both categories are optional information for auditors and can support them in their analysis and eval-
uation process. Especially the usage model defines which opportunities the respective organization
has to apply changes to the used software. If they have outsourced the operation of the software to
an external provider, changes recommended by the auditors at the end of the audit process have to

be arranged with the provider firstly. The license model could also be an obstacle to the effective use
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of the system because a limited number of parallel users hinders the organization of fully exploiting
the benefits of social software which is based on user participation. The next category is classified as
mandatory and identifies the technical dependencies between the asset and software or hardware
products used in the organizations. Understanding the dependencies between those could be very
beneficial for the organization because it is a starting point for mapping the information technology in-
frastructure and improving decisions on acquiring new and disposing old technologies. The last field
records the name and contact data of the manufacturer or provider of the respective. This category is
classified as optional because in most cases the provider or manufacturer are not the main focus of
the information audit. The benefits of knowing this data are limited because the changes and recom-
mendations from the information audit have to be implemented by the organization itself respectively
the employees responsible for the operation of the system. Despite recording a contact person espe-
cially for emergencies and major technical problems is important for organizations to quickly conquer

these situations.

Properties of the Data itself: The last section of the template gathers data about the types and proper-
ties of information stored in the information asset itself. The first category is mandatory and collects
information about the content stored in the asset. The main focus is on identifying the different types
of content stored in the asset. Especially social software includes many different types of information
like videos, instant messages or status updates which are mostly unmanaged (Williams et al., 2013).
Therefore collecting this information can be a good starting point for information managers to deal
with that problem. The next two categories are both classified as “should-have” and they are related
with regards to content. Collecting the different formats of the data can be helpful for auditors as well
as information about if and how the information is structured. Documents and other types of infor-
mation saved in well-known formats are easier to manage. Furthermore well structured documents
enable automation of workflows because they can be processed by computers without any support
from humans. Therefore it is important for auditors to collect this information about the asset. The
last category is classified as “could-have” because it describes a feature of software which is well es-
tablished in the area of Web 2.0. However including a comprehensive search engine which is able to
cover every asset is a complex task because most software types are lacking of integration with soft-
ware from other manufacturers. Therefore searchability is a nice-to-have feature for any asset. How-

ever it should not be foregrounded by auditors.

4.1.3 Establishing a Consistent Format

Establishing a consistent format for every entry in the asset register is very important for the well

functioning of the register. Especially comprehensive registers from bigger organisations will be ana-
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lysed with the help of database software. To gain the most benefits from this analysis a consistent
format for the entries is indispensable. In the asset register six different types of formats are used with
slight variations. Most of the formats are text-based due to the natures of the spreadsheet which does
not allow visualization. For further analysis and evaluation the auditors are recommended to use
graphic visualization like maps or process diagram to display workflows or relationships between the

assets.

Some categories just require to numeric value for which it is easy to establish a consistent format.
Dates for example are recorded in the standard European format DD.MM.YYYY, financial values like
costs are defined in Euro. The format of the identification number can be individually defined by the
respective organization. Furthermore many fields require the name and role of a person or an organi-
zation especially in the people section. For auditors it is important to establish a consistent notation
scheme for both names and roles. Every name is required to be in the format First Name followed by
the Last Name und the roles should not vary throughout the register. The CEO for example should be
called CEO in every field and not manager or any other title to avoid confusion. Related to the names
and organizations is the contact information needed to communicate with the respective person. In
the end the success of the information audit is mainly dependent on the employees participating dur-
ing and after the audit process. Therefore auditors have to collect every possible data to facilitate
communication between auditors and key employees. The entries should include address data like
country, city, and street and also communication channels like Email address or telephone number.
The format of those entries is dependent on the regional circumstances. Therefore auditors should

use the most commonly known format in the respective country or geographical area.

For any kind of field which requires longer textual description headwords are recommend to increase
clarity and to lower the effort for the auditors. To make the information in those fields more usable
the employees completing the register should limit the description to the most important facts. Be-
sides several fields require lists or enumerations because they are filled with more than one value. To
limit the complexity of the spreadsheet simple bullet point lists of the respective values are recom-
mended. However for fields with a great number of values bullet points can be confusing for the read-
ers. Therefore auditors should come up with better methods for visualizing these categories. Accom-
plishing that task is not part of this thesis and is only an indication of opportunities for further re-
search. The last type of format used in the asset registers are scales for types of field whose values can
be brought into order. In the register template the applied scales are adapted from other register
templates discussed in the previous chapter. However these rating scales are not using clear numeric
values. The labels used for the evaluation were developed by the respective authors and can be seen

as a suggestion for the organization applying the template. However the auditors themselves have to
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decide if the suggested scale is applicable or have to come up with a new one which is better fitting
for their organization. Especially fields like availability, integrity or structure are hard to describe with

generic scales because the assessment of these topics highly depends on the organization it is used in.

4.2 Case Study and Problematic Areas for Enterprise Social Software

The following section applies the template which is proposed in the first part of this chapter to an ex-
emplary case. The exemplary case chosen is the IBM Connections system of the Information Systems
Research Group at the University of Coblenz. The asset register is applied to a blog and a wiki used by
the members of the research group on the platform. The goal of the case study is to identify occurring
problems during the application of the register which are only recognizable in practical use. Therefore
the following sections mainly focus on problems and difficulties during the application and do not de-
scribe every step of the application in detail. The identified social software issues described in this
chapter are summarized in the table displayed in figure 4.9. The completed information asset register
is displayed in the appendix. The problems outlined in the following paragraph are also highlighted as

problem areas and shortly explained in the spreadsheets in the previous chapter.

The first category which is causing problems when completing the register is the location field. Identi-
fying the location is very important for physical assets because auditors need to know where the asset
is accessible. Social software assets however are usually stored on servers where the location of the
server itself is not as important as for physical assets. However, especially for privacy and emergency
issues organizations can benefit from knowing the exact location of the server. In the case study the

location of the server is easy to identify because IBM Connections is hosted at the university.

In the people section several challenges have to be conquered by employees completing the register
because of the nature of enterprise social software. For physical assets it may be easy to identify who
originally created the asset. Since enterprise social software is based on the principles of participation
and information sharing identifying the authors can be very difficult for two reasons. First the number
of creators of an asset can be very high especially for collaborative tools like wikis. Furthermore espe-
cially for web resources it can be impossible to identify the creator because he is unknown. The owner
category is influenced by the same problem: identifying an owner for an asset where the original crea-
tor is not traceable is sometimes not possible and is also causing problems relating to copyright issues.
In the case study the author is confronted with the same problem. The wiki on the platform is created
by the whole research group. Therefore it is hard to list every creator of the wiki especially because of
members joining and leaving the research group. ldentifying the information users is also difficult be-
cause of their sheer amount. The principle of openness which is basic for Web 2.0 allows every person

who has access to the platform to use it. However looking at enterprise social software the number of
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users is limited to the employees of the company. In the case study the users are the registered mem-
bers of the IBM Connections platform. Despite it is important for auditors for further analysis to iden-
tify the main information users and not only the people who can access the asset. ldentifying those

requires further effort like surveys or interviews which are not part of the case study.

Category Problem Description

Location Social content is hosted on servers. The actual geographical location is less
important for the employees for working with the asset. Howeverthe physical
|ocation is important for legal reasons and in emergency situations because
knowing the location is critical for identifying the applicable law and undertaking
the appropriate measures.

Creator and Owner The number of creators and owners is significantly higher compared to classical
assets. This can lead to problems in identifying and/or tracing the every creator
and owner.

Users The number of possible usersis significantly higher compared to classical

resource because of the open access principle of ESS. It also can be a
comprehensive task to identify every information user because of their
NUMEroLUSNEss.

Costs and Value Definingthe costs and value for social software assets is a very complex and
comprehensive task. Determining the exact financial value ar the maintenance
costs of an asset is not possible for every social software asset.

Business Tasks Some types of social software assets e.g. cannot be explicitly assigned to specific
businesstask because they only provide additional information for the
employeesand are not integrated into any task

Rizks Information risk analysis is an own, very complex research field. Determining the
impact and costs of losing an asset is a complex task.
Input and Output The input and output category are based on a classical view on resources. For

many social assets it is not applicable or hard to determine because of the sheer
amount of inputs.
Access Accessiza problematic for ESS because ESS is based on the idea of open access.

However the IT security professional and the management is interested in
limiting the access to only trustworthy users

Integrity/Trust Integrity is difficult topic because rating integrity of information with a scale is
impractical. The numerousness of sources of social assets impedes the task.

Source Identifying the sources is difficult because of their numerousness. Web sources
can be hard to trace or not identifiable.

Relevant Law Identifying the applicable law can be very difficult because there may not be an

applicable law for social software assets orthe identification of the law needs
additional juristic expertise

Security Measures Security measures and usability which is a core feature of ESS are an area of
conflict because comprehensive security measures limit the usability.

Status Social assets are based on active participation. It has to be decided if inactive
assets have to stay in the register.

Dizposal Requirements Social software is lacking of important archive and disposing functionality.
Records management procedures for social software assets are not fully
developed.

Technical Dependencies Technical dependencies are a comprehensive topic in ESS. It has to be decided by
the auditors which level detail they want to apply.

Content and Format The number of content and format types for E5S is very high. Gathering detailed

information about every content type can be difficult.

Figure 4.9: Social Software Issues
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The management section requires the most effort to complete the fields because the complexity of
the attributes is the most advanced of the whole register. Especially the cost and value category are
hard to identify and define. In the case study the exact costs and value of both assets are not calcula-
ble because measuring the cost of setting up and maintaining a blog or a wiki is very hard to measure.
Therefore completing these fields would require further research on information valuing and in ac-
counting if auditors want to fill these fields. However valuing enterprise social software assets is unex-
plored territory. ldentifying the business tasks and processes which require the use of the social soft-
ware assets is a very important task because it is an indicator of the asset’s importance for the organi-
zation. However in the case study it is difficult to relate the assets to business tasks because the re-
search group is not a common company with classic business tasks like selling products or buying raw
materials. Despite there is evidence for tasks which are supported by the research group’s wiki which
contains tutorials or annual reports. The blog on the other hand does not offer information which is
clearly assignable to a specific task. It only includes additional and not required information for the
members of the research group. The next category deals with the risk analysis of the asset. Informa-
tion risk analysis is an separate area of research and therefore the asset register covers only a small
part of the whole area because conducting a comprehensive risk analysis would be too time-
consuming since it requires a lot of effort e.g. for surveys and interviews. The risk topic is divided into
four different aspects. The case study only touches each aspect lightly and does not gather every risk
from or to the asset. Calculating the costs the occurrence of each risk could cause is not feasible for
the same reasons as already outlined in the cost and value section. The last two categories which are
causing problems in completion are input and output. Defining input and output streams is adopted
from a classical view on resources like machines who convert raw materials into products. This view
however is not applicable for social software assets. The identification of an output for a blog or a wiki
is nearly impossible because they don’t contribute directly to a product or a service which is sold by an
organization. Their contribution is indirect because they assist the employees through the production
process. The inputs of the asset are easier to identify. However they are also varying from the classical
assets because the inputs are not converted. The main goal of social software is gathering the differ-
ent inputs, combining them and thereby making them more usable for potential information users. In
the case study the main inputs of both blog and wiki are other web resources which are taken to cre-
ate new information resources. In the output section of the blog field the comments for each blog en-
try are recorded because the discussion about a topic between the employees can be seen as an out-

put since they probably create new insights.

In the compliance section the integrity field causes problems for auditors because as already outlined
in the previous chapter about formatting the information it is hard to rate integrity on a scale. Howev-

er the assets used for the case study are both internal information assets which are only created by
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members of the research group. Therefore the trust level of the assets can be rated as high. However
the evaluation is a complex task if the asset combines multiple external resources which do not have
the same trust level. The source category is closely related to the inputs already recorded in the man-
agement section. However it is still an important category for auditors because it provides a full over-
view of where the organization is obtaining their information from. Understanding where the infor-
mation is obtained from can be a first step to preserving these resources and fostering their exploita-
tion. The case study however shows that gathering the sources can be a confusing task because the
number of sources is very high. Therefore auditors have to come up with an idea to assess the sources
by their importance. Gathering and identifying the relevant law for the social software asset can also
be very difficult. On the one hand there may not be any industrial or commercial law in place for social
software assets. On the other hands identifying the applicable law may require additional juristic ex-
pertise. The last category mentioned in this paragraph is security measures. The platform used for the
case study is a closed environment and only allows registered users to access the assets. Furthermore
IBM Connections allows restricting the assets to a specific user group. Security measures for enter-
prise social software however is a complex field which is not discussed in this thesis to its full extent.
The auditors have to be aware that increasing the protection level by introducing new security

measures decreases the usability, which is a core aspect of social software, in most cases.

The next area is dealing with life-cycle information about the assets. This section did not cause any
problems during the conducting of the case study because it mainly requires simple types of infor-
mation like dates which are easily identifiable. The status however is a field which is not useful in  the
case study. The IBM Connections platform is supporting the members of the research group in their
daily work and therefore the active use of the assets is indispensable. Furthermore the status is also
related to the disposal requirements in an adjacent field. If a platform is shut down and replaced by a
new system, it is very important for the organization especially from a records management perspec-
tive to decide how to proceed with the inactive assets on the legacy system. Archiving and meeting le-
gal requirements in the area of eDiscovery are both topics which are neglected by information practi-
tioners. Therefore the assets in the case study are also lacking of advice on how to correctly dispose
the information after its retention period or how to archive it. For that reason the asset register is a
starting point for overcoming this problem and thinking about implementing records management

procedures in the system or encourage the manufacturer of the system to include this functionality.

The technological requirements section is also easy to understand and complete for the auditors be-
cause the scope for each field is very narrow. The only category which is unspecific is the field record-
ing the technical dependencies. In the case study the author decided to focus on direct dependencies

namely the software which is required to access the asset. However thinking about broader scope au-
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ditors could also line out hardware dependencies or software working at the backend like database
applications or operating systems. If the auditors want to map the organization’s information technol-

ogy infrastructure, the second approach would be recommendable.

The final section of the register focuses on properties of the data itself meaning what types of infor-
mation the asset contains. The first category records the different types of content stored in the asset
like videos, messages etc. The case study shows that this is a comprehensive undertaking because in
comparison to classical information assets the variety of content types increases strongly. Recording
the different types of content is a starting point for effective and efficient information management.
To improve information management dealing with the different formats of information is also very
important. The case study shows that the information is basically formatted in HTML. However the
textual information is easily convertible to commonly known formats like DOC. Establishing standard-
ized formats for every asset and information type is also a basis for implementation of effective con-
tent management systems. Therefore recording the formats in the register can initiate a thinking pro-

cess about establishing these formats.

4.3 Developing a Metadata Template for Enterprise Social Software

This section takes the information asset registers introduced in the previous sections as a basis for de-
veloping a metadata template (see figure 4.12) which can be used by employees setting up a new
work space on an enterprise social software platform. The aim of the template is to make the work
spaces comparable to each other and to provide them with meaningful metadata. Comprehensively
described assets can be a major benefit for organizations because e.g. clear responsibilities are as-
signed for each asset and not only the structure of the work spaces is increased but also the
searchability for the metadata attributes. In this case the focus of the metadata template is on com-
munities in IBM Connections. Introducing and defining comprehensive and meaningful metadata can-
not only be beneficial for communities. Concrete elements of the communities like blogs or wikis
should also be assigned with meaningful metadata. The scope of this research is limited to IBM Con-
nections communities. Providing social software components with appropriate metadata templates

leaves space for future research.

The following template is adjusted to the requirements of IBM Connections. It provides the users with
additional metadata for setting up a new community on the platform. At the moment the platform on-
ly provides rudimentary metadata as displayed in figure 4.10. The users creating the community are
only forced to assign a name and the access level from public to private. Furthermore they can add

tags, a description and add members to the community which are registered on the platform. To pro-
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vide organizations with additional guidance on which metadata is indispensable for setting up new

communities the attributes are divided into mandatory and optional attributes (see figure 4.11).

The respective organization can decide if they want to implement the optional attributes in their sys-
tem depending on their suitability with their requirements. Furthermore the attributes creation date
and creator of the community are already automatically recorded by the system without any further
implementation required. The identification number should also be automatically assigned by the sys-
tem to guarantee a consistent format. IBM Connections already includes the name as a mandatory at-
tribute for identifying the community and optionally an additional textual description which can be

added by the creator.

Start a Community

*MName:

Tags: 3
‘Web Address: http:/isocial. fgbas.iwvi.uni-koblenz.de/communitie s/ community/

Enter a short name to customize the link, or leave blank.

*Access: @ Public - anyone can join
@ Moderated - people must requestto join 2
) Restricted - people must be invited to join

Members: Select a role and add people to that role.

Members E Type to find person

Description: &1~ | | Font | Size - B o Al- &~
LI (RN EE R E =R

(i
i

|
iil
b
i

Figure 4.10: Setting up a Community on IBM Connections

Automatically assigned by the system
Mandatory attributes
Optional attributes

Figure 4.11: Legend for the Metadata Template

The organizational unit and the location are both optional attributes which can be implemented by the

organization if they profit from the additional information e.g. because the organization is really huge
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and consists of several organizational units or the organization stores business critical information in

the community which has to be protected against potential emergencies.

Attribute Description Topic
Identification A clear numeric identification of the community which is usable | G
Mumber asa key attribute E
A clear and unique name for identifying the community N
Description A definition of what purpose and objectives of the community E I':
are ina brief description A O
Organizational The name of the departmentis) in the organizational hierarchy L R
Unit to which the community is assigned to M
A
Location The geographical location of the hardware on which the T
community is hosted |
O
M
The name and role of the employee responsible and
- accountable for managing the community
Creator The name and role of the employee who originally created the
community P
Owiner The person or institution owning the information in the E
community and wha is legally responsible for the information 0
The name and role of the person for obtaining authorative P
information and responsible for technical support L
The name of the employee responsible for updating/checking E
the community and itz metadata
Access Which departments/groups of peoplecan accessthe C
community? 8]
Which protection requirements are assigned to the community? | M
Sensitivity Doesthe community contain any types of personal dataor P
sensitive data, which has to be protected? L
Security Arethere any kinds of security measures which have to be I
Measures additionally implemented for the community? A
M
C
E
Creation Date When was the community originally created?
_ When was the community metadata updated for the last time?
Dizposal A fixed disposal date for deleting or archiving the community or
atimeframe depending on the last update defining how long it
hasto be kept (retention period)

Fixed period of time, when the community and its metadata has
to be checked for changes

Figure 4.12: Metadata Template

The people area forces the creator of the community to assign clear responsibilities for the community
in several areas. The creator is automatically recorded by the system. However it is also mandatory to
assign clear management responsibilities to an employee who is accountable for the community and

its content. If it is possible to determine who owns the information which is going to be stored in the
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community, the creator has to define the owner attribute. The organization can profit from this infor-
mation because it identifies the legal owner who is relevant for copyright issues. Besides the mandato-
ry attributes custodian and update responsibility have to be assigned to the community.Both the main
technical contact person and the employee responsible for checking the community metadata for
timeliness are indispensable information for the organization because they guarantee the usability

and effectiveness of community and the employees working with it.

In the compliance section IBM Connections already constraints the creator to assign access restrictions
to the community which correlate with the confidentiality criteria. However it is recommended to as-
sign the confidentiality attribute to each community because it is important to protect the information
stored in the community according to its business criticality. Furthermore the creator could also de-
termine if the community will contain any privacy sensitive data e.g. when the community is used by
the human resource department. This metadata will help in avoiding potential lawsuits because of pri-
vacy violation. The last optional attribute in this section is the security measures which records any
additional precautions the creator wants to have implemented. In IBM Connections the system does
not offer any further security measures. However, the IT department can add additional protection if

it is required by the organization.

The last section deals with life-cycle attributes of the communities. The first attribute, the creation
date, is automatically recorded by the system when the creator opens a new community. The update
date on the other hand is an attribute which is not already recorded in IBM Connections. The platform
only records the date when the data stored in the community was updated for the last time. The date
when the metadata was checked for timeliness is not captured by the system. However it is important
information for managers to know if they can still rely on the metadata. The metadata in this case
does not only include information automatically captured by the system but also information like the
custodian who has to be assigned by the manager. The disposal date is an optional attribute which can
be defined by the creator of the community e.g. if the community is used for a specific project which
covers a fixed timeframe. Knowing when the community can be deleted saves disk space and increas-
es clarity on the platform. The last life-cycle attribute recorded is the review cycle which is a mandato-
ry attribute because proofing that the metadata is up-to-date is elementary information for managers
and the IT departments especially when they are planning the implementation of changes to the
community. Therefore IBM Connections should automatically alarm the responsible custodian to
check the community repeatedly over a fixed period of time. The review cycle and the update date are
connected attributes which should be automatically related by the system. The next review date

should always refer to the update date and the review cycle.
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5 Summary and Outlook

The following chapter first summarizes the findings of the literature analysis and continues by taking
the research questions as a basis for outlining the results of the main section. Secondly it provides an
outlook on the future implications of this research by outlining future developments and changes in

Enterprise 2.0 and their consequences for information auditing.

5.1 Summary

At the beginning of this thesis the terms Information Audit and Enterprise 2.0 have been defined. The
first finding is that the Information Audit is lacking of a general and standardized definition (Buchanan
& Gibb, 2007, p. 161). Information auditing however is such a diversified topic that the lack of a gen-
eral definition does not pose a threat for information practitioners because the audit has to be adjust-
ed to the needs of the specific organization in which it should be undertaken. Furthermore the bene-
fits of information auditing are gathered in a spreadsheet and grouped by their range of influence. The
broad spectrum of benefits shows the diversity of information auditing and is an encouragement for
managers to undertake the audit because they can look at the multiple areas of improvement and un-
derstand how they can include information resources in their corporate strategy. On the other hand
challenges are also outlined. The challenges are as numerous as the benefits of the audit because of
the general complexity of the audit. However identifying the challenges provides a good starting point
for auditors to arrange appropriate measures beforehand. The key challenge for information auditors
however is to include the people in the process because the managers as well as the employees are

the crucial factor and getting their support during the whole process is indispensable.

The definition of Enterprise 2.0 states its main features referring to McAfee. Focusing on Enterprise
2.0 a summary of the main challenges is also provided because organizations have to carefully think
about the potential threats of implementing social software tools. These challenges are also of inter-
est for auditors dealing with those tools during the audit process. Similar to the audit including the us-
ers in the software and fostering their participation is the key success factor of social software. Fur-

thermore problems like information overload, privacy or IT security are identified as major threats.

The information audit is not a fully accepted information management tool (Steven Buchanan & Gibb,
2007). The research on information asset registers reveals that several branches are already using in-
formation asset registers. However, these companies are not fully exploiting the opportunities of the
asset register by taking it as a starting point for improving information management. Therefore this
research combines these different views from the branches already using asset registers and takes it

as basis for developing a register for enterprise social software. It is also taken into consideration how
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the specific requirements of enterprise social software can be included in the register. Furthermore
the register is analyzed and condensed for creating a metadata template which can be directly imple-
mented into social software to provide assets with meaningful metadata. The condensation is neces-
sary because applying all attributes from the register to the template would be too much effort on the
one hand. On the other hand it would not be suitable for several categories because their primary fo-
cus is not social software. The process described in this paragraph is guided by the research questions

which are outlined and answered in the following section.

5.2 Answering the Research Questions

RQ1: Which information audit methodologies exist, what elements do they contain and how do they

differ?
RQ2: How is the step of information capturing defined in each of these methodologies?
RQ3: Which types of information asset registers (IAR) are used in companies or other institutions?

RQ4: What are the requirements for information capture and an information asset register for enter-

prise social software (ESS)?

RQ5: How well do existing methods of information capture meet the requirements of enterprise social

software?

RQ1: The whole thesis is guided by the research questions. Therefore the main section of this thesis
(chapter 3 and 4) begins with analyzing and describing three exemplary and generally accepted infor-
mation audit methodologies and compares them to each other. This analysis increases the under-
standing of the core elements and difference of the methodology. The main finding is that the core of
each methodology is similar. Burk and Horton’s InfoMap which is the oldest methodology is used as a
template by the other authors. Therefore the four core steps of InfoMap remain the same in the other
two methodologies. However they are developed further by adding stages at the beginning and the

end and the four core steps are defined in more detail.

RQ2: Furthermore the role of information capturing which is the main focus of this thesis is analyzed
in more depth by taking a closer look on the information capturing stages of each methodology. The
main finding of that analysis is that InfoMap is the most comprehensive methodology in the area of in-
formation capturing because it provides the auditors with a handful of methods building on each oth-
er and these methods are also well documented. Buchanan and Gibb only suggest methods which
could be used for information capturing but do not explain them like Burk and Horton do comprehen-

sively. Henczel however introduces a new perspective to information capturing by providing methods
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for relating the information resources with business objectives or business tasks which is a missing ar-

ea in InfoMap.

RQ3: The following section focuses more closely on information capturing by looking at information
asset registers. To introduce the area of information asset management information assets and their
management are defined. The main finding is that the difference between information assets and in-
formation resources is negligible and the terms are partially used synonymously. The next section
deals with the comparison of practical examples for asset registers. Therefore the identified asset reg-
ister templates are firstly described and then compared by their main attributes. The main outcome of
that comparison is that the templates vary widely mainly because of their different view on infor-
mation management. The TAHO template occupies a records management perspective on information
assets and was developed by a public authority. Whereas InfoMap is focusing on private companies
and does not take a specific perspective. The 1ISO27000 template however is occupying an information
security perspective which strongly differs from the records management perspective. These different
perspective lead too many verifying attributes used to classify information assets in a spreadsheet.
The varying perspectives however are a major advantage for the following research step because the

development process is an opportunity to integrate these different perspectives.

RQ4: The development process is initiated by gathering the categories identified previously under sev-
en generic terms and providing each of them with a general description and a suggestion for a format
which is important to support the register with database functionality. Furthermore the categories are
prioritized with the MoSCoW classification scheme to provide auditors with a first idea on which at-
tributes are indispensable and whose application depends on the respective organization. The thesis is
finished with a case study applying the asset register at the Information Systems Research Group’s so-
cial software system. In this chapter the relation between the register and Enterprise 2.0 is established
for the first time. Referring to the research questions no specific requirements for information asset
registers applied to enterprise social software are identified by the author. The scope of the asset reg-
ister chosen as a basis for the development of the new template is so widespread that adjustments
caused by Enterprise 2.0 are minor. The new categories “Usage Model” and “License Model” are in-
troduced which are derived of the business software background. Furthermore a category for record-
ing the software system in use is implemented. The storage medium which is a main attribute for clas-
sical resources however is left out for obvious reason because it is stored on hard disk for every social
software asset. The core elements in the seven areas of the register however stay the same because

the difference between “older” and social software assets are negligible for the asset register.

RQ5: The case study however reveals several problems during completion of the asset register with

two exemplary social assets. The findings of the case study indicate that the existing methods do not
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fully meet the requirements of social software because some categories which are important for eval-
uating the assets are hard to complete without any further research, which could include the devel-
opment of new rating scales or creating methods for visualization. An example for this problem is the
user category. While physical assets in most cases have one or a small number of users social assets
like wikis are accessible for the whole organization. Recording the whole amount of users can be a

very time-consuming task or even impossible.

Combining General Information Con-
the advan- 8l den-
tages and Category Description sing
different Adlear numericidentification of the asset whichis the
perspec- usable 3 a ey attribute asset Metadata Template
tives of the Aclear and unique name for identifying the asset regis- Atiribute Desc
templates Description Adefinition of what the main characteristics and ter for \dentification Acle
to develop componentsof the asset are n a brief description the Number asal
alAR for Generic grouping for asset types (taxonomy usein _E
ESS rommended ESS Description Adet
izati i Thename of the department in the organizational
—p Organizationa| Unit : g ) .
hierarchy where the asset is [ocated = e | _T_Le !
rganizationa et
The geographical location of the physical asset Unit towl
|
hSC|C : - &,> cl Cze Location The¢
nfomation Cntre com]
The name of the software system the information
1SS omeion Assetventory el asselisslored in
Anyadditional comments on the asset which are
not mentionedin the spreadsheet (e.g. future i
Cobd o S Tty e ol | Metadata Template for Enterprise
; plans Social Software
SR
Information Asset Register for Enterprise Social Software

Information Asset Register Templates

Figure 5.1: The Development of the Metadata Template (Burk & Horton, 1988; HSCIC, n.d.; Latham,
2013; McColl, 2012)

The research is rounded up with the development of a metadata template for creating new work
spaces in enterprise social software. Figure 5.1 displays the development process of the metadata
template. It begins with the creation of the comprehensive information asset register before condens-
ing this register to develop a template appropriate for providing social software work spaces with
meaningful metadata. The template improves the comparability of work spaces among each other and
is useful guidance for information managers revising the assets because they are already specified

with the appropriate metadata.

5.3 Outlook

Auditing information created and stored in enterprise social software will become a topic of increasing

importance for information practitioners as well as researchers. Several future developments will facil-

82 © 2015 Universitat Koblenz-Landau, FG Enterprise Information Management



Summary and Outlook

itate the decision of organizations on undertaking an information audit. The growing information vol-
umes (see figure 1.1) will affect companies and also lead to a growth in the area of unmanaged con-
tent which is already a major challenge for information managers (see figure 2.10). Many organiza-
tions are already using enterprise social software tools as the EIM survey reveals (Williams et al., 2013)
and additionally they are planning on upgrading old or acquiring new information systems (see figure
5.2). These plans are going to increase not only the volume of information but also the number of as-
sets. To provide an overview of these assets gathering them in an asset register is a starting point for
applying information management measures. The asset register developed in this thesis is a basic
template for organizations. However it requires further review and revision in the future to adapt to
new developments in the area of social software. The future research does not refer to developing a
new register because the register in this thesis is already extensive. Providing each field with appropri-
ate data and developing methods for that is a major task for the future. It can be stated that this thesis
provides several links for further research. Not only in the area of information asset register develop-
ment but also information risk analysis and information valuing are research topics which require fur-
ther research. Especially connecting these topics with the new influences and requirements of enter-

prise social software is a mostly unexplored territory.

Upgrading/expanding existing system(s)

Evaluating new EIM technologies

Migrating from existing to new system(s)

Integrating EIM systems with other enterprise systems
Consolidating systems

Evaluating EIM cloud services

Purchasing a new system

Adopting EIM cloud services

No plans to change existing EIM systems

Don't have EIM and don't plan to add

0% 5% 0% 15% 20%  25% 30%  35% 4% 45%

Figure 5.2: Future Plans for EIM Technologies (Williams et al., 2013, p. 17)
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Appendix

Information Asset Register (IAR)

Asset
information
Asset name

Description
Asset status
Personal data

Sensitivity
Creation

Date IAR
reviewed
People
1AD
Users

Management
Business risk

Business value

Risk to the
asset
Retention
period
Disposal
requirements

Usability
requirements
Find

Access

A simple way to identify the asset.

Brief descnption of what the asset is.
Detail on what the components of the asset are.

Is this asset being actively updated?
Has the asset been closed, what date was it closed?

Does the asset contain information which will fall under The Personal Information
Protection Act?

Is the asset protectively marked?

Oniginal creation date of asset, or date it was transferred into the organisation.
Who created it, or who was it transferrad from?

The date this entry on the IAR was last reviewed or updated.

Whao is the Information Asset Owner?
Who are the departments and third parties who use or access the asset?

Risks to the business FROM the asset?
What would be the business impact of losing the asset?
What would be the cost of replacing the information?

What is the value of the asset to the business, both the financial value and the use it
delivers to the business?

What are the nsks to the asset?
The period it needs to be kept for and why.

How must the asset be disposed of ?

How will you find the information?

The granulanty and depth of the search required will depend on the type of asset; it may
involve finding the asset itself, searching within the asset for files, or searching within
those files fo find specific pieces of data.

Who can access the information and how?

These requirements cover not only the security issues around people gaining access to
restricted or private information, but also the opportunities for shanng information
intemnally and more widely.

Appendix 1: TAHO Information Asset Register Template Part 1
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Work with What do you need to be able to do with the information?
This is where you define the functionality that you require from your information assets,
how you use them and what you need them to do. This area may overlap with the
access requirements in that there may be different groups of users who need to access
the assets in different ways.

Understand What do you need to be able to understand about the information?
This is about understanding the content and context of your information asset. This
additional information is not necessarily included within the asset itself but is vital fo
making the asset usable. The information may be stored digitally as metadata, but it
may also be specific knowledge held by indrviduals, which may involve training or
handover procedures if staff change.

Trust To what extent do you need to trust your information is what it claims to be?
The level of frust required of an asset will vary considerably. The majority of your assets
may well not require any additional validation — they speak for themselves. However for
others you may have to prove they have not been tampered with, or to certify them as
created on a specific date.

Technology requirements (optional - you can use your IAR to record technology
dependencies if this information is not held elsewhere)

Find How will you enable people to find the infermation in the way you need it?
This is both about the technology actually used to search for information and also the
technology that is used fo store the information.

Access What technologies, configurations and management processes need to be in place to
meet the access requirements.
Work with What hardware and software is required to be able to work with the information?

Understand What technology do you need to provide the ‘context’ you need to understand it, i.e. to
be able to record the required metadata?

Trust What technology is neaded to protect the information and to deliver the proof that is
required (so that you can trust the information is what it claims to be)?

This Information Asset Register (IAR) template was developed by the Mational Archives of the LIK.

Appendix 2: TAHO Information Asset Register Template Part 2
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A

B

&

D E

1 Inventory of PRACTICE held Information Assets

3]

Date

Information owner /
Data controller

Information type

Protective
Classification

processed

Systems where

Location

NHS IG security requirements

Appendix 4: HSCIC Information Asset Register Template

2 Categorization

3 Blog

#00001

4 Wiki

#00002

General Information

B &

Petra
Schubert's
blog

Wiki der
FGBAS

Appendix 5: Case Study Part 1

Description

Ablog where Petra
Schubert shares and
exchanges
information about
different topics
concerning the
research of the FG
BAS Blog
The wiki collects
knowledge and

important

administrative as well

as research data for

the members of the
research group. It

contains reports,

tutorials, guidelines,

lists etc. Wiki

FG BAS

FG BAS

Organizational Unit

Germany/Coble
nce/Universitats
strale

1/University of  IBM

Coblence Connections

Germany/Coble
nce/Universitéts
strale

1/University of  1BM

Coblence Connections

The blog is
accessible
via Petra
Schubert's
user profile
on
KoConnect

The wiki is
accesible via
the FGBAS
community
on
KoConnect
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J K L M N (0]
1
2 Categorization Update Responsiblity
Petra Schubert/Head of All
Research S6hnke Grams/Research members
Group/Germany/Coblenc assistant/Germany/Cobl of the
e/UniversitdtsstralRe ence/Universitatsstrale KoConnect
1/University of 1/University of platform,
Coblence/Building Coblence/Building especially
A/Room A/Room the
123/schubert@uni- 108/grams@uni- members
koblenz.de/+49 261 287- Same as Same as koblenz.de/+49 261 287 of the FG
3 |Blog 2525 manager manager 2549 Same as custodian BAS
Petra Schubert/Head of
Research S8hnke Grams/Research
Group/Germany/Coblenc assistant/Germany/Cobl
e/UniversitdtsstralRe ence/Universitatsstrale
1/University of The wiki is 1/University of
Coblence/Building created by Coblence/Building
A/Room all members A/Room All
123/schubert@uni- of the FG 108/grams@uni- members
koblenz.de/+49 261 287- BAS Same as koblenz.de/+49 261 287 of the FG
4 |\Wiki 2525 community. manager 2549 Same as custodian BAS

Appendix 6: Case Study Part 2

2 Categorization

3 Blog

4 Wik

not not

calculable calculable ?

> writing and storing
the annual report
> tutorials for new
members of the
research group
> organizing and
recording the

not not working hours of the

calculable calculable  student assistants

Appendix 7: Case Study Part 3

Risks

From: Sharing sensitive or
misleading information
To: User error/Server
shutdown Impact: Loss of
the blogposts can hinder
the users from obtaining
critical information for
their work Costs: not
calculable

From: Sharing sensitive or
misleading information
To: User error/Server
shutdown Impact: Loss of
the wiki entries can hinder
the users from obtaining
critical information for
their work Costs: not
calculable

Relationships

Web Comment FG BAS
resources(links/a s on community
rticles/videos)  blogposts blog
Most of the

inputs are

created by the

members of the

research group

themselves. The

wiki also

includes web

resources like

Emails,

None

hyperlinks, etc.  None
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2 Categorization

All members of
the KoConnect
platform / The
members have to
be registered on

Integrity/Trust | Source

AB AC

The access to the

blog requires

the platform to No registration on the
access it via Business use Petra personal  BDSG, TMG, KoConnect
3 Blog browserorapp  only High Schubert data UrhG platform
The access to the
wiki requires
registration on the
KoConnect
Members of the Members platform and an
FG BAS Business use of the FG Personal  BDSG, TMG, invitation to the FG
4 Wiki community only High BAS data UrhG BAS community
Appendix 8: Cast Study Part 4
AC AD AE AG AH Al

2 (Categorization

3 |Blog

4 Wiki

Appendix 9: Case Study Part 5

22.05.2012 03.03.2015 n.d.

03.04.2012 13.03.2015 n.d.

Review Cycle

& month /
03.09.2015 Active
& month /
13.09.2015 Active

none

Perzonal data has to be
deleted according to
privacy legislation
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Al Al AK AL AM AN AD AP AQ AR
Technological Requirements Properties of the Data itself

Format  Structure

2 (ategorization Usage Model| License Model

The blogposts Yes / The blog
contain mainly is searchable
IBM Deutschland textual information via the
Browser or IBM GmbH/IBM-Allee and links to other integrated

Connections App / Server 1/Ehningen/Germany/hal web search engine

on which IBM loibm@de.ibm.com/+49 resourcesarticles,vi in1BM
3 Blog medium  OnPremise Named User  Connections is hosted 8002255426 deos etc.) HTML  high Connections
Yes / The blog
The wiki entries is searchable
IBM Deutschland contain mainly via the
Browser or IBM GmbH/IBM-Allee textual information integrated
Connections App / Server 1/Ehningen/Germany/hal and tables as well as search engine
on which IBM loibm@de.ibm.com/+49 links to other web in1BM
4 Wiki medium  OnPremise Named User Connectionsis hosted 8002255426 resources HTML  high Connections
Appendix 10: Case Study Part 6
AN AO AP AQ AR
1 Properties of the Data itself |
2 Categorization Format  Structure
The blogposts Yes / The blog
contain mainly is searchable
textual information wvia the
and links to other integrated
web search engine
resources(articles,vi inIBM
3 Blog deos,etc.) HTML high Connections
Yes / The blog
The wiki entries is searchable
contain mainhy wvia the
textual information integrated
and tables as well as search engine
links to other web in IBM
4 |Wiki resources HTML high Connections
Appendix 11: Case Study Part 7
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